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HEPEJIIK CKOPOYEHD

ACY — aBTOMAaTH30BaHa CUCTEMa yIPaBIiHHS,
EOM  — eneKkTpoHHO-00UYHCIIOBAIbHA MAILIMHA;
IC — iH(opMalliiiHa cucreMa

IT — iH(opMalliiiHI TEXHOJIOT11

K33 — KOMILJIEKC 3aC001B 3aXHCTY;

HCJI — HECAHKI[IOHOBaHUH JOCTYII,

OoC — 00YHMCITIOBAJIbHA CHCTEMA;

IIEOM - IICPCOHAJIbHA CHCKTpOHHO-O6‘II/ICJII-OBaJILHa MalllMHa,

113 — MIporpaMHe 3a0e3MNeUCHHS;

OSI — Open Systems Interconnection;
VPN — Virtual Private Network;

SSH — Secure Shell;

CGl — Common Gateway Interface;
QoS — Quality of service;

DCOM - Distributed Component Object Model.



BCTVYII

Humni Bce Oinblie moaeii KOPUCTYIOThCA Mepexero IHTepHeT — BeJeHHs 013-
HECY B pO3MOJIIJICHUX CHCTEMAaX, BUKOPUCTAHHA 3aC001B 0OMIHY MYJIbTUMEIIHHUMU
MOBIJJOMJICHHSIMH, OpraHi3allis HABYaJIbHOTO MPOIECY, YIPABIIHHSI MPOMHUCIOBUMHU
nporecamMi, aBTOMaTU30BaHUMHU CHUCTEMa YTPABIIHHS — 11€ IPU3BOIUTH JI0 IIBU/I-
KOT'O PO3BUTKY 1HTEpPHET-CEPEIOBUINA, HOr0 CTPIMKOi TpaHchopMallii BiIMOBIAHO
JI0 TOTpeO KOPUCTyBayiB, pPIBHSA OCBOEHHS HUMH 1HGOPMAIIMHUX TexXHOJor1H. Pa-
30M 3 TUM, Oe3IMeKa IaHuX Ta aHOHIMHICTb 3aBX/I1 OYJIM BaXKJIMBUMHU COLIIATbHUMHU
npobiieMamu.

Po3noBcrogxeHHst KOHTpahakTHUX MaTepianiB, 3a00POHEHOr0 KOHTEHTY, MO-
KPUBaHHS 3JIOYMHHHUX YTPYMOBaHb, HE3aKOHHI Jii 3 €JIEKTPOHHUMH TIIATeKaMU, —
1€ HAKJIaJ]a€ HETaTUBHUM BIJOMTOK Ha BCl aHOHIMHI Mepexi. ToMy 371aM Takux me-
PE’kK 4acTO CTa€ METOKO CHEICITY:X0 i iHIIMX OpraHiB 0XOpoHH IpaBonopsaky. [1]Y

HalieekTHBHIIIOI CHCTEMOIO aHali3y MEPEXKEBOro TpadiKy SBISETHCS
DEEP PACKET INSPECTION, sika mo3BoJisie Ha HalBUIIMX piBHAX Mozem OSI
IpAaIlOBATH 3 TaHUMH, J1JIs1 OJJOKYBaHHS 3a00pOHEHUX pecypciB a00, HABMAKH, IS
3aXUCTy CUCTEM. B murimomHii poOOTi pO3TISTHYTI MUTAaHHS AHOHIMHOCT1 B MEPExXi
InTepuer, obnagnanusa s cucteM DPI, nmutanus 6esnexku B ACY 1 SCADA-
cucremax, Mmojeii DPI ta Texniku o6xomy.

B OinbmiocTi BumaakiB a1 3a0€3MedYeHHs] IEBHOTO CTYIEHS aHOHIMHOCTI B
rJ1I00aJIbHIN Mepexki 3aCTOCOBYIOTh O€3KOIITOBHE i 3arajibHOJOCTYITHE MPOrpaMHe
3a0e3nedeHHs 1 BipTyanbH1 Mepexi. OHaK YUM BUIIA 3aXUIIEHICTh BUKOPUCTOBY-
BAaHOI TEXHOJIOT1i, TUM HIKUl IIBUKICHI IOKA3HUKU OOMIHY JaHUMHU 1 JOCTYIHICTh

JUTsl pO3YMIHHS IPUHIMITIB 11 pOOOTH 1 3aCTOCYBaHHS.

Y [1] FBI: We need wiretap-ready Web sites — now: (Enextponnuii pecypc) / Product
reviews and prices, software downloads, and tech news — CNET. Pexxum nocrymy: www/ URL:
http://news.cnet.com/8301-1009 3-57428067-83/fbi-we-need-wiretap-ready-web-sites-now/.
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Xouya cucremy DPI MmoxnnBo 001iiTH, ajie BAKIIUBO YCBIIOMUTH, 110 aHOHIM-
HICTh BIIUPAETHCS B 3aCO0M: MaTepiaibHI peCypCH 1 yac, iki MOXKyTh OyTH 3aTpadeHi
Ha X KOMIIPOMETAIIif0, TOMY Kpallle JaHy TEXHOJIOTII0 PO3IIISIaTH 31 CTOPOHH 3aXH-

CTY MEpEKeBOTO Tpadiky.



1 METOIN AHOHIMHOCTI B MEPEXI IHTEPHET

AHOHIMHICTb B MEPEX1 JOUUIFHO PO3TISAATH 3 TAKUX TOYOK 30DPY:

1) CouianpHa aHOHIMHICTH T€, 10 KOPUCTYBad I[IECIIPSIMOBAHO UM HECBI-
JIOMO TIOBIJIOMJISIE TIPO ce0e B COLIAIBHUX Mepekax, TeMaTUYHUX (Hopymax, Crelli-
am30BaHUX 1HGOPMAIIITHO-TIONTYKOBHX CHCTEMAX;

2) TexHiuHa aHOHIMHICTb — Tl J€AHOHIMI3YyI0U1 JIaH1, K1 OB’ s13aH1 3 0CO0JIH-
BOCTSIMU BUKOPHUCTAHHS TEXHIYHUX 3aC001B, MPOTOKOJIIB poOOTH Ta OOMIHY ITOB1/10-
MJICHHSAMH 1H()OpPMAILIfHUX CHCTEM, IPOTPaMHOT0 3a0e3meueHHs.

PosrasineMo nuiie TeXHIYHY aHOHIMHICTh, 0€3 BUCBITIICHHS OpraHi3alliiHux,

COLIIAJIBHUX YW IOPUJIMYHUX ACHEKTIB Ta TPYIHOIIIB HA IIISAXY PO3KPUTTS aHOHIM-

Hocti. [2]V

1.1 enTpaJizoBaHi 3aco00u 3a0e3Me4eHHA AHOHIMHOCTI

B apxiTekTypl LEHTpaidi30BaHUX 3aco0IB OOOB’S3KOBUM KOMIIOHEHTOM €
oauH a00 JACKIJIbKA IEHTPaJbHUX BY3IIIB, 110 31HMCHIOIOTH IIEpEHANPABICHHS Mepe-
YKHOTO TpadiKy, TPUXOBYBAHHS pealbHUX aApPECiB 1 PEKBI3UTIB KOPUCTYBaya, KOOP-
JIMHAIIII0 BC1€T MHOXKUHU BY3J11B. L1 3ac00M BUPI3HAIOTHCS BUCOKOIO MIBUJIKICTIO PO-
00TH, OHAK HAJIIJIEHI HEBUCOKOIO HaJ1HHICTIO. J[0 HUX, 30KpeMa, BITHOCATD: http-
npokci-cepsepu, SOCKS-npoxci-cepsepu, VPN-cepsicu, SSH-tyneni.[3], [4]?

B OumbmiocTi BUMAAKIB MiJ MPOKCI-CEPBEPOM  PO3YMIIOTH  BiJITATICHHMA

KOMIT'IOTEp 1 KOMIUIEKC TpOrpaM Ha IbOMY KOMII'IOTEPi, IO BHCTYIAE

D [2] Why Do People Seek Anonymity on the Internet? Informing Policy and Design:
(Enextponnuii pecypc) / Ruogu Kang, Stephanie Brown, Sara Kiesler. Pexxum noctymy: www/
URL.: http://www.cs.cmu.edu/~xia/ resources/Documents/kang-chil3.pdf.

2) [3] Anonymity on the Internet Must be Protected: (Enexrporrnii pecypc) / Karina Rigby
/I Paper for MIT 6.805/STS085: Ethics and Law on the Electronic Frontier, Fall 1995. Pexwum
noctymy:  www/ URL: http://groups.csail.mit.edu/mac/classes/6.805/student-papers/fall95-
papers/rigby-anonymity.html.

[4] Anonymity on the Internet: (Enextponnuii pecypc) / Jacob Palme, Mikael Berglund.
Pexxum noctymy: www/ URL: http://people.dsv.su.se/~jpalme/society/anonymity.html.
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MOCEPEHUKOM MIXK KJIIEHTOM 1 aipecaTtoM s 3a0e3neueHHs] OOMiHy MOB1IOMIICH-

HAMHU MK HUMU.

L

VY KOHTEKCTI 3a0e3leueHHsT aHOHIMHOCTI BUIIISIOTH TakKi MPOKCIi-CepBEpH

http-mpokci-cepBepu: mpomyckaroTh uepe3 cede nuiie http-tpadik, goma-
1049M 1H(OPMAIIiIO TIPO 3aCTOCYBAHHSI MPOKCI;

SOCKS-npokci-cepBepu, peanizoBanuii Ha ceancoBomy piBHiI OSI: nepe-
Jal0Th BCIO 1H(OpMaIlito 6e3 107aBaHHs 1HIINX JaHUX;

CGl-nipokci abo «aHOHIMai3ep»: MPoINoHye (HopMy Ui BBEICHHS HE00-
X1IHOT aJIpecu CaTy, MOXE 3aCTOCOBYBATH MPOTOKOJ https asis 3axucty

KaHaly 3B’SI3KY 710 KJII€HTA.

IIepeBaru:

MoCJIyra JeIieBa, 10CTyITH1 OE3KOIITOBHI MPOKCi-CEPBEPH.

Henomiku:

HEOOX1JHO JOBIPSITH MPOKCI-CEPBEPU;

HEOOX1HICTh HAJIAIITYBAHHS POKCI-CEPBEPA;

OPOTOKOJIM  TPOKCI  HE  MIATPUMYIOTh  WHUQPYBaHHS  MIX
HTTP/SOCKS/Elite/Anonymous-mpokci i KJIi€eHTOM;

qutst http-nipokci HeoOxiHO (inbTpyBath http-3aroaoBku.

VPN-3’€1HaHHs — TEXHOJIOT1S eMYJIALT 3’ €JHAHHS «TOYKa-TOYKa» 4epe3 Me-

pEXKy 3arajJbHOTO MPU3HAYCHHS, TP IIbOMY MK KIIIEHTCHKUM KOMIT IOT€POM 1 ITPO-

BaiilepOM CTBOPIOETHCS TaK 3BaHMUIt TyHenb [6]%). BipTyanbHi npuBaTHi Mepexki ua-

CTO 3aCTOCOBYIOTH JIJIs CTBOPEHHS O€3MEeYHUX 1 HAAIWHUX KaHaJIB, 1110 MOEIHYIOTh

JIOKaIbHI Mepexi Ta 3a0e3MevyroTh JOCTYI JI0 HUX KOPUCTyBadam, siKi TIOCTIMHO

3MIHIOIOTh CBO€ Micle3Haxo/pKkeHHs. Kanamu VPN 3axuineni anroputmamu

Y [5] Metomu anorumHocTH B cetn. Yacts 1. TIpocto o cnoxnoM: (EnexTponHuii pecypc)
/ Pesxum noctymy: www/ URL: http://habrahabr.ru/post/190396/.

2 [6] Hamexxuue u 6e3omacuue cetu?! : (Enekrponnwuii pecypc) / Ckpunnau-kos Cepreit //
Crensunyck  Xakep, womep #041. Pexxum moctymy: www/ URL: http://www.xakep.ru/maga-
zine/xs/041/030/Lasp.
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mu(pyBaHHs, 3aKIaICHIMU B CTaHIapTU NpoTokoidy Oesneku [PSec, sxuit 3a0e3-
MeYy€e 3aXUCT HA MEPEIKHOMY PiBHI.

Yacro texnozorito VPN peanizytots yepe3 SSH — MepexxHuii mpoTOKOJ MpH-
KJIQJIHOTO PiBHS, Yepe3 SIKUK MOKHA 31CHIOBATH BiJIJaJIeHE YIIPABIiHHS ONepariii-
HOIO cUcTeMolo i TyHemoBanHs TCP-3’emnanb [7]Y. Bech Tpadik i maponi mpu
FOMY 3aII(PPOBYIOTHCS 3a JOMIOMOTOI0 aITOPUTMIB, TOCTYIHUX i Bubopy. SSH
Jia€e 3MOry 0e3MeYHO NepeIaBaTH 110 HE3aXUIIICHOMY CEPEIOBUIIY TPAKTUYHO Oy /1b-
KWW 1HIIAA MEPEKHUN TTPOTOKOJI.

VY KOHTEKCT1 aHOHIMHOCTI1, 0€3 BpaXyBaHHs JACSIKUX BIIMIHHOCTEH, OCHOBHU U

npuniun ¢pynkuionyBanus VPN 1 SSH onnakoswuii.

IIepeBaru:

~  HE MOTPIOHO JTOJATKOBO HAJAILITOBYBATH MPOTrpaMHE 3a0€3M1EUEHHS.

Henomiku:

— HeoOx1aHO noBipsatu VPN/SSH-cepBepy/mpoBaiiaepy.
binbmiicte nogaTkiB Asig Opay3epiB 1 «mporpam Jijisi aHOHIMHOCTI» TPYHTY-
I0TbCsl HAa poOOTI mpokci-cepBepiB Ta VPN-cepBepiB 3 MeTOI0 npuxoByBaHHs |P-

aJipec KOpUCTyBaya.

1.2 Cxemu anonimMuocti TOR 1a I2P

JlenienTpanizariisi — BIICYTHICTh €JUHOTO IIEHTPY KOHTPOJIIO Ta €IMHOT TOUKH
BIJIMOBH B 00CIIyTOBYBaHi. J{elleHTpani30BaH1 MEPEKI NOAISIOTh HA CTPYKTYpPOBaHI1
i HecTpykTypoBaHi [8]?. V nepmoMy BUNagKy TOIOJIOTiI0 MEPEKi Oy IyIOTh 3a I1€B-
HUMU TPABUJIAMH, 33 JOMOMOTO0 SIKUX 3[IACHIOETHCS MIBHIKHUHA MOIIYK JaHUX 32

TOYHHMM 301roM. ¥ HECTPYKTYpPOBAaHUX Mepekax Harepesl HEBIIOMO, KyJH MOXHa

U [7] Secure Shell: (Enextponnuit pecypc) / Wikipedia - the free encyclopedia. Pexum
noctymy: www/ URL: http://en.wikipedia.org/wiki/Secure Shell.

28] Quang Hieu Vu, Mihai Lupu, Beng Chin Ooi. Peer-to-Peer Computing: Principles and
Applications. 2010. 336 Pages.
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BIANIPABUTHU 3aMUT, TOMY Yy HANMNpOCTIIIOMY BHUMNAAKY 3aCTOCOBYETHCS BapiaHT

bayn-3anutiB. OqHaKk MacITabOBAaHICTh HECTPYKTYPOBAHUX MEPEXK € TOBOJII TPO-

OJIEMHOIO.

CepBic MOXHaA BBa)KaTH TOBHICTIO JCTICHTPAI30BaHUM, SKITO IS HOTO 3a-

IIYCKY AOCTATHBLO JIMIIC 3aBAHTAXKUTH IIPOIPaMHC 3a0e3reueHHs 0e3 IIoJaJIbIIOIO

BBCACHHA 6y,Z[B-$IKI/IX JaHUX JJId HiI[KJ'IIO‘-ICHHSI. Takwuit CCpBiC Ma€ 3a10BOJIBHATH

6azoBuM npunImIam [9]Y:

OpenSource — nporpamMHe 3a0e3MeUeHHS 3 BIIKPUTUM BUX1THUM KOJIOM;
Zero-Config — 3amyck nporpaMHoro 3ade3rnedeHHs 0e3 J01aTKOBHUX Hajla-
IITYBaHb;

HYJIbOBA JI0Bipa — 3axucT BiJl aTaku MITM Ha piBHI TPOTOKOIY;

HU3bKUH TOPIT BXOAY U1 PO3YMIHHS TEXHOJIOTI;

MOBHICTIO JICTICHTPAII30BaHUN aJTOPUTM POOOTH.

Henomiku:

HEOOX1H1 MEeBH1 aIrOPUTMU MapIIPyTH3aIlli Ta MOIIYKY, sIK1 4aCTO HE Ta-
PaHTYIOTh IOCTOBIPHICTb PE3YJIbTATY;

JUTSI BBIMKHEHHS Y TaKy MEPEKy MOTpIOHO 3HATH KOOPJMHATH X04a O of-
HOTO BY3J1a, BIJIMOBITHO 1 CIIMCKU 3 KUIBKICTIO aJIPECHUX TAaHUX YYaCHUKIB

Mepexi He0OX1THO My OIIKYBaTH B 3araJIbHOIOCTYITHUX JKepenax.

IlepeBaru:

BIJICYTHICTh CEpBepa JIa€ 3MOTY Mepexi OyTH BIJIMOBOCTIHKOIO, HaBITh 3a
3HAYHOI IMHAMIKH K1JIbKOCTI KOPHUCTYBaYiB;

BUIIIA CTYIIHb 3aXMIIEHOCTI B/l LICH3YPH.

|2P — 11e anoHIMHA, caMOoopraHizyroua po3noiieHa Mepeka, o0y 10BaHa HaJl

InTepuer, BukopucroBye moaudikoBanuiit DHT Kademlia 31 30epexeHHsIM xelio-

BaHUX ajapec By3JiB, 3amudpoBani AES IP-agpecu, a Takoxx myOJiuHI KiTrO4i

U [9] JenenTpamuzanus: Kakue cepsucu yxe ects? : (Enexrponnuii pecypc) / Pesxxum 10-
cryny: URL: http://habrahabr.ru/post/212653/.
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mu(pyBaHHs, IPUYOMY 3’ €HAHHS Takox 3amm@posari [10, 11]Y. Lig Mepexa Ha-
Jla€ TIporpaMaM POCTHH TPAHCTIOPTHUN MEXaH13M ISl aHOHIMHOT'O Ta 3aXHUIIICHOTO
MIEPECHIIAHHS TIOB1IOMJICHb.

IlepeBaru:

—  BHCOKa CTYIIHb aHOHIMHOCTI KOPUCTYBaua;

—  TIOBHA JCTICHTpai3allis;

—  KOH(DIICHIIMHICTD JaHUX: HACKpI3HE MM(PYBaHHS MK KIIIEHTOM Ta aji-

pecarom.

Henomiku:

~  HU3bKa HIBUJKICTh NIEpeayl JaHuX;

~  «cBi [HTepueT

Tor — BigkpuTe rnporpamMHe 3a0e3nedeHHs 1 CUcTeMa IMPOKC1-CEPBEPIB, AKa A€
3MOTY BCTAHOBUTH aHOHIMHE MeEpeKeBe 3’ €IHAHHS, 3aXHUIICHE BiJ MPOCIYyXOBY-
BaHHs. Po3ruisiiaeThes sk aHOHIMHA MEpeska BIPTYalIbHUX TYyHEIB, IO Mepeae JaHl
B 3ammdposanomy Buriaai [10-13]?. 3a nonomoroio Tor KopuCTyBadi 3MOKYTh
30epiraTi aHOHIMHICTh B [HTEpHET MmiJ1 Yyac BIABIyBaHHS CaiTiB, MyOJiKallii Marte-
piajiiB, BIAMpAaBICHHS MOBIIOMIICHb. AHOHIMI3alis Tpadiky 3a0e3medyeThcs 3a-
BJISIKM BUKOPUCTAHHIO PO3MOIIEHOT MEPEXKI CEPBEPIB, TAK 3BAHUX OAraromapoBUx
MapuHipyTHU3aTopiB. TeXHOJIOTI 3a0e3Meuye TaKoX 3aXUCT BlJ MEXaHI3MIB aHaJi3y
TpadiKy, 110 3arPOKYI0Th KOH(DIICHIIIMHOCTI KOMEPIIIHHUX TAEMHHUIIb 1 TIOBUX KO-
HTaKTIB. 3arajgoM TexHoJjoris Tor 3abe3neuye poOoTy B IHTEpHET y TOCTATHHO 3a-

HaJ 3B 53Ky, OCKUIbKH 3alUTH MPOXOAATh YepPEe3 YUCIECHHUX KOPUCTYBaYiB.

Y [10] AronumHOCT B cetn Unteprer : (EnexTpornuii pecypc) // Kommbro-tepIIpece
9/2010. Pexxum moctymy: www/ URL: http://www.compress.ru/article.aspx?id=21613&iid=987.

[11] Introducing I2P : (Enextponnmii pecypc). Pexumm mocrymy: www/ URL:
http://geti2p.net/en/docs/ how/ tech-intro

2) [12] Statistics website for the I2P network : (ExextpoHHuii pecypc). Pe-sxum noctymy:
URL.: http://i2pstats.loria.fr/?sect=historical &subsect_hist=routers.

[13] Tor: Overview: (Enextponnuii pecypc) / Pexumm goctymy: URL:
https://www.torproject.org/about/overview.html.en.
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[lepeBaru:

—  BHCOKA CTyIiHb aHOHIMHOCTI KJII€EHTA 32 YMOBH JOTPUMAHHS YCIX MPaBUIT,
—  MPOCTOTA BUKOPHCTAHHS.

Henomiku:

~  BUX1IHUH TpadiK MPOCITYyXOBYETHCS,

~  HH3bKA HIBUIKICTS;

~  HasBHICTh KEPYIOUHX CEPBEPIB.

Bapto 3a3naunTu, 1o TexHosoris Tor HalIeHa OTHIEX0 0COOIMBICTIO — MPHU-
xoBaHi cepsicu [14]Y. Kopucrysaui Tor MOXyTb HaJlaBaTH Pi3HOMAHITHI MOCTYTH —
BE0-710CTyN, CUCTEMU MHTTEBOrO OOMIHY IMOBIJIOMJIEHHSIMU, — HE PO3KPUBAIOYU
CBOTO ICTUHHOT'O MICI€3HaXOKeHHsI. L1 MOKIIMBICTD peali3y€eThecs uepes crelia-

JIbHI TICEBJIO-IOMEHH .0N10N BEPXHBOTO PIBHS.

1.3 CkuaoBi 1eaHoHiMi3alii KOpUCTYBayviB

[nentudikamiitny iHdopmarlito, sIKy KOpUCTYBa4 «3aJIHILIAEY» PO ceOe mijg yac
po6otu B Mepesxi Iutepuer [17]?, i mponosuuii o0 3ano6iraHHs BATOKaM JaHHX
MpeACTaBICHO y BUMIIsAL Tabmumi 1.1

OxpeMoi yBaru 3aciiyroBye (hakT 0JHOYACHOTO M IKITI0OUYEHHS KOMIT F0Tepa 10
MepexXi 10 aHOHIMHOMY 1 BIAKpUTOMY KaHanax. J[o mpukiany, B TAKOMY BUIAAKY
BHACJIIJIOK PO3PHUBY IHTEPHET-3’€HAHHS CTAaHETHCS PO3PHUB 000X 3’€THAHB KIIIEHTA
3 OIHUM 1 TUM CaMUM pecypcoM. 3a UM (pakToM cepBepy HeckiaaHo Oyae oouuc-
JIUTH 1 TOPIBHATH 1B OJTHOYACHO 3aBEPIICHUX 3’ €JHAHHS JI0 PECYpCy MO aHOHIM-
HOMY 1 BIIKPUTOMY KaHajaX. Taky CHUTyaIlit0 MO>KHAa BBaXaTH JIEAHOHIMI3yIOYOI0
1H(popMarri€ro i 11 3a0e3nedeHHs aHOHIMHOCTI BapTo He jonyckatu. B tadmn. 1.1

HABEJICHO MOPIBHSIHHS CIIOCO01B aHOHIMI3AIlll Ta 1X XapaKTEPUCTHK

1) [14] Bxmouaem Tor Ha Bcro katymKy : (EnekTpornuii pecype) / Auton XKykos. Pexum
noctymy: www/ URL: http://www.xakep.ru/post/50516/.

2) [17] Cenuerxo FO.X. HeKOTOpBIE acTeKThI BRICOKOCKOPOCTHOIH 06paboTky Tpaduka //
Texnonoruu u cpeactsa cszu. 2013. Ne 1. C. 52-53.
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Ta6muig 1.1 — IlopiBHAHHS crioco0iB aHOHIMI3AIIIT Ta X XapaKTEPUCTUK

«InenTudikarop» 3MICT 1IeHTU(IKYIOUNX JTAHUX Cmoci6 anoHimizarii
IP-anpeca Ax minimywm iHGopmartis nmpo mpo- | VPN, Proxy, SSH,
Baifjiepa Ta KpaiHy KOpUCTyBada Tor, 12P, P2P-anoHi-
Mau3epu
DNS leaks Buroku inpopmanii Bix cmyx0u | BukopuctanHs aHOHI-
JIOMEHHUX IMEH; MPOTOKOJIIOBAHHS | MHIX MEPEK; TiT yac
AKTUBHOCTI KJTIEHTA BUHHUKAE, pobotu uepe3 VPN
AKIIIO TMpoTrpamMHe 3a0e3MeueHHs BUKOPUCTAHHS MPUMY-
Bignpasisie DNS-3anuTu uepes coBo ctatnyHuX DNS-
DNS-cepsep npoBaiifepa CEpBEPIB, 110 HaJIe-
*atb VPN-
[IPOBANAEPY
MAC-aapeca [Tpu niaxTroyeH1 A0 myoaigyHO1 3mina MAC-aapecu
Wi-Fi Touku noctymy (GikCyeThCsl | A0 CEaHCY MiIKITIO-
MAC-aapec MepeKHOTO 1HTEp- YEHHS
delicy kopucTyBaua
«IIpodumoBanns» | CrniBcTaBieHHS BEIUMKOro odcsry | BinmoBa Bij BUKOpHC-
TpadiKy, IKHU BUXOAUTh Yepe3 TaHHA MOCTIMHUX CXEM
OJIMH BY30J1, 13 KOHKpETHUM Kopu- | (nanutoriB) Tor, pery-
CTyBayeM JISipHA 3M1HA BUX1THUX
BY3JIIB
CormianpHa akTuB- | PO3KpUTTS 0cOOM KOPUCTYyBayda HenonymieHus He-
HICTh B aHOHIM- MiJ] 9ac BiABIAYBaHHS HUM BJac- | y3rOJKEHOT aKTUBHO-
HOMY CeaHCl HOTO TPODUTIO COIIaIbHOT Me- CT1 B aHOHIMHOMY cea-
PEeXI1, He3Ba)Kar4IM Ha 3acO0H aHO- | HCI
HIMHOCTI

[Ile omHUM BUMAAKOM JIeaHOHIMI3AIllT KOPUCTYBaya € NepeaaBaHHs Iporpam-

HUM 3a0€3MeUeHHIM, 30KpeMa orisiiauamu (Opay3epamu), pi3HOTO poay JaHUX, 1110

3a3BUYal nepeadaveHo crenrdikaiiero A0 mporpaMHoro npoaykry. Lle oOymos-

JICHO 3aKJIQJICHOTO Y MPOEKT MpOorpaM BpaxyBaHHS HOPMaJbHOI 1 €(heKTUBHOI po-

00TH B CKJIATHUX MEPEXKHHUX YMOBaX — 00X0Ay OJOKYIOUMX MK MEPEXKEBUX €Kpa-

HIB, IPOKCi-CEPBEPIB TOIIO.
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TunoBuii orngaad MiCTUTH HACTYTIHI (PYHKITIOHATIbHI KOMIIOHEHTH 1 TEXHOJIO-

riuni kareropii [17]V:

—  cookies — 1ie TekcToBi (haii 3 ASSIKMMHU JaHUMH, IO 1X 30epiratroTh npu-
KJIQJHI MMPOTpaMM JJIs PI3HUX 3ajad, HaApHKIad, ayTeHTudikarii. Po3k-
PUTTSI aHOHIMHOTO KJIIEHTA HACTa€, SKIIO BiH CIOYATKY BIJBIIAB PECypC
4yepe3 BIAKPHUTHIA ceaHc, Opaysep 30epir cookies, a MOTiM KOpUCTyBad 3’
€JIHaBCsI yepe3 aHOHIMHUM ceaHc. B pe3ynbTaTi cepBepy AOCTYIHO CITIBC-
TaBJEHHS cookies 1, IK HACIII0K, JeaHOHIMI3allis KIIE€HTA;

—  Flash, Java — miarinu, 1o rpyHTYIOTBCS Ha [IMX TEXHOJIOTIAXK, 3aBaHTAXY-
I0ThCS BIJl IMEHI KOPUCTYBaua sIKk OKpeMe MporpaMHe 3a0€31e4YeHHsI Ta MO-
KYThb IPALIOBATU B 00X1J MPOKCI, 30epiratu cBoi cookies i 1HII Haaml-
TyBaHHS;

—  BiaouToK (fingerprint) Opay3epa — orjsijad NpeCTaBIIsie€ CEPBEPY ACCATKU
KaTeropii JaHMX, 110 J1a€ 3MOTY c(pOpMyBaTH YHIKaIbHUNA TUDPOBUH Bij-
ouTok Opaysepa, 3a SIKUM HOTO MOKHA 1JIeHTU(DIKYBaTH cepell Oararbox
IHIITMX HABITh B aHOHIMHOMY C€aHC1 (HalyacTIIle 3aCTOCOBYEThHCS 3 METOIO
IIJTLOBOI PEKIIaMHu);

—  ckpuntu JavaScript — KOJI, 1110 BUKOHY€EThCS HA CTOPOHI KJIIEHTA, 3aTE€H
HAKOMUYYBaTHU ISl cepBepa 1AeHTU(IKyouy 1HGOpMallilo, a TaKoX, 3a
YMOBH BpPa3IMBOCTI LIJILOBOT'O /Il KOPUCTYyBada pecypcy, CTBOPIOE YMOBU
JUTSI IPOBEACHHSI YCIIITHUX aTak Ha 1H(OopMalliitHuil pecypc;

—  http-referrer — 3a normomororo 1Oro http-3aro0BKY IILOBHIA /151 KOPHC-
TyBaua BeO-calT MOKe BU3ZHAUUTH, KUM 0yJi0 chopMoBaHO Tpadik.

BupimeHHaM 1i€i npoOieMu € HallallTyBaHHS MapameTpiB Oe3MeKu Oris-

JaJa, BKJIIOYAIOYM OJIOKYBAaHHS KOXKHOI 13 HaBEIEHHUX Kareropid imeHTHdIKarii

U [17] Cenuenxo FO.X. HekoTOpBIE acTeKThI BRICOKOCKOPOCTHOI 06paboTku Tpaduka //
Texnonoruu u cpeactsa cszu. 2013. Ne 1. C. 52-53.
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JTaHUX, Ta BIJIMOBA IIiJ] YaC aHOHIMHOTO CEaHCY BiJ HEMEPEeBIPEHOTO MPOTPAMHOTO

3a0e3IeueHH.

BucHoBku 10 po3ainy 1

Jlnis1 3a6e3nedeHHst aHOHIMHOCTI B [HTepHET ICHYIOTh CHeliai3oBaH yTHIIITH,
K1 JaI0Th 3MOTY KOPHCTYBadyaM BXOAWTH B aHOHIMHY Ta, 3a3BHYal, JEIICHTPAIII30-
BaHY MEpPeXYy. BIIbIIICTh 3 TaKUX MepeK — OE3KOILITOBHI IIPOrpaMu 3 BIAKPUTUM
KOJIOM, IT10, 3PEMITO0, Ma€ K MO3UTHBHI, TaK 1 HETATUBHI HACIIIKU. 30KpeMa, Bijlb-
HUHN TOCTYII 10 BUX1JTHOTO KOJY € TO3UTUBHUM MOMEHTOM OCKUIBKH CTBOPIOE YMOBH
JUTSL IBUAKOTO BUOKPEMJIEHHS 1HCAAEPCHKOro KOy, SKIIO Take Mae Micie. Hera-
TUBHUM HACJIIIKOM 0€3MEPEYHO € MOXKJIMBICTD 3J71aMy JI1F040i MEPEX1 Ha OCHOBI ITPO-
0JIEMHOTO KOy, 1110 TIPU3BEE A0 JICAHOHIMI3aIlil KJIIEHTIB I11€1 Mepexi.

VY KOXHOTO 13 MpoaHaJII30BaHUX MEXaHI3MIB € CBOI epeBaru Ta HeJOIIKH, a
npobJjieMa aHOHIMHOCTI 3BOAUTRLCS 10 BUOOPY MiX oBepiieiiHUMU (overlay) mepe-
YKaMU Ta JICIICHTPaJII3alli€l0 13 3aCTOCyBaHHAM Kpuntorpadii B 000X BUMAAKaX.

[lenTpasnizoBaHi cepBicH €J1a00 MPOTUIIIOTH SK LUICCIPSIMOBAHUM aTaKaM,
TaK 1 HEHaBMHCHHUM BILTMBAM 30BHIIIHBOTO CEPEOBUINA, Ta MAIOTh HU3bKY B1JMO-
BOCTIMKICTb. OKpIM TOTO *OJIHE LIEHTPAII30BaHE PIIICHHS HE MOXE 3a0€3MeUUTH
BHUCOKOI'O PIBHSI aHOHIMHOCTI, TaK SIK MOTPIOHO JOBIPSATH HEHTPATLHOMY BY3JIOBI.

3acTtocyBaHHS JCIEHTPANI30BaHUX MEXaHI3MIB JIa€ 3MOT'Y TTIOBHICTIO JIIKBITY-
BaTH CEPBEPHY YACTUHY, a JJIsI TOTO, 00 «3IaMaTi» MEpexXy i JeMacKyBaTH JaHi,
MOTPIOHO CKOPUCTATUCS TEXHOJOTisIMU aHami3zy Tpadiky, 30kpema Deep Packet
Inspection. Tomy HalikpaluM HUITXOM JTOCATHEHHS aHOHIMHOCTI B TJIO0QIBHINA Me-
pEXI € MOEAHAHHS TEXHOJIOT1H: OBEPIICHHI MEpEXi, AELIEHTpa13allisl MEpEX, MacKy-
BaHHS 1 mudpyBaHHs Tpadiky.

Hes3Baxkarouu Ha Te, 1110 HUHI ICHY€E JIOCTaTHBO CHOCOOIB 3aJIUIIATUCS aHOHI-
MHUM B [HTEpHET-Mepexki, MOCATHEHHS a0COJIOTHOI aHOHIMHOCTI HEMOXKJIUBE —
MPaKTUYIHO y Oyab-sAKii CUTYaIlli MOJKHA J10paT TeXHIYHI 3aco0u /1S ieHTrdika-

1111 KOpUCTyBayda, 60 €IMHOIO MEPEIIKOI0I0 TSI IBOTO € MaTepialibHI PECYPCH 1 yac.
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2 TEXHOJIOI'TSA DEEP PACKET INSPECTION

Cucrema Deep Packet Inspection (DPI, Takox complete packet inspection i
Information eXtraction a6o [X) — TexHOI0T1sI HAKONTMYEHHS CTATUCTUYHUX JTAHUX,
nepeBipKH 1 PibTpallii MepekeBUX MaKeTiB 1o ix BMicTy. Ha Biqminy Bing Opanama-
yepiB, Deep Packet Inspection anaiizye He JuIIe 3arojJOBKH MaKeTiB, ajie 1 TOBHUN
BMicT Tpadiky Ha piBHsAX mojeni OSI 3 npyroro 1 Bume. Deep Packet Inspection
3[1aTHA BUSIBJISITH 1 OJIOKYyBaTH BipycH, (pibTpyBaTu iHGOpMaIlito, IO HE 3310BOJIb-
HSI€ 33JIaHUM KPUTEPISIM, BUKOHY€E TITMOOKHM aHalli3 yCiX MaKeTiB, 10 MPOXOASTh
yepe3 Hei. TepMiH «ruOoKHi»y Mae Ha yBa3l aHalli3 NAKeTy Ha BEPXHIX PIBHSIX MO-
neni OSI, a He TUIbKYU 10 CTaHAAPTHUX HOMepax NopTiB. OKpiM BUBUYEHHS MAKETIB
10 JACSIKUX CTaH/IapTHUX MaTEPHAX, [0 IKUX MOXHA OJIHO3HAYHO BU3HAUUTH IpUHA-
JISKHICTh MAKETy MEBHOMY 3aCTOCYBAHHIO, CKaXIMO, 10 (popMaTy 3arojiaoBKiB, HO-
MepaM MopTiB 1 Tomy nojidHe, cuctema DPI 311icHIOE 1 Tak 3BaHUN MOBEIIHKOBHI
a”aii3 Tpagiky, KU 103BOJISE PO3MI3HATU JOJATKU, [0 HE BUKOPUCTOBYIOTh IS
OOMIHY JaHUMH 3a3/aJI€T1Ib BIJJOM1 3arOJIOBKH 1 CTPYKTYpH AaHUX. CKIJIbKU BUPO-
OHUKIB TaKOT'0 00JIaJIHAHHS — CTUIBKH 1 IHTEpIIpETAIlii TOBEIIHKOBUX MOJIEICH Bi-
JMOBIJHUX MPOTOKOJIIB, @ 3HAYUTH 1 TOUHICTh JIE€TEKTYBAHHS TAKOXK PI3HUTHCS.

Haii01nbp11 BeTMKMMU TPaBIsIMU 1 iX IpoAyKTamu Ha puHKy standalone DPI €
Allot Communications, Procera Networks, Cisco, Sandvine. Bece 61111 1 011611 110-
NYJSIPHUMHU CTalOTh IHTETPOBaHl B Mapiupytuzatopu pimenHs DPI. Tak nocryna-
10Tb — Cisco, Juniper, Ericsson 1 Tak gami. Taki pilieHHsl, K MPaBUiio, J0CUTh KOM-
IIPOMICHI, 1 HE MOXYTbh HaJaTH BECh CIIEKTP CEPBICIB, JoCcTynHUX standalone pitieH-
HaMm. [Ipote, s 61IBIIOCTI 3aBAaHb ILOTO LJIKOM JOCTaTHRO. [IporpamHi mpomy-
kTH, Taki sk OpenDPI, X puHOK 1yKe BY3bKHUH 1, IK PABUIIO, 0OMEKYETHCS KOPIIO-
paTUBHUMM/KaMITyCHUMHU Mepexxamu. BaxxnuBoro oco0nuBicTio chorogeHHs DPI e
MO>KJIMBICTh aHAMTHKHU TpadiKy 3a paxyHOK 300py Pi3HOTO POy CTATUCTHKH 3 PO-
30UTTAM IO TOJAaTKaX, MO Tapu(HUX IUIAHAX, [0 PErioHaxX, Mo TUTIaX a00OHEHTCHKUX

MPUCTPOIB 1 TAK Jaji.
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2.1 Tunn nminkaroyenus cucrem DPI

He icaye enunoro crangapty Ha DPI, icHye Benmuka KijbKiCTh peajizaiii Bij
pi3HEX moctadanbHUKIB DPI pimens, mo BiApI3HAIOTHCS 32 TUTIOM IIIKIIOYCHHS 1
TUTIOM POOOTH.

Icaye nBa mommpeni Tunu migkmodeHHs DPI : aktuBHU 1 TaCUBHU.

AxtuBHuit DP1 — DPI, migkmtouennii B Mepexy mnpoBaiiiepa 3BUYHUM YH-
HOM, SIK 1 OyJIb-IKUH 1HIINK MepexeBuid nmpucTpii. [IpoBaiinep HamamToBye Mapii-
pyTu3alioo Tak, mob cucrema DPI orpumyBana Tpadik Biag KOpucTyBadiB 10 3a0710-
koBanuM IP agpecam a6o nomenam, a DPI Bxe npuiimMae pilieHHs mpo mpomyck ado
OsiokyBaHHA Tpadiky. AkTuBHA cuctema DPI Mosxe nepeBipsATH sIK BUXIAHUM, TaK 1
npoxigHui Tpadik, nIpoTe, AKIo npoBaiaep 3acrocoBye DPI Tumbku st O650ky-
BaHHS CAWTIB 3 PEECTPY, YACTIIIE 32 BCE Y HHOTO HANAIITOBAHWN Ha MEPEBIPKY
TIJIbKHM BUXIJTHUN TpaQik.

[Tacusauit DPI — DPI, miaxirodyeHuii B mpoBaiiiepcky Mepexy napaieiabHO
a00 Yepe3 MacHBHUM ONTUYHUM CILTITTEP, 400 3 BUKOPUCTAHHSM 3€pKaJIIOBaHHS BU-
X1AHOTO B KOpucTyBayiB Tpadiky. Take NiIKIIOUEHHS HE YIOBUIBHIOE IIBUAKICTh
po0OOTH Mepexi MmpoBaiaepa y pasi HeqocTaTHhoi npoaykTuBHOCTI DPI, Tomy 3a-
CTOCOBYETBCSl Y MEPEKaxX BEJIUKUX mpoBaitaepiB. DPI 3 TakuM TUIOM iIKIIFOYEHHS
TEXHIYHO MOYKE TITbKH BUSBIIATU CIPOOY BIABIAATH 3a00pOHEHUN KOHTEHT, ajie He
omokye #oro. II[o6 061iiTH 11Ie 0OMEKEHHS 1 3a0JIOKYBATH JOCTYN Ha 3a00POHECHHUIM
caiit, DPI BinnpaBnsie kopucTyBaueBi, 10 3anuTye 3a0okoBannii URL, crienianbHo
chopmoBanniit HTTP naker 3 nmepeHanpaBieHHsIM Ha CTOPIHKY-3arIyIIKy MpOBaii-
Jiepa, HEMOB TaKy BIANOBIIb MPHUCIAB caM 3amnpolleHuil pecypc (mapoonserses [P
aapeca BignpaBHuka i TCP sequence). Uepes Te, mo DPI ¢di3udyHo po3ramoBanmii
O KYe 10 KOPUCTyBava, HIXK 3aMPOIIEHUN CalT, MiIpoOJIeHa BiIMOBIIb TOXOIUTh
JI0 TIPUCTPOIO KOPUCTYBaya MIBUALLIE, HI’K CIPABXKHS BIANOBIAb BiJ] CANTY.

[roni macuBHwmii Tunt DPI 3actocoByeTbest mnst miamiau Bignosiai DNS — cep-

BEpPA, 4 HE CaAMOT'0 CauTy.
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[Tinpo6neni nmaketu, copmoBani DPI, nerxko BusSiBUTH aHanmizaTopom Tpa-
¢iky, Hanpukian, WireShark. biokyBaHHS TakuX NMakeTiB T€XK HE IPEICTABIISE OCO-
OJIMBOI CKJIATHOCTI

ITix "3Bugaitnum" tumom DPI po3ymiersest Takuit DPI, sikuit pibTpye meB-
HUM TUM Tpadiky TUTBKY Ha HAMMOIIMPEHIIMX MOpTax AJis boro tuity. Hanpukian,
"3puuaiinuit" DPI BusiBise 1 61okye 3a0oponenniit HTTP Tpadik Tineku Ha mopTy
80, HTTPS tpadix na nopty 443. Lleit Tun DPI He BincTexyBaTrme 3a00poHEHUN
KOHTEHT, SKIIO B BiJIIpaBUTe 3anuT 13 3a01okoBanuM URL Ha He3abnokoBanuii [P
ab0 HecTaHIApTHUI MOPT.

Ha Binminy Bix "3BuyaitHoro" tumy DPI, uei tun DPI knacudikye tpadik
HesanexHo Bijg [P aapecu 1 mopty. Takum urHOM, 3a0710KOBaH1 CATH HE BiJIKpUBa-
TUMYTBCS, HAaBITh SIKITIO B BUKOPUCTOBYETE MIPOKCi-CEPBEP HA aOCOFOTHO IHIIIOMY
nopty 1 He3abokoBawiit [P anpeci.

OcHoBHa npobiiemMa ycix icHyrouux pimenb DPI monsirae B Tomy, mo ais
TOTO, 11100 OJJHO3HAYHO BU3HAUUTH MIPUHAIICKHICTH TOTO a00 1HIIIOTO MOTOKY JaHUX
JI0 OJTHOTO 3 MEPEKEBUX 3aCTOCYBaHb, MPUCTPIH, 1110 31HCHIOE aHa13 TpadiKy, MO-
BUHEH 00auyuTH 00MABa HanpsMu cecii. [Hmmmu cnoBamu, Tpadik, M0 BXOIUTS 1
BUXIJTHUHM, B MEXKaX OJTHOTO MOTIK MOBUHHI MPONTH Yepe3 OJIUH 1 TOH K€ MPUCTPIH.
Ao DPI po3ymie, 110 0auuTh TIIBKK OJAWH HAMPSIM Y paMKax cecii, BOHa HE Mae
MO>KJIMBOCTI CITIBBIIHECTH 1€ TOTIK 3 SIKOIO-HEOY1b B1JIOMOIO KaTeropi€ero Tpadiky
3 yciMa BUTIKAIOYUMU HaCHiIKaMu. Y 3B'S3Ky 3 IIUM, KOJIM MOBA 3aXO/IUTh MPO KOH-
TpoJib Tpadika BiJl KII€EHTA, BCTAE JAYXKE JOTIYHE MUTAHHS PO ACUMETPUYHMI Tpa-
bik, Skt 17151 O1IBII-MEHII BEJIMKUX OTEPATOPIB € HE €K30THKOIO, a MMOBCAKICHHI-
CTI0. P13H1 BEHJ0pY BUPILIYIOTH IO 33a/1a4y MO-Pi3HOMY:

CiSco 3a0BOJIBHIETLCS ITOJOBUHKOIO cecli 1 HaMararoTbCsl BU3HAYUTHU THUII
MEpEXKEBOTO 3aCTOCYBaHHS, BUKOPUCTOBYIOUHN JUIIe 111 gaHl. O4eBUIHO, IO TIPH
11 METOUIII CTPaXKJAa€ TOYHICTh JETEKTYBaHHS J0JIaTKiB, 0COOJUBO TUX, JJIS SIKUX
NOTPiOHO TOBEIIHKOBI MOJIeNi aHami3y. Takoxk B Takii peamizallii € psjg 0OMeKeHb,
10 HAKJIAJAI0ThCS HA MOKIIMBOCTI YNPABIiHHA TaKUM TpagiKoM, y KOKHOTO BEH-

JI0pa BOHU CBOI.
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Sandvine 1751 BupimeHHs TpoOJeMH aCUMETPUYHOTO TpadiKy BUKOPUCTOBYE
HACTYIIHY 171e10 — Bech Tpadik, 10 € ACUMETPUYHHIM, 32 IONIOMOTO0 1HKAMCYJISII1
B broadcast ¢petimu nepecunaetscs Ha yci mpuctpoi DPI, 1o 3HaxonaThes B €1u-
HOMY JOMEHIi. Y pe3yJbTari Ii€i MepecuIKi MPHUCTPOI, 10 0OPOOISIN 0 ITHOTO
JIUIIIE OJIUH HAMPsIM Y paMKax cecii, 3a(iKCyIOTh 1 JPYTyid, Ha M1JCTaBl YO0 MOYKHA
Oyzae 3A1MCHUTH MOBHUN KOMIUJIEKC 3aXOJiB MO aHali3y 1 YIpPaBIiHHIO TpagdiKoM.
Henomik i€l cxeMu 04eBUIHUM — MPU BEIMKUX 00'eMax aCUMETPUYHOTO Tpadiky
Ha Mepexi Mpea'sBIsIOThCA CEpHO3HI BUMOTH JI0 KaHAIIIB 3B'SI3KY, 10 CIOJIYyYal0Th
npuctpoi DPI Ha pi3Hux caiitax. B neskux Bumnaakax, KoJu WAEThCS PO aCUMETPIIO
MOPSJIKIB JIEKUIBKOX TiradiT (4u JECATKIB TiradiT) B CEKYHIY, Il METOAMKA HETIPH-
JIaTHA y 3B'A3KY 3 BUCOKMMH HAKJIaJHUMU BUTPATAMH HA OPraHi3aliio KaHaTy MIX
CalTaMH.

PosymHiie 3a ycix nocrynatoth Procera 1 Allot. Inest cxoxa Ha peasnizaiiito
Sandvine 3 Ti€ro BIAMIHHICTIO, IO MK CalTaMU MEPECUIIAETHCS HE ACUMETPUYHHIMA
Tpadik, a METa/aHi, 10 IBHO XapaKTEpU3YyIOTh HOro. ¥ 3arajJbHOMY BHUIIAJIKy MO-
’KHa BB@XXATH, 1110 11€ IPOTOKOJBHI 3ar0JOBKH, X0Ua HACIPaBl yce TPOXHU CKIaJl-
Hilme. 3a paxyHOK MoA10HO1 ONTHUMI3alli BUMOTH IO KaHAIIB 3B'A3Ky Habararo ry-
MaHHIIII, BITHOCHO peai3alii Sandvine Burpaii Mmoxe 0ytu 110 95%.

e oauH BaXJIMBHIA MOMEHT, SIKUHM € KPUTUYHUM JUIS ICSIKUX 3aMOBHUKIB, —
11e MEePIONYHICTh OHOBJIEHHS (hailyliB CUTHATYp, Ha MIACTABl SAKUX 3T1HCHIOETHCS
anam3 Tpadiky. Jleski BeHaopu poOsiTh OHOBJIEHHS pa3 Ha KBapTall, ekl — pa3
Ha TWXKIEHb. Y pa3i NOTpeOu KPUTHUYHE OHOBJIEHHA (II0 MICTUTh METOJIUKH BHSIB-
JICHHSI HOBOT BepCii) MOXKe BUITH paHillle KaJICHIapHOTO TepMiHy. SK mpaBuio, yci
BEHJIOPU aJICKBATHO BIJIHOCATHCS 10 Oa’kaHb 3aMOBHUKIB J0JIaTH SIKUMCh HOBUM
POTOKOJ B CIIMCOK MIATPMMYBAHHUX 1 BCUIAKO AonoMararoTh B iiboMy. He cekper,
10 Ha KO’KHOMY JIOKaJIbHOMY PUHKY ICHYIOTh CHEIU(IYHI 3aCTOCYBaHHS, PAKTHU-
YHO BiJICYTHI B IHILIMX KpaiHaX.

3 TOYKHM 30py €KCIUTyartallii, OonepaTop MOXke KOHTPOJIIOBATH MiJKIIOUEHUX
yepe3 DPI kananu Ha piBH1 qonatkiB. Panime 3aBnanns peanizamii QoS (Quality of

Service) BupilryBaJiMCs BHUKIIOYHO 3aco0aMu TOOYyJOBM uepr Ha MiJCTaBi
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MapKyBaHHS Tpadiky ciryx060Bumu 6iTamu B 3aronoBkax [P, 802.1q 1 MPLS, Bui-
JISII04YM Hao1b1 npiopuTeTHUH Tpadik (pizHoro poay VPN, IPTV, SIP 1 tak namni),
1 TapaHTYIO4YH HOMY TIEBHY MPOIYCKHY CIIPOMOXKHICTh y OYIb-SIKHiA MOMEHT Yacy.
Tpadix Tumy Best Effort, 1o sikoro BimHocutbes yBech [HTepHET Tpadik 1oMaiHix
abonenTiB (HSI — High Speed Internet), 3anumascs paktuyno 6€3 KOHTPOJIIO, 110
JaBaJi0 MOKJIMBICTH TOMY 3K Bittorrent 3a0upatu cob6i yCcio BUTbHY CMYTy, IO, Y
CBOIO Yepry, BeJo J0 Jerpajaiii Oy 1b-aKuX IHIIUX BeO-cepBiciB. 3 BUKOPUCTAHHSIM
DPI y onepatopa 3'sIBISIETHCS MOKIIUBICTH PO3MOIITUTH KaHAT MiXK PI3HUMH 3aCTO-
CYyBaHHSIMU.

3a nonomoroto DPI crieniciy 01 MOXKyTh BECTU CIIOCTEPEKEHHS 32 MEpeKe-
BOIO AKTUBHICTIO TOro abo 1HIIOTO KopucTyBaya. MoxkHa 3a0nokyBat VPN,
HTTPS 1 1111 TEXHOJIOT1, IO POOJISITH HEMOXKJIMBUM aHaJ13 KOHTEHTY. 3p03yMLJIO,
MO>KHA 3aKpHUBATH JOCTYIl KOPUCTYBAYiB JI0 CAlTIB, 10 YK€ aKTyaJIbHO Y 3B'A3KY

3 OCTAHHIMH MOAISIMU B 3aKOHOTBOPYIM ISITBHOCTI YKpaiHu.

2.2 Anaparsi 3acoou cucrem DPI

OcnoBuoto ¢yHkitiero cucteM DPI e dinbrpartis Tpadiky, 1 BUKOHYE ii Ipo-
IrpaMHUN KOMIUIEKC, IKUH YCTAaHOBJICHUN HA anapaTHy 1atgopMmy.

YacTto BUPOOHUK MOCTABIISIE TOTOBUH KOMIUIEKT CEpBEpa 3 YCTAaHOBJICHUM
[13. Ane Takuii cepBep 3HAYHOIO MipOIO BIAPI3HAETHCS Bl CTAHAAPTHUX PIIICHB JJIS
00pOoOKM TaHuX, Ha JOJATOK IO HHOTO MOKE TIOCTABIISTHCS CUCTeMa 30epiranHs Ja-
HUX JIJIs1 3/1IACHEHHS PYHKITIN KellyBaHHS KOHTEHTY a00 300py CTaTUCTHUKU yChOTO
TpadiKy Uil peasizailii BAMOT 3aKOHOJJaBCTBaA.

Cepgep mist DPI — e cnieriansHa mepekeBa miargopma. Bona Burmisigae sk
HTIB 3pOOJICHUI HA MEPEKEBY CKIIAJOBY, a HE Ha JKOPCTKI TUCKU 200 OomepaTUBHY

aM'siTh.
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Pucynok 2.1 — Burnsan 3Buuaiinoro cepsepy 1U

VY craHpgapTHIA KOMIUIEKTAllli, OKpIM MEpeKeBUX 1HTep(eHCiB A yrpas-
aiaHs npucyTHi 4 X 1 GbE RJ45 moptu 12 x 10 GbE SFP+, a Takox Bin 2 1o 4 NMC
modules with PClex8 gen.3, Ky MOXyTh OyTH BCTAaHOBJICHI MEPEIKEBI MOYII PO-

3MUpPEHHS (puUC. 2.2), KOXKEH 3 AKUX 30UIbLIY€E YUCIO MEPEKEBUX MOPTIB 10 8 X 1

GbE RJ45, 4 x 10 GbE SFP+ a6o 2 x 40 GE QSFP+.

Pucynox 2.2 — Burnsan mepexxeBuX MOJYJIIB PO3ITUPEHHS

Opna 3 000B'SI3KOBUX YMOB JJIs MEPEKEBUX KapT, BUKOPUCTOBYBAaHUX B CHC-
temi DPI (ipu ycranosiii DPI «B po3puB»), — HasiBHICTB pexkxumy Bypass.

Bypass cnionyuae mepesxkesi iHTepdeiicu Ha nepiomy piBHi OSI, 1ie o3Hayvae,
110 SIKILO Ha CepBEPI MPOIAIa€ KUBJICHHS, TO 3’ €IHAHHS M1 OPTaAMH MPOJIOBKYE
MPaIfOBaTH 1 IPOITycKaTh Yepe3 cede Tpadik 6e3 GyHkiii pinbTparttii 3a 10MOMOT00
YKUBIIEHHS B1J] OaTapei, mpy bOMY HIBUIKICTh IepeMuKaHHs Ha Bypass — menmie 60
MIKPOCEKYH]I.

Takox Takuii cepBep Mae MOIMIIEHY CUCTEMY MOHITOPUHTY CTaHy POOOTH

(Advanced Lights Out Management), 1mo a03BOJIS€ Bi3yaJlbHO Ha JHCILICT 1
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BUJIAJICHO KOHTPOJIIOBATH yCi mapameTpu cuctemu. BIOS MatepuHCchKOi T1aTh amna-
paTHO npoy06sIboBaHUM 1 Ma€ GyHKIIIO JUCTAHIIIMHOTO OHOBJICHHS. J[Ba OJIOKH KH-
BJICHHS PE3EPBYIOTH OJMH OJHOTO 1 MATPUMYIOTH rapsiay 3aMiHY.

JIJIsl yCTaHOBKH MPOTPAMHOTO KOMIUIEKCY JTOCUTH TapH >KOPCTKUX JIUCKIB B
RAIDI, a onun a6o a8a nporecopu Intel® Xeon® E5 — 2600 v4 cripaBisroThes 13
3aBJlaHHAM TTIMOOKOI (impTpanii Tpadiky 1 CHOXKUBaOTh Bcboro 145 W, exoHoM-
JISTYU €JISKTPOEHEPTiIo 1 He BUALISAIOUM 0araTo Teria.

Jlns opranizaiiii poOOTH 10 30epiraHHIO CTAaTUCTUKU Tpadiky abo Kelry-
BaHHIO KOHTEHTY (Bi/1€0, OHOBJIEHHS, (poTorpadii) no cuctemu DPI moxke migko-
JaTUCs 30BHIMIHA cucTema 30epirants. OCKUIBKY 00'eMU JaHUX, 110 30epIratoThes,
BUMIPIOIOTHCA JIECATKaMU TepabalT, a MBUIKICTh AOCTYIY /10 HUX HE Ipae Takol
ICTOTHOI poJIi, SIK py poOOTI 3 Oa3aMu JIaHUX, 3aCTOCOBYIOTh PILIEHHS, 3aCHOBAHE
Ha OHIN cucTeMi 30epiraHHs JaHUX 1 MIJKITI0YEHUX 10 Hel TMCKOBUX MaCHBIB.

l'omoBHMIT TipuCTpiit 3 JBOMa KOHTposiepamMu Ha 0a3l mporecopa Intel®
Xeon® E5 — 2600 V4 (Broadwell — EP) i aBoMa 010kaMu KUBICHHS JU1s 3a0e31e-
YeHHS B1IMOBOCTIHKOCTI, 110 24 x 2.5” HDD/SSD nuckiB i 2 BOyaoBanux 2.5" SATA
SSD mucka B RAIDI mns ycranoBku OC. Koxxen koHTponep ocHamryerses 2 X 10
GbE nopramu u1st miakir0deHHs 10 Mepexi 1 mopramu SFF 8644 mini — SAS s
MIKITIOUYCHHS PO3IITUPCHHS.

YrupaBmiaHs quckamu 3aiicHIoe open source OC SmartOS, BcTaHOBIIEHA Ha
KOXXHOTO 3 KOHTPOJIEPIB 1 HAJIAIITOBAaHA HAa poOOTy B KjacTepi. Bukopucrtanus cy-
yacHoi (aitnoBoi cucremu ZFS 1 rexnonorii RAID-Z 3a6e3nedye noBHHUI KOHTPOJIb
HaJ yciMa (DI3UYHUMH 1 JIOTIYHUMHU JUCKaMH, BUCOKY IIBUKICTB JIOCTYIy J0 HUX,
KOHTPOJIb 1X IUTICHOCTI 1 MiHIMI3aIlit0 (hparMeHTallli TaHHX.

Jls1 3011bIIeHHST 00'€My JaHUX, 110 30€pIraroThCs, 10 TOJIOBHOTO MIPUCTPOIO

iIKIIF09arThes 1oaatkoBi JBOD (puc 2.3).
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Pucynok 2.3 — Burnsag auckooro macusy JBOD

OnuH Takuii kiactep aojae cucteMi o 70 auckiB 3.5"/2.5" 12 Gb/s SAS
HDD a60 SSD, niakimo4aeTbes 10 KOKHOTO KOHTpoJsiepa Ha mBUAKOCTI 10 12 Gb/s
1 ynpasisierbess OC KOHTpoJepa.

BiaMOBOCTIHKICTh CUCTEMU 3a0€31eUy€ThCsS HAMIPHUM MIAKITIOYEHHSIM KO-

YKHOT'O MPUCTPOIO OJUH A0 0JHOTO (puc 2.4).

ObnagHaHHAa DPI

JHEHHHHHH H

R s D s

Mepexesuit KoMyTaTop I; SERESRE

HEHEH
I!HIII

LSI 12G SAS HBA 9300-8e

(4 for each Server)

Po3tumpeHHa JBOD,
Ha 70 auckis

Pucynok 2.4 — Cxema pe3epByBaHHs cuctemu DPI



25

Bupobnuku cucrtem riambokoro anamizy Tpadiky MpPOTOHYIOTH CBOi pede-
PEHCHI CXeMH MiAKIOYeHHs o0JlaHaHHs 1 Horo KoH(Irypariii, aje 3Ha4HO 3pyd-
HillIe, KOJH IIe PIIICHHS HE € 3aKPHUTOI0 MIaTPOPMOIO 3 JOPOTUMHU JOAATKOBUMHU
KOMIIOHEHTaMH, a TO0Y/TI0BaHO Ha CTaHAAPTHUX IUIaT(HOpMax 3 MOKIIMBICTIO JETKOT
MOJIEpHi3arlii 1 301JIbIICHHS PO IYKTUBHOCTI.

Huni Ha pUHKY MPHUCYTHI AEKUIbKA BEIMKUX BUPOOHUKIB, 1[0 MPOMOHYIOThH
crnietiannizoBane obnagHanHs 11t DPI (Allot, Procera, Sandvine). Jlo HUX Mo)kHa
JIOJaTH CBITOBUX JIJIEPIB B 00JaCTI MEPEKEBUX TEXHOJIOTIH, sIKI TAKOXK MalOTh pi-
meHHs 715 Tamookoro aHamizy Tpadiky (Cisco, Huawei). KoxxHa 3 nux xommaHii
BiKe OLbIIe 15 poKiB 3aiiMaeThCs PO3POOKOIO PIIIEHB JIJIsI KOHTPOJIIO 1 yIIPABIIHHAIM
Tpa(1KOM 3 THYYKHMM HAJIAIITYBAaHHSAM MPOLYKTUBHOCTI 1 OaraTuM (pyHKIIOHATIOM.
[InaTdopma ckitagaeTbCcs 3 NPOJAYKTUBHOIO OOJIaJHAHHA 1 JOOPE ONTUMI30BAHOTO
IPOrpPaMHOT0 3a0€3MEUEHHS.

Pimennst DPI xommnanii Allot nmpeacrasieni qsoMa miaaTGopMaMu, po3paxo-

BaHUMH Ha Pi3HI CErMEHTH PUHKY (puc. 2.5).

A Allot NetEnforcer : Allot Service Gateway
Speed .
ion : Ty |
60G Cost Effective W
10G Links Sl
1 GG q SSig
AC-6000
8G |
s AC-3000
AC-1400
400M
AC-500

Pucynox 2.5 — O6nagnanus ais cucrem DPI Big kommanii Allot
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Oo6mannanns cepii Allot NetEnforcer (puc 2.6) € amapatHUMH KOMILIEKCAMU
aHaJi3y MepexeBoro Tpadiky 1 yIpaBIiHHSI HUM JUIS OKPEMHUX 3aCTOCYBaHb 1 abo-
HEHTIB. J[03BOJISAIOTH ONTUMI3YBAaTH MOCIYTY HaJaHHs IUPOKOCMYTOBOTO JOCTYITY
B [HTepHeT KOpropaTHBHUM KOPHCTYBadyaM 1 iHTepHET-poBaiinepam. O0naaHaHHs
BIJIMIHHO CIIPaBJISIE€ThCS 3 BU3HA4YCHHSAM TUny Tpadiky (p2p, video, skype) i1 fioro
po3noaiioM. Y JiHiNII npeacTaBieHe 00JaHaHHA P13HOI MPOAYKTUBHOCTI, ajie Ma€e

OJIHAKOBY (DYHKITIOHATBHICTD.

Allot NetEnforcer AC-500 AC-1400 / AC-3000 AC-6000
Cmyra nponyckaHHs From 20 to 400 Mbps From 100 Mbps to 8 Gbps From 2 Gbps to 16 Gbps

KinbKicTe MepexeBux nopTis

Makc. YMCno NOTOKIB | NIAKNYeHb

KineKicTe a6oHeHTIB

IHTerpoBaHi 3aco6u Gesneku VAS

2 or 4 x 10/100/1000BASE-T 8 x 10/100/1GE SX/LX/ ZX

Copper
2M / 4M
160,000

200,000 / 400,000
32,000

8 x 1GE SX/LX/ ZX, Copper and
8 x 10GE/1GE SR, LR, ER

5M /10M
400,000

URL - (pinbTpauis, 6aTbKiBCbKMiA KOHTPOTb,

URL - hinbTpayyia 3axucT BiA Wwiinnusoro M3 i DDoS, aHTM-60T cepsic

ByAb-AKUiA MOPT MOXE
BMKOPUCTOBYBAaTUCA ANA
pe3epByBaHHA YW NEpeHanpasneHHs

MepeHanpaeneHHA Tpadika 4 noptv 10/100/1GE ans nepeHanpasneHHs Tpadika Ha BHyTPiluHi cepsick

Pucynok 2.6 — O6nannanns g cuctem DPI cepii Allot NetEnforcer

Allot Service Gateway (puc. 2.7) — MOyJibHE MacIITa0OBaHE PIILICHHS MJIs
omepaTopiB 3B'SI3KY, MpU3HAYEHE SIS (PIKCOBAHMX, MOOITBLHUX 1 3MIMIAHUX MEPExK
IIMPOKOCMYTOBOTO JOCTYIY, & TAKOX JIJIsl IEHTPiB 00poOku nanux. [mo3 no3Bo-
asie 1eHTU(1KyBaTH Tpadik Ha MBUAKOCTIX 10 160 I'61T/c (MacmTaOyeThCs B Kila-
crep a0 1 TOiT/c), mpoBOAMTH HOro aHaji3 1 Bi3yali3alliio, 3aCTOCOBYBAaTH 3aJlaHi
MOJIITUKY JIJIs1 OTITUMI3allii CMyTH MPOMYCKaHHS 1 MOJITIIICHHS SIKOCTI HaIaHHS cep-

BiCy a0OOHEHTaM. XapaKTepUCTUKH JJAHOTO PIllIEHHs HaBeAeH1 y Tabmuui 2.1.
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Pucynok 2.7 — O6nagnanus g cuctem DPI cepii Allot Service Gateway

Tabmuusg 2.1 — IlopiBHSIHHS XapaKTepUCTUK 00IaIHaHHS

Allot Service Gateway Sigma E6 Sigma E14
[Maci 6 CIJIOTIB 14 cnoTiB
Cwmyra nponyckaHHs Ha

1o 64 1'6it/c 1o 160 I'6it/c
maThopmy
Cwmyra nponyckaHHs Ha .

1o 360 I'6it/c no 1 Toit/c

KJactep

KinbkicTe MepexeBux mop-

1o 8 moptiB 10GE

1o 16 mopriB 10GE

TIB a6o 32 o 1GE a6o 32 o 1GE
KinbkicTs a00OHEHTIB o 3 200 000 50M/100M
Makxc. yucJo 3’ €IHaHb 1 I10-

20/40 M 50/100 M

TOKIB

[lepenanpasneHHs Tpadika

[lepenanpasienHs Tpadika B cepBicH, K1 NPALIOIOTh

Ha OJISUI-MOYIsIX B IIaT(HOpMI 3 ATPUMKOIO «Tapsi-

4oi» 3aMiHH, B peaJbHOMY 4Yaci ab0 po3ropTaHHs Ha

30BHIIIHIX CUCTEMAX
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Allot Service Gateway

Sigma E6

Sigma E14

30ip maHuX

30ip 1 eKCIIOPT TaHUX, CECiil 1 3BITIB BUKOPUCTAHHS Me-

PEeX1 B CUCTEMH aHaJII3y 1 OULIIHTY

JleTeKkTyBaHHS CIIJTLHOTO
JTOCTYIy 710 MOOUIBHOTO IH-

TEpPHETY

BusiBnenns TCTCPUHIA 1 3aCTOCYBAHHA TTOJIITHK o1cpa-

TOpa MO BiTHOIIEHHIO TETEPUHTA B PEAIbHOMY Yaci

[Tnardopma piBHS omnepa-

Topa

[Haci 1 6neiia-monyni ATCA; BuCOKa TOCTYIHICTb 3a

PaxXyYHOK aBTOMATHYHOI'O aBapiﬁHoro ICPCKIITOUYCHH

pe3epByBaHHsI OJICH1-MOTYJTiB

3axucT 1HBECTHUILIIHI

MonepHizalisi 3 MOXKIJIUBICTIO BUKOPUCTAHHS 1CHYIOUNX

miaci 1 o1eia-MonyIiB

Kommaniss Procera poOMTh akUIEHT Ha CBOIMl mporpaMHid miaaTdopmi

PacketLogic, sipom sikoi € DRDL (Datastream Recognition Definition Language),

10 PO3POOIISETHCS 1HKEHEPAMH KOMIaH1i yIpoAOBXK 15 poKiB.

Momnoama mnatdopma PacketLogic 1600 BUKOPHUCTOBY€ETBCS ISl CEPBEPIB

CTaTUCTHKH 1 TpeHIIB (arperaiisi 1aHux). BoHa ckiaiaeTbes 3 IBOX KOMIIOHEHTIB:

BYy3JIa YNpaBIiHHSA 1 By3a 30epiranss. Jlo 0JIHOro By3Jia yIpaBJliHHS MOKHA TT1JIK-

JIOYUTH 10 4 By37iB 30epiranus, 0 J03BOJISE MAacIITA0yBaTH CUCTEMY TIij] 00'eMu

CTaTUCTUYHOI 1H(pOopMalii, 1o 30epiraeTbes Ta 301IbIIYIOTHCS.

Kommanist Mae 5 ocHOBHUX (PI3UYHUX pillieHb (puUc. 2.8) pi3HUX KOHDIrypariii

1 HoBuHKY PacketLogic/V Platform — BipTyansHa minatdopma, sika 103BOJISIE PO3TO-

pHyTH Bech pyHkuioHan PacketLogic Ha Oyab-sikoMy CyMiCHOMY OOJlaHaHHI.
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PacketLogic

PacketLogic/ |PacketLogic 7000 PacketLogic PacketLogic 35000 PacketLogic
V Platform Platform 8000 Platforms | 9000 Platform 20000 Platform
Platform
Po3awmip - 1U 2U 2U 4u 14U
y : . 8iA 32 no 70 y : :
Cmyra nponyckaHHA  |no 155 6it/c | sinl o 5 Git/c r6it/c 120 réit/c [0 600 Iéit/c no 600 Ieir/c
3 . . 36x10GE i
KinbKicTb MepeKeBnX ane)KMTb“BIA Bin 16 go 24xGE 24xGE 24x10GE AxA0GE
noprie ;;2?;;’;’:‘” B8in 2 go 11xGE abo abo abo 6o
8in8 no 12x10GE 16x10GE 3x100GE
8x10GE
1 i Big 400 TMC.
MaKCMMaana HEHICTE - i Big 15 Ao 20 mnH. 30 mnH. 240 mnH. 240 mnH.
niaKnYeHb [0 2 MNH.
Kinbkictb aboHeHTIB - 8in 20 go 100 Tuc. | Big 2 go 3 maH. 3 MAH. 10 maH. 10 mnH.

Pucynok 2.8 — Anapatni matgopmu DPI PacketLogic komnanii Procera

Ha Bcix mnatgopmax BUKOPUCTOBYETHCS OJHAKOBE IporpaMHe 3alesre-
YEHHS, 110 JO3BOJISIE BAKOPUCTOBYBATH B OAHIN MEPEXKI JIEKIIbKa IPUCTPOIB PI3HOI
IPOAYKTUBHOCTI B IEBHUX CETMEHTaX. Y Cl MPUCTPOiI NIATPUMYIOTh POOOTY 3 acu-
MeTpuaHuM Tpadikom 3aBnaku ¢yHkuii Flow Sync 1 pexxum Bypass.

Kommanis Sandvine Mae CKpOMHIIIMI aCOPTUMEHT CUCTEM ISl TITUOOKOI (Pi-
apTparii Tpadiky (DPI) — e 3 mpuctpoi Policy Traffic Switch pizHoi nmpoaykTuB-
HOCTI 1 BipTyasibHa miaTgopma PTS Virtual Series, no6ynosana Ha Sandvine Policy
Engine.

Bipryansna miiardopma PTS Virtual Series mae Ti 5 QyHKIIii, 1110 1 anapaTHe
pimenHs PTS, ane Bigpi3HsA€eTbCA OUTBIION THYUYKICTIO 32 PaXyHOK TOTO, IO MOXKE
OyTH BCTaHOBJICHA HA Oy/Ib-AKE amapaTHe PIIICHHS 1 CTIOKUBATH TY KUIBKICTh pecy-
pciB, fKa NOTPiIOHA MPHU MOTOYHOMY HaBaHTakeHH1 (puc. 2.9). Takox BOHA JETKO
IHTErPyETHCS 3 BIPTYAIBbHOIO 1H(PPACTPYKTYPOIO ONEpaTopa, y TOMY YUCII 3 BIpTya-
JBHOK MEPEKEIO.

OcHoBHMMHU TIepeBaramu anapartHoi miargopmu PTS e:

~  @OyHKIIS po3NOJUTY HaBaHTAKEHHS HA arapaTHOMY PiBHI — MPOTYKTHB-
HicTh PTS He 3MeHIyeThCs TPy BKIIFOUEHHI IOAATKOBUX MOPTIB, OCKIIILKA

MOYJIb MacIlITa0yBaHHSI JIIHIMHUH.
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~  VYnpapninHs 1 00poOKka naHuX rapantyioTh 3axuct PTS Big mepexeBux
atak (DDoS, ¢iyn) 1 He 3HUKYIOTH 11 IPOAYKTUBHOCTI.

— IIporpamuuii bypass He HaBaHTaXy€e JOJIATKOBO MPOIECOp MPH 0OpoOITi

nyOmpoBaHOTO TpadikKy.

['Hyuka KOH(}ITrypallisi MOJIYJIB — T0JATKOB1 MOJYJII MOXKYTh OyTH BHKO-

pUCTaHi 7151 301IBIIICHHS YMCIIa TTOPTiB a00 3abe3nedeHHs bypass.

Metric PTS 22000 PTS 24000 PTS 32000

Posmip 2RU 4RU 2RU

CMyra nponycKkaHHA 40 Gbps 160 Gbps 400 Gbps
Cmyra nponyckaHHsa B knactepi| 280 Gbps 720 Gbps 8 Tbps
Yucno aboHeHTiB M 5M 30M
KinbKicTb NigknioyeHb 16 M 2M 90 M

100GE noptun N/A N/A 2
40GE NOpTH N/A N/A 2
10GE nopTn 11 4 16

Pucynox 2.9 — Anaparui mnatdopmu DPI komnanii Sandvine

[Tpuctpoi MOXKyTh 00'€THYBAaTHUCS B KJIACTEPH JJIsl 301IbIIICHHS YKCIIa TTOPTIB
1 IPOAYKTUBHOCTI.

VY kommnanii Cisco 3a ¢ynkuii DPI BignmoBimae cepist mpucTpoiB Service
Control Engine (SCE), xapakTepucTuku sikux npuBefeHi Ha pucyHky 2.10. Bonu
BIIHOCSITHCS /IO ONEPATOPCHKOTO KJIacy, MOXKYTh aHaJli3yBaTu Tpadik, po3mizHaBaTH
JOJIaTKU 1 JUHAMIYHO 3acTocoByBaTH 3ajaHi noiituku. Kommiekc SCE o6'ennye
anapatHy miatdopMmy 1 J0IaTKOBI mporpamHi makeTu Subscriber Manager (SM),
Collection Manager (CM) 1 SCA BB Console a4 HanamtyBaHHs, yIpaBiIiHHS 1 MO-

HITOPUHTY.



31

KATETOPIS SCE1000 SCE2000 SCES8000
2-10G
IHTepdpeiicu 2-GBE s 4-10G
(Fiber SX/LX) (Fiber SX/LX) (Fiber SX/LX/ZX)
Ul 2 x 10/100/1000 Eth 2 x 10/100/1000 Eth 2 x 10/100/1000 Eth
ynpasniHHSA
Makc. KinbKicTb 16M
OfHOHAaNpaBneHnxX 2M 2M (3i 3GinNbLUeHHAM Jo
NoTOKIB 32M)
Makc. KinbKicTb
sBoHerTE 40,000 200,000 1,000,000
[0 Mepexi Inline Inline Inline
Clustering Clustering

Pucynok 2.10 — Anapathi iiargopmu DPI kommanii Cisco

Monoama miniika cuctem DPI SCE1000 1 SCE2000 nepenecena B EOL, ix
OlbIIIE HE BUITYCKAIOTh 1 HE MpoaatoTh. CTapiia BCe e aKTUBHO MPOJIAE€THCS, ajle
y 3B's13Ky 3 HOBOIO ctparerieto Cisco npo nepenecenns ¢pynkuiin DPI va npuctpoi
ASR cKOpO 3HUKHE 1 BOHA.

Cisco ASR1000 3 miarpumkoro ¢yskiii Application Visibility and Control
(AVC) no3zossie ASR1000 36upatu CTaTUCTUKY MEPEReBOro Tpadiky, poOUTH po-
30utTs o Aonarkax i1 abonentax (NBAR2) 1 BuBanTaxyBatu ii B Net Flow konek-
topu (FNF+), nanpuknazn B Cisco Insight Report. Takuii miaxia m03Bosie MoeaHy-
BaTHU Ha OJJHOMY MPHUCTPOi MAKCUMAaJIbHY KUIBKICTh (PYHKIIN 1 MacmTadyBaTu Me-
pPeXy y paMKax OIHIET JIIHIMKKA TPOYKTIB.

Kowmmanis Huawei octanHIME poKaMy aKTUBHO 301JIBIITY€ CBOIO JIOJIO Ha Me-
pexeBoMy pUHKY. Y Hampsimi aHanizy Tpadiky Huawei npencrasisie miaatdopmy
SIG9800-X — cepBicHMII IITIO3 OMEPATOPCHKOTO Kilacy, NOOYI0OBaHUI Ha MPOTyK-
TUBHIH M1aTGOpMI MapIIpyTU3aIlii, IKa TO3BOJISIE BAKOHYBATH MMOBHUM TIEPEITIK (Py-

vkt DPI: anamiz 1 ynpaBniHHA TpadikoMm, Bi3yami3alis CTaTUCTHUKUA IO
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BUKOPHCTAHHIO CMYTH IIPOIYCKaHHS T0AaTKaMH 1 KopucTyBauaMu, QoS 13aXuCT Bif

MepexeBux arak (puc. 2.11).

XapakTtepucTukm
SIG9800-X16

SIG9800-X8
SIG9800-X3

Mogenb m

CepsicHiI (SPU/LPU) . :
pc i 3 cromu 8 cromie 16 cromie

| 1*10GE LAN/WAN kapta

1*10G POS kapra

12*GE (Optical) kapta

12*10M/100M/1000M(RJ-45 electrical) kapTa
| 2°10GE LAN/WAN kapra N

20*GE (Optical) kapra

IHTepdencu (LPUK)

IuTepdpericu (LPUN)

Cmyra nponyckaHHa | 20 Gtk 60 IGitic 120 T6ilc
z £ S6M
KinbkicTs nigknioyeHs 16M 48M
inbKi ' ‘ Ca8m
|qanICTb HOBMX OB i
 MIAKNIOYeHb B CEKYHAY |
3atpumka <200us

Pucynox 2.11 — Anapatni muiargpopmu DPI kommanii Huawei

BupoOnuxk 3asBnse, mo SIG9800 31aTHa ineHTHdIKYBaTH O11bIIe 850 TTPOTO-
KoJiiB B 20 KaTeropisx Jyisi OUIbIT HIXK THCSY1 JOJIaTKIB.

3 npuctpoiB Monoamoi cepii MoxkHa BuaumTH Cisco SCE1000 1 Huawel
SIG9800-X3 sixk 3ananTo mopori As 1poro cermeHty. Bapricte Huawei nmosicHto-
€ThCA MOT0 BHCOKOIO MPOAYKTHUBHICTIO, 11O MEPEBUIINYE BCl iHIN TuiaTdhopmu, a
Cisco KOPUCTYETHCS CBOIM 1M'SIM 1 TOCBIZIOM Ha PUHKY MEPEKEBUX MPUCTPOIB.

SIK1110 MOPIBHIOBATH MPUCTPOT CEPEAHHOTO CETMEHTY, BUIHO MPAKTHYHO I10-

BHUI MAPUTET MO MPOJAYKTUBHOCTI 1 TEXHIYHOMY OCHAILIEHHIO.
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2.3 Bapiantu Bukopucranusa DPI

OcHOBHI cIieHapii, SKi peali3ylIoThCs Ha TIPAKTHUII 32 TOTIOMOTOI0 TEXHOJIOT 11

DPI:

Amnaui3 1 kinacudikariis Tpadiky, MOHITOPUHT 1 TPEH/IH.
[IpiopuTesairist Tpadiky.

OnruMmizaris aruiHKIB.

Po3nonin kanaimy mixk aOOHEHTaMH.

KemryBanns.

[ToBeninkoBa O1liHKAa AOOHEHTIB.

IToBimoMIIeHHST aOOHEHTAM.

3abopona pecypciB (0111l 1 HOPHUMN CITUCKH).

3axucT, nepexoruieHHs Tpadiky, npeapiabTp.

3aBOaHHS CUCTEMHM TJIMOOKOTO aHali3y TpadiKy — BUKOPUCTOBYIOUM HAOOPH
CUTHATYD 1 MIOBEIIHKOB1 METOJIU, TPOBOJUTH KJacu(DiKaIlilo 1 CTBOPIOBATH B peajib-
HOMY 4acl 3BITH MPO CIOKUBaHHS TpadiKy 107aTKOM a00 aOOHEHTOM.

OTpumaHHsl cymMapHOi iHpopMallii 3a Ki1acamu Tpadiky KOXKHOro abOHEHTa
no3BoJisie okpeMo tapudikyBatu SIP, Skype, Viber, BitTorrent. Takox MoxHa 3a-
3/aJIeT1Ib BUSIBUTH JI0JJaTOK a00 KOpPUCTyBaua 3 HAWO1JIbIIMM HaBaHTAXXEHHSM Ha
CMYTY TIPOITyCKaHHsI, MpOaHaIi3yBaTH TPEHIU 1 3aXUCTUTH MEPEKY BiJ] IEpeBaHTa-
JKEHHSI, 0OOMEXKHBIITN IIBUJIKICTb.

[Ipiopuresariis Tpadiky — He3aMiHHA (PYHKI[IS yIIpaBIiHHA TpapikoM AJid Om-
TUMI3aIlli MPIOPUTETY MIXK MPOTOKOIAMH 1 3a0€3MEeUEeHHs] BUCOKOT IMIBUIKOCTI PO-
0otu aboHeHTa B [HTEpHETI.

HalinonyngpHIlmuM NMpUKIaI0M HEOOXITHOCTI PO3MOALTY MPIOPUTETIB Tpa-
biky € p2p npotokoi (Torrent). Bupimenns 11iei mpodiemu mpocte: poOUTHCS Mpio-
puTeT Tpadiky p2p HUXKYE 3a THIINX, 1 0OMEXKYETHCSA CMyTa MPOMyCKaHHs, 1HIII 3a-

CTOCYBaHHS MOYMHAIOTH MPAIIOBATH CTAOUIBHO, SIK MOTP1OHO.
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Cuctema DPI no3Bossie 3MiHIOBaTH TI0JIE TIPIOPUTETY B TTAKETAX, IO MPOXO-
JISITh Yepe3 Hel, 3aJIeKHO BiJl IETEKTOBAHOTO MPOTOKOJTY, 1110 JO3BOJISIE MaPIIPYTH-
3aTopaM 1 mednepaM BUKOPHUCTOBYBATH ILIO PO3MITKY ISl 3a0€3MeUeHHs MOTpio-
HOro piBHA QOS.

AIUTIHK — 1€ KaHaJ, SKUW CKJIajae OCHOBHY YacTHHY TpadiKy omepaTopa i €
OOMEKEeHHSIM JIJIsl HaJlaHHs aOOHEHTOB1 BUIIMX MIBUAKOCTEH. 3a0€3MEeUnTH BUCOKY
SKICTh MOCITYT MOKHA JIBOMA IIJISXaMU: 30UIbIIEHHSIM IIUPUHU KaHaTy abo ONTH-
Mizaliero Tpadiky.

3pocTanHs Tpadiky 3a3BUUail BiJOyBaIOTHCS B TIEBHI TOAMHM 1 JTHI THXHS (Be-
qip, BUX1JHI, He OUIbIIE AEKIJTLKOX TOJIUH), TaK 110 30UIbIIYBAaTH MIUPUHY KaHATY
JUTSl TAKAX KOPOTKOYACHHUX MOMEHTIB (PiHAHCOBO HenoUIbHO. [IpoTe, Ko He po-
OUTH HIAKUX ii1, aOOHEHTH CTUKATUMYThCS 3 MOBIILHUM 3aBAHTAXKCHHSIM.

Baxxnusoto ocobmuBicTio DPI cuctemu € Te, 1o npaBuiia noBeiHKH Tpadiky
MOJKHA 3a/1aTH HE JIUIIe JJIs 0JaTKa, aje 1 sl KOHKPETHOTO KOpUCTyBaua (per —
subscriber).

Tapudnuit mian aboHeHTa Moxe 00MEXKyBaTU MOTO 3arajibHy CMYTY IMPOITY-
CKaHHsI, 33J1aBaTH IPIOPUTETH 3a Kiacamu Tpadiky s miaBuieHHs QoS (oomexy-
BatH Torrent a00, HaBIaKH, JaBaTH O1IbIIIE TBUIKOCTI HA BiJICO), IPU3HAYATH €UHI
IpaBwJia JJIs KOPIOpaTUBHUX aOOHEHTIB, IO MalOTh 3aranbHy rpymy [P agpec.

KopuctyBaui MoxxyTh OyTH pO31UJIeHI Ha Ipymu (30J10Ta, CpiOHA, OPOH30BA)
M0 KUTBKOCTI CIOXUBAHOTO Tpadiky. JJig KOXKHOI Tpynu 3a0a€ThCsl Ta MIBUAKICTS,
sKa 3a/JI0BOJIbHSIE KOPUCTYBaYiB. SIKIIO KOPUCTYyBad MOYMHAE CIOKUBATH OlNbIle
TpadiKy, BiH IEPEHOCUTHCS y 1HIITY Tpymy. OnepaTop eKOHOMUTH PECYPCH, a KOPHU-
CTyBaul 3a/I0BOJICHI IBUKICTIO, 10 HAJIA€ThCS.

[HTEpHET — 11e Oe3MexHe cxoBHUIle 1H(OpMaIIii, 1 KOKEH KOPUCTYBad 3HAXO-
JTUTH TYT T€, 110 oMy LiKaBe. AJle iICHye HaiOuIbII momyssipHa iH(opMalis, Ky
BUKAYyIOTh OUTBIIICTh KOpUCTyBayiB. Lle MOXyTh OyTH Bineopoiauku, GuIbMU, OHO-
BJICHHS TTPOTPaM 1 onepariiiuux cuctem, Gororpadii 1 KapTHHKH.

Kemi-cepsep no3Bossie BukauaHuil 3 [HTepHETY KOpUCTyBadeM IOINYJIAPHUN

KOHTEHT MOIIMPIOBATH IHIIMM KOPUCTyBayaM BKE€ JIOKAJbHO, 3 BHYTPILUIHHOTO
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CXOBHIIIA. Majo TOro 1o onepaTop eKOHOMUTh HA IHTEpHET-TpadiKy, TaK 1 MIBUI-
KICTh JOCTYIY JO KEPOBAHOTO KOHTEHTY JOPIBHIOE IIBUJIKOCTI JIOKAJIbHOT MEPEXKI,
a He MIBUAKOCTI JJOCTYIMY A0 Mepexi [HTepHeT.

Koxen xopuctyBau mepexi yHikaapHui. Cuctema DPI moxe 316patu pizHy
iH(opMallito, He MOPYITYIOYH 0COOMCTUX ITpaB aOOHEHTA, 1 MOKAa3aTH il B HAOUHOMY
BUJII OTIEPaTOPOBI.

BukopucroByBatu oTpumany iHGOpMaIliio MOXHa pi3HUMH CITIOCOOaMu, B TIe-
pIIy Yepry Jjisi MOJIMIIEHHS SKOCTI MOCYT, 1110 HAJAat0ThCA.

SIK1II0 3HATH KOHTEHT, IKOMY BIIJIA€THCS IIepeBara KOpUCTyBaueM, MOKHA Ha-
JAIITYBAaTU BIAMOBIIHUN MpiopUTeT Tpadiky. 3ajexHO BiA TOTO, B KM yac abo-
HEHT KOPUCTYEThCS [HTEpHETOM, MOKHA 301IBIITUTH 200 3MEHIIIUTH CMYTY TIPOITYC-
KaHHS JJIS 1HIIUX.

[ToBimomiieHHs: abOHEHTaM — 11e (DYHKIIIs, SIKa TI03BOJISIE€ ONEPaTOPOB1 OMOBI-
maTy aboHeHTa i yac podotu B InTepHeri. KopuctyBau BBOIUTE aapecy cauTy,
KWW XO04e BIJBIJIaTH, a 0a4unuTh B Opay3epi MOBIIOMIICHHS BijJ omepaTopa, 110 3Mi-
HIOETHCS Uepe3 JEKUTbKa CEKYH]I CTOPIHKOIO, SIKY TIJIaHYBaB BiJ[B1/IaTH.

[ToBimOMIIEHHSI MO€ MICTUTH SIK 1H(OpMaIlito Bij orneparopa (3MiHa B Ta-
pudi, permameHTHI a00 TeXHIYHI poOOTH, CHeIiaNibHI MPOMO3UIlii), TaK 1 €KCTPEH1
MOB1JIOMJICHHS BiJ] I€P>KaBHUX CTPYKTYP.

Takuii croci0 CHOBIMICHHS OXOIUTIOE JIyKE IUPOKY ayJIUTOPII0, OCKUIBKU
maibxke 60 % mronelt npuHaiiMHI pa3 Ha JeHb BUXOSTh B Mepexy [HTepHeT, a TakokK
3HMIKYE BUTPATH HA 1HIII criocoOu cnoBitieHHs (SMS, Tene@oHHMiA 13BIHOK).

Bcim oneparopam 3B'sa3ky Ha Teputopii Ykpainu 3 2017 poky HEOOX11HO BU-
KOHYBaTW BUMOTHM CaHKLIN 1 OJOKyBaTH 3a00poHeH1 BeO-pecypcu. 100 BUKOHY-
BaTH 11l BUMOTH, ONIEpaTOp MOBUHEH MOCTIMHO MEPEBIPATH aKTyallbHI 3allUCH B pe-
ectpi 1 pinbTpyBaTH Tpadik 3a00POHEHUX CAMTIB.

Oinbrpanis no [P-agpecax — He epexkTUBHMI CIIOCIO, OCKIIBKY BUMAarae Ha-
BAaHTA)KEHHS HA TIEPCOHAN 13-3a PYYHHUX OTMEpalliid 1 JOIMyCKa€e BEIMKE YUCIIO TIOMHU-
JIOK Y 3B'SI3KY 31 3MIHOIO JJIOMEHHOTO iIMEH1 3a00pOHEHOT0 caifTy abo ioro IP. Buko-

puctanHs DPI-texnomnorii 3 ¢inprpamiero mo URL B aBTOMatMuHOMY pexuUMi
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(3aBaHTa)XEHHA CIHCKIB) Jla€ HaWKpaIIuii pe3yapTaT, OCKUIBKH BOHA po30Hpae yci
MaKeTH, 10 MPOXOAATh Yepe3 Hel, 1 BU3HAYA€ iX MPUHAJIEKHICTD 1 3ar0JIOBKH JI0 3a-
OOpPOHEHHX PECYPCIB.

[Ipu HeraTuBHOMY OanaHCi paxyHKYy aOOHEHTa HOro MOXKHa MepeajipecyBaTu
B 0COOMCTHI KaOIHET JIs OILJIATH, HaJIaBIIIH JOCTYI O CTOPIHOK IJIATI)KHUX CUCTEM
1 0OOMEXHUBILIH JI0 YCIX IHIINX CaTiB. Takox B OUTMI CIIUCOK MOXYTh BXOJIUTH BHY-
TPIITHI MEPEKEB1 PECYPCH 1 1HIII, Ha K1 ONepaTop HaJa€e TOCTYIL.

Ockinbku DPI mpomyckae yepes cede 1 huibTpye Bech Tpadik, 3aXucT aboHe-
HTIB 1 OOUMCITIOBAIBHUX CHCTEM B XMapi CTa€ Juisl Hel OJHIET 3 Oe3mocepeHix 3a-
BJlaHb. OCHOBHUMH HaIpsIMAMU 3aXUCTY €:

—  Cnam-060Tu (BUABIISIIOTBCSI HAa OCHOBI aHamzy SMTP tpadiky).

—  DoS 1 DDoS-araku (BUSIBISIFOTBCA 110 aHOMATISX Tpadiky).

—  3apakeHHs Bipycamu (BUSBIISETHCS 32 CUTHATYPaAMU).

3axucT BiJ CIIaMy peajli3y€eTbCs LUISIXOM OJIOKYBAaHHS BIAIpPABHUKA, KOJH 3
OJIHIET aJipecy reHepy€eThCs HaaMIpHO Benuke uynciao SMTP -3anuTis.

Cuctema DPI no3Bossie 3axuctutucs Big TCP SYN Flood 1 Fragmented UDP
Flood.

Ataka SYN flood BuKIHMKae MiABHUINEHY BUTPATY PECYpPCIB CUCTEMH, OCKi-
JbKH Ha KOxkHUN SYN-MakeT, 10 BXOJAUTh, CUCTEMa TOBUHHA 3apE3€pPBYBATH NIEBHI
pecypcu B mam'siti abo 3reHepyBaTH BEIUKY KITBKICTh MAKETIB B CEKYH/LY, IO MPH-
3BOJUTH 10 11 BIZIMOBH.

DPI BusiBisie nepeBuilieHHs nopory SYN-3anuTiB, Ta 3aMiCTh CAWTy BIIIOBI-
Jla€ Ha HUX.

Fragmented UDP Flood araka 3aiiicHio€ThCsl (pparMeHTOBaHUMU udp-Tiake-
TaMU, 3a3BUYail HEBEJIMKOTO PO3MIpY, Ha OOPOOKY 1 aHai3 IKUX BUTpadaeThcs 0a-
raTo pecypcis.

DPI Binkugae HeakTyaabH1 JJIsI CAUTY MTPOTOKOJIU a00 0OMEXKYE 1X MO CMYy31
MPOITYCKaHHS (7151 BeO-caTy 3anmmatoTbes TUtbku npotokonn HTTP 1 HTTPS).

[Tpu 3axucTi Big DDoS-aTak yacTo 3aCTOCOBYIOTHCS Pi3HI MMOBEAIHKOBI CTpa-

terii (behavioral DDoS protection), siki 103BOJISIIOTh BU3HAUYUTH BIIXWJICHHS B
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HOpMaJIbHIN MOBEeAIHII. AJie 32 JOMOMOTOI0 CUCTEMH IITHOOKOT0 aHamizy Tpadiky
MO>HA BUKOPHUCTOBYBATH MPOCTIIIHNHI 1 €PEKTUBHIIINUM MIX1] — BUKOPUCTAHHS Te-
cty Trwopinra (cropinku 3 CAPTCHA Bin anrn. Completely Automated Public
Turing test to tell Computers and Humans Apart), sikuii 103BOJIsIE BUBHAYUTH, JIFO-
JTuHa 200 KOMIT'IOTEp 3/11MCHIOE 3aIUT J0 PECYPCY.

SIKIIO KIJBKICTh 3aMUTIB 10 CAlTy MEPEBUILYE MOPOTOBE 3HAUCHHS, KOPUCTY-
BayeBl MPOTIOHYETHCS BBECTH CJIOBO 3 KAPTUHKH. SIKIIIO TECT NpONICHUHN, KOPUCTY-
Bay 3aHOCUTHCS B OUTUI CIIMCOK 1 MOKE JIaill MPalOBaTH 3 CAUTOM. SIKIIIO TECT Mpo-
BaJICHH, TO 60T HE MOXE MPOCYHYTHCS Jali 1 3p0OOUTH aTaKy Ha CailT.

e onHiero nonatkoBoro pyHkuiero DPI Mmoxe cTtatu nonoMora cucremi Te-
XHIYHUX 3aco01B jy1s1 Kibepmomiiii. MOXIUBICTh MPOBOJUTH 3aUC MEPEKEBOTO
TpadiKy B pealbHOMY 4aci MOKE€ BUKOPHCTOBYBATUCS /I MOHITOPUHTY Tpadiky B
IUJISAX T1arHOCTUKY 1 aHam3y 3arpo3 Oe3neku. [lepexoruieHuit 3a JOMOMOI0r0 TIEB-
HUX MPOTOKOJIIB Tpa(iK 3aUCYETHCA HA JUCKOBUN HAKOMNYYBaY.

MosxnuBicTs BukopucTanHsi DPI sik npeadinsTp 3HUKY€E HaBaHTaKEHHS Ha
oOnaJiHaHHS 3a paXyHOK TOTO, 110 BIJCIKAa€ yc1 mpoTokoiH (torrent, youtube, mpeg,
flash), mo He npencraBnsAOTh iHTEPECY. B pe3ynbpTaTi Tpadik cCKOpoUyeThCs OLIbII

Hik Ha 50 %.

BucHoBkHM 10 po3aiay 2

BapiantiB Bukopuctanus DPI nyxe 06arato, MOXIHBO peasnizyBaTu Oyab-sKi

171e1 1 3a/1a41 BIIHOCHO MepexkeBoro Tpadiky, Iie e pa3 miATBEepKye OaraTorpaH-

HicTh TexHoJor1i DPI 1 akTyanbHICTb ii BOPOBAKEHHS.
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3 ITIMBOKUM AHAJII3 TAKETIB I JAHUX JIJISI SCADA-
CUCTEM

CBiTOBa MPOMUCIIOBICTD, 00'€KTH TPAHCIIOPTHOI T'aTy31 1 eHEPreTUKU HUHI 3a-
3HAIOTh TPYIHOII 13 3a0e3meueHHsM HanexxHoro piBas IT-6e3nexn. 1l chepa, B
OCHOBHOMY, BUkopucTtoBye Tunoi SCADA-cucremu i mpomucinosi ACY 13 cTana-
PTU30BAaHUMHU MPOTOKOJIAMU OOMIHY JaHUMU. baraTo 3 X CUCTEM MPOEKTYBAIUCA
TIECSITKU POKIB Ha3a/l, Koyuu moHsTTs [ T-0e3nexu He icHyBao B3arali.

CyuacHi MepeeB1 TEXHOJIOTIi BJKe IIUIBHO YBIUIIUIN 10 IPOMHUCIIOBOT 1H(pa-
CTPYKTYPH, JO3BOJISIFOYH OTPUMATH IOCTYM A0 1HPOPMAIIii B MEPEKI Ha BCIX PIBHAX.
3 ogHOrO OOKY, JIETKUM JOCTYI A0 1H(OpMaIii MiABUILY€E €(PEKTUBHICTh CHCTEMH, a
3 1HIIOTO OOKY, 3pOCTa€ ii BPa3IMBICTh 3 OOKY PI3HUX MEPEKEBHUX 3arpo3 (HECAHK-
L[IOHOBaHUM JTOCTYII, BIPYCH, XaKepchbKi aTaku). Lls mpoOiema BuMarae HeraitHoro
pIlLIEHHS, ajie, BpaXOBYIOUH BEJIMKY TPUBAJIICTH KUTTEBOIO IUKIY NMPOMHCIOBUX
CHUCTEM pO3paxoOByBaTH Ha IIBUAKY MOsBY 1 momwmpeHHs 3axuineHux SCADA-
CUCTEM, MPOMHUCIOBUX CHUCTEM YIPaBIIHHS 1 BIAMOBIIHUX MPOTOKOJIB HE JI0BO-
JTUTHCSL.

Mix TUM pillIeHHS YCYHEHHS 3arpo3 B Oe3Mell MPOMHUCIOBUX CUCTEM ICHY-
10Tb. OJTHUM 3 HHX € 3aCTOCYBaHHs crnerianbHux opanamayepis st SCADA —cuc-
TeM, SIKI BUKOPUCTOBYIOTh TE€XHOJIOT1I0 TNIMOOKOTO aHamizy makeriB ganux (Deep
Packet Inspection — DPI) i 3qaTHUX 3a0€3Me4nTH KOHTPOJIb HaJl TpaiKoM CHCTEMH

yIpaBIiHHS.

3.1 Be3neka B TexnoJorigsx SCADA-cucrem

3a octanHi 10 pokiB MPOMUCIIOBI CUCTEMU BUKOPUCTOBYIOTh TaKi MEPEXEB1
texHosorii, sk Ethernet 1 TCP/IP. Lli TexHoOTii MHUPOKO BUKOPUCTOBYIOTHCS B
ACY 1 SCADA-cucreMax, CTBOPIOIOYH YMOBH I €PEKTUBHINIOI pOOOTH TiAIPH-

€MCTB 1 pOOJISIYM CUCTEMHU KOHTPOJIIO JOCTYITHIIIMMU J1JIs1 KOPUCTYBaviB. AJie pa3oM
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3 MepeBaraMy BOHU MPUHECITH 1 mpobsieMy: 00’ efHaHHA 1HQOPMAIIITHIX MEpex Ha
PI3HUX PIBHAX MIANPHEMCTBA B €IMHUNM HACKPI3HUH 1H(GOPMAIIMHUN TPOCTIp 3HA-
YHO T ABUIITY€ BPA3JIUBICTh CHCTEMH 3 OOKY 30BHIIITHIX aTakK, BipyciB 1 xakepis. [1po-
OJIeMy MOCHITIOE T€, 110 MEPEKEB1 MPOTOKOJIH, K BUKOPUCTOBYIOTHCS IPOMHUCIIO-
BuMu ACY 1 SCADA-cuctemamu, po3po0isiiucst 6e3 ypaxyBaHHSI BUMOT 110 3a0€3-
MEYCHHIO Oe3MeKu. SIKIo0 BOHHU 1 MPOMOHYIOTH JAESK]l 3aX0/I1 M0 OOMEXEHHIO Hera-
TUBHOT MTOBEIIHKUA B MEPEXKi, TO 111 3aX0AM BKpail MPUMITHBHI 1 JIETKO 00XOISAThCSI.
A SK1I0 KOMY-HEOY1b I03BOJIEHO YATATHU JIaH1 3 KOHTPOJepa, TO MOKHA BUMKHYTH
a0o0 mepenporpamMmyBaTH HOTo.

[TpomucCIIOBI cUCTEMU KOHTPOJIIO 1 YIIPABIIIHHS PIAKO 3aMIHIOIOTHCS 1 MOJIEP-
Hi3yIOThCSA. IX TepMmiH ekcrutyaranii cknazgae Big 10 1o 20 i 6inbiue pokis. yHKIIi-
OHaJI TAKMX CHCTEM BU3HAUYAETHCS 3a3/JIET1/Ib 1 HE MIHSETHCS, 1 BPA3JIMBICTh MPO-
mucnoBux ACY 1 SCADA-cucteM, paHilie BBEICHUX B €KCIUTyaTallilo, HE MOXe
OyTH yCyHEHa BIANOBIAHUMHU mNaTdyamu, sk 1e pooutscss B OC Windows. Tomy
mpoiizie 6araTo poKiB, MEPII Hi3K HOB1, O€3MEYHIII CHCTEMU KOHTPOJIIO 1 YIIPaBIiHHS
MOTPUMAIOTh ToMUpeHHs. [TpoTaromM nux pokiB 6€3:114 MPOMHUCIOBUX CUCTEM KOH-
TPOJIIO 1 yIIpaBiIiHHA OyAyTh 0€33aXMCHI Nepe]l MKJIMBUMH JIIMH HaBITh HENPO-
deciiiHuX XakepiB. A SKIIIO 3JJOBMUCHUK a00 MIKIJJIMBE MpOrpaMHe 3a0e3MeUeHHS
(IT3) moxe oTpuMaTH JOCTYII JO MPOMUCIOBOI CUCTEMH, TO MOXKE OyTH BUBEAECHO 3
Jaay OUTBINICTh KOHTPOJIEPIB, TOPYIICHHUM TEXHOJIOTTYHUI MTPOIIEC, 3aBAaHa KO/
JIOPOTOMY YCTaTKYBaHHIO, MOYKJIMBE CTBOPEHHS YMOB JIJ1s BAHUKHEHHSI aBapiii 1 TaK
Jaiil.

Bupimenssam 1i€i mpoOiaemMu € TeXHOJOoris MHO0KoI0 aHamizy nakeriB DPI,
110 JTI03BOJISIE KOHTPOJIIOBATH BCIO 1H(POpMaIlito, sika IEPeAaEThCs B CUCTEMI 3 BUCO-
KO0 TOUHICTIO. L{e BITHOCHO mpocTe pilieHHA. BoHO He BUMarae moBHO1 3aMiHU J10-

porux Bxe icHytrounx SCADA-cucTeM 1 yCTaTKyBaHHS.
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3.2 Tpaguuiitnuii Opanamayep B Texnosorisx SCADA-cucrem

Jlnis po3yMiHHI TOTO, K Tpaitoe TexHosoris DPI, BaxxauBo po3ymiT npuH-
un pabotu 3BUUaiiHOro OpaHaMayepa. Bin mepexormitoe Tpadik i aHami3ye HOro
BIJINOBIJTHO /10 criicKy HaOopiB mpaBui (Access Control List — ACL). Yci noBigo-
MJICHHSI, SIKi HE 3a10BOJIBHSIOTH ciickaM ACL He mpomyckaroThest OpaHaMayepom.

Tpanuuiiinuii 6panamayep BukopuctoBye cnucku ACL niist mepeBipku Tpox
nepiux noJjie nosigomieHHs Ethernet:

1) anpecy BinnmpaBHuka nosigomieHus (IP-aapecy mkepena);

2) anmpecy oaepxyBada nosigomieHHs (IP-aapecy npuiimaua);

3) IpOTOKOJI piBHS J0JaTKa, 0 MICTUThCA B [P-moBiqomMiieHH1, 32 HOMEpOM
BIPTYaJIbHOTO MOPTY (NOPT OAEPKyBaya).

Hampuknazn, nporokon Modbus TCP BukopuctoBye mopt 502, a mpoToko
HTTP BukopuctoBye nopt 80. Homepu mopTiB 3apeecTpoBaHi B JeNapTaMEHTI
Internet Assigned Numbers Authority (IANA) mixuaapoaHiii opranizanii Internet
Corporation for Assigned Names and Numbers (ICANN) 1 Hik0JI1 HE 3MIHIOIOTHCS.

SAxmo tpeba no3BonauTH Tinbku Web -tpadik (mporokon HTTP) Bix kiieHTa
3 IP -anpecoro 192.168.1.10 no Web — ceprepy 3 agpecoro 192.168.1.20, To ciin B
cnucok ACL nomatu takuit pspok: Allow Src=192.168.1.10 Dst=192.168. 1.20
Port=HTTP.

[Ticns 3aBanTakeHHs cnucky ACL 3 mUM MNpaBWIIOM MPOIMYCKATUMYThCS
TUTBKH TTOBIJIOMJICHHS, 1110 33JI0BOJILHSIOTH YCIM TPhOM BKa3aHUM KPUTEPISM.

Sxmo Bumaraetscs 3a0okyBat Bech Tpadik Modbus TCP, mo npoxoauts
yepe3 OpaHamayep, To Tpeba BU3HAYUTH MPABUIIO, IO 3a00POHSIE yC1 MaKeTH, 1110

MicTATh HOMep 502 B 1OJI1 3aroJioBKa MakeTy, sK MOPTY OJepKyBaya.



41

3.3 Cnenudika mepexeBux nporokoaiB ACY i SCADA-cucrem

[Ipo6nema npuHLUITy POOOTH TPaaUIITHIX OpaHAMAayepiB MOJATAE B TOMY,
110 BOHU a0COJIFOTHO OJTHO3HAYHI. BUKOPUCTOBYIOYM TaKHil MPUHITUTI, MOXHA a00
JI03BOJIMTU TIEBHUI MPOTOKOJ, a00 3a00poHUTH Horo. [leTanbHille ynpaBiiHHS B

CepeIMHI MPOTOKOIY HEMOXKIIHUBE.

[IpuyriHa 1HOTO B TOMY, IIO MPOTOKOJIU, SIKI BUKOPUCTOBYIOThCA B ACY 1
SCADA-cucremax, He MAAI0ThCS IeTai3aiii. 3 TOUKH 30py HoMepa MopTy oJep-
KyBaya, CIIOJIyYeHHS 3 UATAHHSIM JaHUX BUTIsAAae sk oHoBleHHs [10. Takum un-
HOM JI03BOJISIFOUH MPOXOXKEHHS CIIOIYYeHb 3 YUTAHHIM JaHUX 3 IPUCTPOIO Omepa-
topchkoro intepdeiicy musa I1JIK depe3 cranmapTHuii OpanaMayep, aBTOMaTUYHO
Jla€ 03BUT HA MPOrpaMyBaHHS KOHTPOJIEPIB. A 1€ CephO3HE YMYIIECHHS 3 TOYKHU
30py Oe3MeKHu.

Ha >xanb, Opanamayepu, npeacTaBiieHl Ha PUHKY, HE 3/1aTHI PO3PI3HATH KO-
manu Bin SCADA-cuctemu. Ockinbku Tpadik SCADA -cucteMu BBaKaA€THCS KPU-
TUYHO BaXXKJIMBUM, OUIBIIICTh 1HXKEHEPIB MPOCTO MOBHICTIO J03BOJIAIOTH MOT0, HE-

3Ba)KAIOYM Ha MOKJIMBI TPOOJIEMU 3 OE3MEKOI0.

3.4 TexunoJorig DPI nuas 3a0e3neuenns 0e3nekn SCADA-cucrem

OueBHIHO, 110 CJIiJ TIUOIIe po30upaTUcs B MPOTOKOIAX JJIS TOTO, 1100 TO-
YHO BU3HAYATH, SIKHI MPOTOKOJ JIJIsi 4OTO BUKOPUCTOBYETHCS. | 11 sKkpa3 Te, 1o 10-
3BoJisie pooutu TexHosoris DPI. Ilicas Toro, sik TpaauiiiiiHi npaBuia OpanaMayepa
3acTOCOBaHi, OpaHamayep 3 miaTpuMkoro DPI nociimkye KOHTEHT y cepeauHi
TCP/IP noBigoMIieHHs 1 3aCTOCOBY€E OUTBIIN IeTaNIbHI MpaBuiia. BiH cipoekToBaHUN
Tak, 100 po3yMitu cnenudiuni nporokonn SCADA-cucTeM 1 3acTOCOBYBaTH (Pijb-
TPH JI0 TIOJIIB 1 X 3HAYEHB, 110 1 I03BOJISIE IETATLHO KOHTPOJIIOBATH CUCTEMY. 3aJie-

JKHO BiJI TIPOTOKOJTY IIi TIOJISI MOKYTh BKJIFOUATH KOMaHAM (Taki SK 4uUTaHHS a0o



42

3aIuc perictpa), 00'ekTH, cepBicH (OTpUMATH/3aMKUCcaTy 3HAUEHHS) 1 Jlanma30Hu aJl-

pec IUIK (puc. 3.1).

7

@insmp 3a MAC-adpecoro

——

TPAOULIIMHUA BPAHOMAYEP

Qinbmp 3a nopmom ompumysada

o

Qinbmp 3a IP-adpecoto / HedocmynHi 0aHi

@inemp 3a MAC-adpecoro

¥

BPAHAMAYEP 3 DPI

QDinemp 3a nopmom ompumysaya

i

/ @inbmp 3a IP-adpecoro / KomaHdu, cepsicu, o6'ekmu

Pucynox 3.1 — IlopiBHsiHHS MOKIIMBOCTEH (iIbTpallii Tpadiky OpaHnaMayepamu

Hampuknazn, 6panaMayep 3 MOMIIMBICTIO TITHOOKOTO JOCITIIKEHHS TPOTO-

koiny Modbus (Hirschmann EAGLE Tofino, Honeywell Modbus Read

— only

Firewall, Schneider CoiweXium Tofino Firewall) 3qaTHuil BU3HauaTu, sIKOTO TUITY

MOBITOMJICHHS (YMTaHHS, 3aMKC) 1 BIA(UIBTPYBATH 3’ €IHAHHS 13 3aITUCOM 1H(POpMAa-

uii (puc. 3.2).

© faur

STATUS

Pucynox 3.2 — 3oBuimnii Burisa Hirschmann EAGLE Tofino



43

Xopommuit DPI-OpanmMayep Takok 31IaTHUN TMPOBECTH 1HCTICKITIIO TTOBIIOM-
JIEHb Ha MPEIMET 1X HeCTaHJIapTHOTO (popMaTy abo HETHUITIYHOI MOBEAIHKH (HAMpH-
knaza, 10 000 moBitomMIIeHb y BIAMOBIAb HA €IWHUH 3anuT). Takuil Tpadik xapakre-
pHHUIT 11 MepekeBHX aTak 1 mkianuBoro [13 1 mae 6yTu 3a010KOBaHUH.

[Ile poxkiB 5 Tomy TexHosoris DPI po3rnsmanacs sk 1ikaBe JOTMOBHEHHS J10
CHUCTEMH. 3apa3 3aBASKH MMOTOYHOMY IOKOJIHHIO BipyciB Tuiy Stuxnet, Duqu,
Conficker BoHa € HeoOx1auicTIO Mg 3axunieHnx ACY 1 SCADA-cucreMm.

Po3pobuuku mkigmusoro [13 3Hat0Th, 1110 OpaHaMayepu 1 ApyTi 3aco0U Me-
pexeBoi Oe3neku 37aTHI BiAGIITPyBaTH HEJA03BOJICHHUM MPOTOKO BiApasy. SKiio
B MEpEXi BUKOPHUCTOBYIOThCS 3BHYaiiHi mpotokonu turmy HTTP, Modbus 1 MS-
SQL, To mosiBa HOBOro MPOTOKOJIYy BiJpa3y 3BEpHE Ha ceOe yBary CUCTEMHOIO ajl-
MIHICTpaTOpa ad0 MIKMEpPEXKEBOTo ekpany. ToMy po3poOHuky mKigmuBoro 113 Ha-
MararoTbCs MITH 1HIIMM HUISIXOM, BUKOPUCTOBYIOUM TpaiK THX MPOTOKOJIB, SIKi
BXKE BHKOPHCTOBYIOTBCSA B MEpEXi, 0 aTakyeTbea. Hampukiaa, 6arato cygyacHUX
BIpYCIB XOBalOTh CBii 30BHIIIHIN Tpadik y cepenuni npotokoiny HTTP tak, mio 30-
BHI MOT0 MOBIJOMJICHHSI BUTJIAIAI0Th A0COIIOTHO 3BUYAIHO.

Bipyc Stuxnet — 11e BIIMIHHUN NPUKIIa] MacKyBaHHs HeOe3neunoro 13 yce-
pEeANHI 3BUYAHOTO MPOTOKOJY. BiH cripoekToBaHuil 111 PYHKIIIOHYBaHHS y cepe-
nuH1 npotokoiry RPC (Remote Procedure Call) 1 npuzHaueHuii sik Ay 3apaxeHHs
HOBUX JKEPTB, TaK 1 11 KOMYHIKAIIA B PEKUMI TOUKA-TOYKA MIXK 3apaKEHUMHU Ma-
muHaMu (puc. 3.3).

RPC — 1ie ineanbumii mpotokon ais ataku Ha ACY 1 SCADA-cucremu, ocKi-
JIbKU BiH IIMPOKO 3aCTOCOBYETHCSA B CyYaCHUX CHCTEMax KOHTPOJIO 1 YIIPaBIiHHS.
s npuxnany, Texnozoris OPC (OLE for Process Control), 1o sBisieTbesi caMmoro
BUKOPHCTOBYBAHOIO B IIPOMHUCIIOBIN 1HTErpalii 00'ekTiB, 6a3yeThCsl HA TEXHOJIOTII
DCOM (Distributed Component Object Model), sika Takox 6a3yeTbcs Ha TPOTOKOMI
RPC.

binbmre Toro cepBepu ympaBiiHHSA 1 poOodi CTaHINi 3a3BUYail KOHQITYpY-
I0THCSI JUTSI CIIIJTBHOTO BUKOPUCTAHHS (DalJIiB 1 MPUHTEPIB 32 JOTMIOMOTOI0 TIPOTOKOITY

Microsoft SMB, sikuit Takox nepenaerbesi moepx nporokosry RPC. I, moxiuBo,
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camuil mokazoBuii mpukia — yci kourponepu Siemens SIMATIC PC S7 1 cucremu
Ha IX OCHOBI, IKI BUKOPUCTOBYIOTh BJIACHI TPOTOKOJIN OOMIHY, TAKOXK MEPEIAI0ThCs

noBepx nporokoiay RPC.

WinCC
SQL-cepsep

3anuTu cepsicie

I \N

L2

=
CraHuis
oneparopa

USB-Hakonuuyeay

CraHuis nporpamicra CraHuin inxeHepa IHcbikoBaHW

X = HOYTOYK
KoxdpirypauiiHi
dannm S7

HoyTByk ixeHepa

Pucynox 3.3 — Ilpunuun nomupeHHs Bipycy Stuxnet

AHaI3yI0ul MEpexi, 3apaxeHoi BipycoMm Stuxnet, €IMHE, 1110 MOKJIMBO IO-
MITUTH, 11¢ — HeBeJMke 301abieHHs Tpadiky RPC, mo HaBpsia 4u mociayxXuio 0
IpUBOJOM st TpuBOru. HapiTh sIKIo 6 MIOCH 1 3aMiJ03pUIIM, TO HABPSA YU IIOCH
BUSIBWJIM, MAIOYM B apCEeHA JIMIIIe CTaHIapTHUN Opanamayep. [Ipocte 610kyBaHHs
ycboro RPC-tpadika npuseze 10 3yNMMHKU YCiX TOB'sI3aHUX 3 LIUM [TPOTOKOJIOM CEp-
BiciB Ha mianpueMcTBi. bes 3aco06iB anami3zy ckiany Tpadiky nporokory RPC i 6710-

KyBaHHS Iapa3uTHOTO TpadiKy HE BAACTHCA 3YMUHUTH 10 mKigiusoro [13.
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BucHoBkmu 10 po3aiay 3

Texnomnoris DPI — noTyxHuii 1HCTpyMEHT B aCOPTHUMEHTI 3ac00iB 3a0e3rie-
yeHHs [T-Oe3nexu, skuii 103BOJIsI€ BUABIIATH 1 OJIOKYBATH IIKiUTUBUHN Tpadik B cH-
cremax ynpasiinas i SCADA-cucremax. Lls TexHoMmOTIS HE aOCTpaKTHA, BOHA M€
IIJIKOM KOHKPETHY pobody peanizaiito y Burisia moayiasHoro 113 Tofino Bix Byres
Security, mo BXOAWTH B amapaTHO-MPOTPAMHUNA KOMITIEKC 3axucTy Hirschmann
EAGLE Tofino. EAGLE Tofino 31atHuii mpoBOAUTH IITMOOKUN aHaI3 OUIBIT HIXK
50 mpomucnoux nmpotokodiiB (PROFINET, MOK 61850, DNP Ta in.), anamizyBatu
tpadik Modbus TCP 1 OPC-cepepa/kiienta, Oyayatu VPN-tyneni. [Iporpamue
3a0e3nedeHHs Tofino Bkirodae Ouibiie 25 3a3ganeriip HajdaroKeHuX npogdimis
oe3nexu g ITJIK Siemens, VIPA, WAGO 1 Tak gam, q703BOJISIOYN 3a0€3IIEYUTH

KOHTPOJICPpHU BiII HGC&HKHiOHOBaHOFO BTPY4YaHH: B X IIporpamMu.
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4 AHAJIITUYHA 1 MATEMATHAYHA MOJIEJI TEXHOJIOTTi DPI

Benuky wacTky iHTepHeT-Tpadiky 3aiimae Tpadik mepex P2P (Peer - to -Peer)
1 motokoBoro Bigeo OTT (Over the Top), nHanpuknan, YouTube. HekonTpomboBa-
HICTh JICAKUX MEPEKEBUX CEPBICIB 3HMUXKYE SAKICTh OOCITYTOBYBaHHS 1HIIUX 1 CTBO-
proe HeOe3neKy nepeBanTakeHHs Mepexi. Cucrema DPI no3Bomsie BusBuTH Tpadix
TaKuX CEPBICIB, a MOTIM OJIOKYBaTH a00 0OMEXXHUTH MIBUAKICTh Mepeiadl JaHux. Ta-
KU T1IX17] J03BOJISE€ 3MEHITUTH TEMITH TTOCTIMHOTO PO3IMIMPEHHS MEPEX 1 3pO0UTH
KOKHE PO3LIMPEHHs Oibiue nepenbadysanuM [15]Y. 3actocysanus DPI — neprumii
1 HEOOXI1JTHUM KPOK /ISl MIITPUMKH CTAaOUTbHUX MEPEKEBUX MOCTYT 1 €hEeKTUBHOTO
YIpaBIiHHS MepexkeBUMH pecypcamu [16]2.

OcHoBHuit Mmetos DPI — niepeBipka curHaTyp npoTOKoiB 1 foaarkis. I1in cu-
THATYPOIO PO3YMIETHCS 11a0JI0H OMUCY JIaHUX, SIKUW OJHO3HAYHO BiJIMOBIJIA€ J0/1a-
TKy/mipoTokoJy. Hanpuknan, ue Moxe OyTH MOIIYK TaKHX KJIIFOUOBHX CJIB B JTAHUX
nakery, sik BitTorrent, a6o 3anutie GET/POST nporokony HTTP. Ilpocti curna-
Typu 3acHoBaH1 Ha URL-aapecax B 3aronoBky HTTP, a cam ¢aiin curnatyp BeHopa
NepioANYHO OHOBIIOETHCS. YacTuHa MeTo 1B DPI 3acHOBaHa Ha CTaTUCTUYHUX 1 1O-
BEJIIHKOBUX KPUTEPISX aHANI3y MOTOKy AaHuX. CaMe MOBEIIHKOBUN aHaIIi3 JT03BO-
Jsie BUSBUTH CKaHyBaHHs MOPTiB 3 ofHoro mxepena [17]Y. V cknaguimmx Bunagkax
CUTHATypa 3aCHOBaHA HA aHaJIi31 MapaMeTpPiB MOB'A3aHUX MOTOKIB OJIHOTO 3aCTOCY-
BanHs [18]Y. Yci 1i curHaTypu BUKOPHCTOBYIOTCS JUISl BUSBIECHHS BUKOPHCTOBY-

BaHMX IOTOKOM jojatka [P -aapec 1 TpaHCHOPTHUX MOPTIB [Js MOJAJIBIIOTO

Y [15] Dy6uyx H.B. DPI - xpauurens ceru IITIJ] nam okoHYaHHE 3pEI cBO-O60xHOTO MH-
teprera? // Bectauk cBsi3u. 2012. Ne 5. C. 11-12.

2) [16] Cubrarynun M. DPIL. MapopmanmonHo-anamuTHdeckuii mopran NAG.ru, (Dnext-
poH—HBII pecypc). Kon nocryna: http://nag.ru/articles/ article/22432/dpi.html/.

% [17] Cenuenko FO.X. HekoTopble acIeKThl BHICOKOCKOPOCTHOH 06paboTku Tpaduka /
Texnonoruu u cpeactsa cszu. 2013. Ne 1. C. 52-53.

4 Dorfinger P., Panholzer G., John W. Entropy Estimation for Real-Time Encrypted Traffic
Identification // 111 international workshop "Traffic Monitoring and Analysis", Berlin: Springer.
2011. PP. 164-171.
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KOHTPOJIIO HaJl TOTOKOM JaHUX: CTATHUCTHUKH, Tapuikallii, mpocaIyXxoByBaHHS a00
0JIOKYBaHHS.

DPI 3acTocoBy€eThCS AT BIICTEKEHHS a00 OJIOKYBaHHS IIEPErOBOPIB 3 BUKO-
puctannaam Skype B Kurai 1 kpainax bimnsskoro Cxony. Komnanis Skype He 3aBxau
pO3KpHUBae JaHi KiieHTiB, a DPI m103BoJis€ 3A1CHIOBATH KOHTPOJIb MOTOKIB JJAHUX 1
cratucTuku Tpadiky B Mepexi. Cepen cuctem aHamizy Tpadiky Ha OCHOBI BUIBHOTO
nporpamMHoro 3ade3nedeHHs (open source) MmoxkHa 3rajatu OpenDPI, Tstat 1 SPID
[19]Y.

Oxpim "Baxkkoro" Tpadiky BaKJIMBUM YNHHUKOM BIipoBakeHHs DPI cuctem
cTaB yka3 npesuaenta Ykpainu Ne133/2017 mpo pitieHHs pajau HallloHAJIBHOI O€3-
neku 1 oooponu Ykpainu Bij 28 kBiTHsI 2017 poky "IIpo 3acTocyBaHHS MepCcOHAIb-
HUX CTICIIaJIbHUX €KOHOMIYHUX Ta IHITUX 00MEXYBaJIbHUX 3aX0A1B (caHkiii)". J{is
KOHTPOJIIO JOCTYIY J0 BMICTY CaiTiB 1 6JI0KyBaHHs Tpadiky 3actocoBytoTh DPI cu-
cteMu. AHanizyroun Tpadik Ha piBHI A0JaTKiB, TexHojoris DPI no3Bosisie BuOip-
KOBO 3a0J10KyBatH 3a0opoHeHuit pecypc mo URL anpeci 6€3 moBHOTO OJIOKYBaHHS
cepBepa KOMITaHii XOCTUHTY. Takuii miaxiJ 3aJ0BOJIbHSIE BUMO31 OJIOKYBaHHS Tpa-
(1Ky Ha OCHOBI IOMEHHOTO IMEHI ab0 noeaHanHto [P-anpeca 1 agpeca, mo Bene 10
3a00poHeHOT0 KOHTEeHTY. lle Bupimrye mpoOiemMy MOMyJSIPHOTO METOAY OJIOKY-
BaHHS 3a00pPOHEHOTO0 pecypcy 3a Horo [P-agpecom, KoJiu BUSIBISIOTHCS HEJOCTYTI-
HUMHU 1 THII pecypcH, M0 BUKOPUCTOBYIOTh CEPBEP KOMIAHIT XOCTUHTY 3 TUM K€
IP-anpecom. [Ipudomy iHmui MeTos 6JIOKYBaHHS TOMEHHUX ajpec B ciayk01 DNS
(Domain Name System) 10CHTb IIPOCTO MOXkHa 06ikTn [10]?).

st orucy cuctemu DPI HeoOXi11HO 3arauOUTHCS B MUTAHHA 11 apXITEKTYpH,
ajie BOHO JIOCUTh CKJIAJHE 1 3aCIyTOBY€E OKPEMOTO PO3TIsiAy. Y pamKax JaHoi po-
o6otu nipeactaBumo DPI y Buriisiai eramiB poOOTH 3 MaKeTaMu, MOKa3aHUMU Ha (puc.

4.1): npuifoM MEpEeKEeBOIO KapTOw 1 (UIbTpallis MakKeTiB, BUIIJICHHS MOTOKIB

D [19] ITU-T Recommendation Y.1541: Network performance objectives for IP-based
services (2006).

2) [10] ArorumHOCTs B cetn MHTeprer : (Enextponnmii pecypc) // KommbroreplIpece
9/2010. Pexxum noctymy: www/ URL: http://www.compress.ru/article.aspx?1id=21613&11d=987.
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Tpadiky, BurydeHHs nanux makety (0,3% gacy poOOTH mpoiiecopa) 1 3aBaHTaKEHHS
curHaryp 3 BJl (7,6% wacy poGotu mporecopa), 00podka JaHUX aIrOpUTMAMHU
(8,7% wacy poboTu mporiecopa) 1 mopiBHSIHHSA 3 curHatypamu (83% dvacy poOoTH
Iporecopa) i yIpaBiiHHIM KOMOIHATOpA PIlIEeHb PO MPUHAIEKHICTh MTOTOKY 10
MEBHOTO KJIacy.

KombinaTop pimieHs 1ae alroputMam MOYaTKOBI JaHi 1 BUOMpae HAHOUIbII
nocrosipHe pimenns [11]Y. Jani BinOyBaeThcsl CiBBiTHOIIEHHS TAKETY 3 IEBHUM
notokoM Tpadiky. ¥ [12]? 6yna npoBesieHa OIiHKA Bi/ICOTKOBOTO BiJIHOIIEHHS He-
00X1IHOTO Yacy poOOTH Mpoliecopa JjIsi BUKOHAHHS I[UX €TalliB, AKa Moka3ania, 110
83% 3aiimae erar MOPiBHSHHA JJAHUX MAKETy 3 CATHATYpaMHu.

Ski1o Ha eTari BUIJICHHS TTOTOKIB MAKET HAJICKUTh 1ICHYIOUOMY MOTOKY J1a-

HUX, TO BIH NEPEJAETHCA HA anapaTHUi (UIBTP.

Y . \ /~ Buninenns 4 \
[ OinpTparis [ R (BuiydeHHs maHuX
ITOTOKIB \

\ . I _ .
MaKeTiB . NaKeTiB
Tpadika

A

v y Anropurm 1

- o b1
/ KombinaTop pimieHs: \

A4

c g [ - 3aBaHTAXXCHHS CUTHATY], |
IMpuiiom Busin [ — yP; .
\ - 00poOKa TaHKUX ArOPUTMAMHU;

\ - IOPIBHSIHHS 3 CHTHATYPaMHU

- Anroput™m N
BN

A4

Pucynok 4.1 — Anamiz nakeriB DPI 3 BukopuctanHsiM KOMOIHaTOpa pilieHb

3a3BUuail Ha eTalll aHali3y JaHUX MaKeTy alropuTMamMu OOpOOKH CIOYATKY

MPOBOJUTHCA aHali3 2-4-To PIBHIB 1 3arojOoBKIB TYHENIB, Jajil BiJI0yBa€ThCsS

U [11] Introducing I2P : (Enextpommmii pecypc). Pexum mgocrymy: www/ URL:
http://geti2p.net/en/docs/ how/ tech-intro

2) [12] Statistics website for the 12P network : (EnexTponHuii pecypc). Pexxum poctymy:
URL.: http://i2pstats.loria.fr/?sect=historical &subsect_hist=routers.
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nopiBHAHHA 1H(opMalii 5-7-T0 piBHIB 3 643010 CUTHATYP OAATKIB (110 MICTUTH Oi-
aeie 1000 npukmauis).

J17i1 HOBOTO BHSBIIEHOTO MOTOKY IIPU3HAUEHA MOJITHKA BUKOHY€ETHCS Ha ara-
paTHOMY (PUTBTPI, B IKOMY (PEKHUM PO3BAHTAKEHHS) HE BEJCTHCS aHaJI3 5-7-T0 pi-
BHIB, aJIe poOHTHCS MiZpaXyHoK TpadiKy IS 3aJaHOro 3acTocyBaHHs [4]Y.

OxpiM pexuMy aHalli3y MakKeTiB, U0 HAIXOAATh B AJaHU MoMeHT, DPI -cuc-
TEMU MOXXYTb IMPAIIOBATH B PEKMMI HABUAHHSA, B IKOMY aHAJI3YIOThCS MPUKIIAIN
PI3HOPITHUX MTOMIYEHUX MOTOKIB Tpadiky. Pexxum HaBYaHHS Mae HACTYMHI eTamu:
3aXOIJICHHS MMaKeTiB, 3UNTYyBaHHS MITOK ICTUHHUX 3HAaYeHb MMOTOKIB TpadiKy, OTpU-
MaHHs cUrHaTyp 1 3anuc B 60a3zy ganux (b/1).

Jlist cucrem DPI BaxxnuBo 3a0e3meunTy 3ajaHy TPUBAIICTh 0OpOOKHU MaKeTIB
11i cTabUIbHICTE. TaKOXK CKJIaJHUM 3aBAAHHSAM BUCTYMA€E MIATPUMKA CTA0LIBHOCTI
IMOBIPHICHO-TUMYACOBHX XapaKTEPUCTUK B yMOBaxX poOOTH HA TPaHUYHIN TTPOTYK-
TUBHOCTI [4].

3a3Buuail aHaii3 1 BIIy4eHHS HEoOXigHOI 1H(popMallii BUMararoTh 3HAYHHUX
O00YHUCTIOBANILHUX pecypciB. UuM BOHU BUIII, TUM MEHIIIE Oy /1€ TPUBAIICTh OOPOOKH
MaKeTiB, a 3HAUYNTh, MEHIIIE Oy 1€ BEIMYMHA 3aTPUMKH ITPOXOKEHHSI HOBOTO IMTOTOKY
nanux yepe3 cucremy DPI. Kpim toro, pobota anapataoro ¢iabTpy TaKoX BHOCUTH
MEBHY 3aTPUMKY MPHU MPOXOXKEHH1 MaKeTiB. SIKI0 HaBaHTaKeHHs Ha cucteMy DPI
MOYHE TEPEBUIIYBATH TEBHUN TOPIT, TO 1€ NMPHUBEAE 10 30UIBIICHHS 3aTPUMKH,
BTpaTH MAaKETIB 1 B KPAltHhOMY BHITaJIKYy — JI0 IPOITYCKY Tpadiky O6e3 ioro aHamisy.

[I{o6 omiHUTH TOUUIBHICT 3aCTOCYBaHHA TexHoJorii DPI nms 3abe3neuenHs
Qo0S, HeoOx1aHO Po3pOOUTH ii MaTeMaTuuHy Mojienb. Lle 1o3BouTh 3'sicyBaTH, Ha-
CKUIbKH BIIpoBakeHHs DPI no3BonuTh miaBummTu napametpu QoS 3a paxyHOK TO-
YHOTO BU3HAYEHHS TUMIB Tpadiky 1 qudepeHiioBaHOTO 00CIyroByBaHHs 1 00-

MEKEHHSI MOTOKIB "Ba)KKOro" Tpadiky, a TaKoX HI3HATHUCH, SKY LIHY, Y BEIHUUUHI

1 [4] Anonymity on the Internet: (Enexrpornmuii pecypc) / Jacob Palme, Mikael Berglund.
Pexxum noctymy: www/ URL: http://people.dsv.su.se/~jpalme/society/anonymity.html.
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BUHUKAIOUO1 3aTPUMKH 1 BTpaTax MakeTiB, JOBOAUTHCS IIATUTH MPU BUKOPUCTAHH1
DPI.

Jl1is 10Oy 10BH MPOCTOT MaTEMaTHUHOT MOJIETI, IO MPEJCTABIIAE CUCTEMY Ma-
coBoro oociyroByBants (CMO), Tpeba 11ie pa3 CopoCTUTH eTanu 00poOku Tpadiky
cuctemoro DPI. [fomyctumo, 1110 cepBep aHaiizy Tpadiky BUKOPUCTOBYE TIIbKU Te-
pIIMK MakKeT MOTOKY, IO MOCTYMa€e 3 amapaTtHoro QiiabTpy, 1 MO0 HHOMY BHU3HAUYAE
HEOOX1IHY MOJITUKY 1 Tlepeaae Aami Ha anapaTHui ¢iasTp. [lo3zHaunmo cepenHio
3aTPUMKY MaKeTy npu aHanisi sk Ti. [IpoTe B 1eskux BUIaIKax cepBep aHaI3y Tpa-
GbiKy mocuiae 3amuT Ha HEOOXIAHY MOTITHKY Y cepBepa yXBaJICHHS PIIlIEHb TIPO 3a-
CTOCYBaHHsI TIOJIITUKHU. Y Takomy pasi cepeans 3atpumka (T2) Oyne cymoro 3atpu-
MOK B Ueprax 1 3aTpUMOK 0OpOOKH Ha cepBepl YXBaJIEHHS PIIIEHb 1 JBIYl cepBepa
aHamizy Tpadika.

B sxocti nepmioi cuctemu macoBoro oocinyroByBaHHs (CMO1) no3Hauynmo
OaraTonpoLecopHHid cepBep aHalI3y Tpadiky 3 HOTUpMa ONpallbOByBayaMu. 3a Kia-
cudikariero Kennanna M/M/V o3Haudae cuctemy 3 MmyacOHIBCHKUM BX1JIHUM TOTO-
KOM 3as1BOK, €KCITIOHEHIIIAJIbHUM 3aKOHOM PO3MOJLITY 4acy OOCIyroByBaHHS 1 V —
onpanpoByBayamu. [IpunyieHHs, 1o cyMapHUil BX1IHHI MTOTIK Ha CEpBEp aHAII3y
TpadiKy MyacCOHIBCHKHM, 3aCHOBaHE Ha WOTO BEJIMKOMY YMCII1 HE3AJICKHUX CTalll-
onapuux notokis [12]Y. Hacrynaa CMO; — 1ie cepBep yXBajeHHs pillleHb IIpo 3a-
CTOCYBaHHsI TIOJIITUKH 3 OJTHUM orpaiiboByBaueM (M/M/1). AnanoriuHo, BUKOpHUC-
TOBYIOUU TeopeMy bepka, MokHa 3poOUTH BUCHOBOK, IO MOTIK, SIKWM MOCTYyNAa€e Ha
CepBep YXBaJICHHS PIIIEHb TEX MTyaCOHIBChKUM, ajie BIAPI3HIETHCS BiJ] MOYATKOBOTO
3 UMOBIPHICTIO HACTaHHS BUIAJIKY 3BEPHEHHS JI0 IIbOTO cepBepa. [lo3Haunmo iHTe-
HCHUBHICTB MPOCTOTO TIOTOKY, 110 BXOJIUTH, Yepe3 A .

OtpumMaemMo MoJieib, ToKa3any Ha (puc. 4.2).

) [12] Statistics website for the 12P network : (Enextpounnuii pecypc). Pesxxum gocrymy:
URL.: http://i2pstats.loria.fr/?sect=historical&subsect_hist=routers.



o1

| (1P , |

_— —~_ _— —

At i Cepgep aHamisy Tpadika »‘ :‘ CepBep NpUHHATTSA pillleHb :

\ (CMO1), p1 ] @\ (CMO2), 2 /
B / L |

Pucynox 4.2 — CrpoiieHa aHagiTHaHa Moenb cuctemu DPI

Biamosinao no Teopemu bepke, o Buxoauts i3 CMO; (1110 mparitoe B cTarfi-
OHAPHOMY PEKHUMI) TOTIK Oy/Ie IPOCTUM 3 TUM K€ TTapaMmeTpoM A . [HTEeHCHBHICTh

BX1JIHOTO MOTOKY Ha CMO; 10opiBHIOBATUME:
ﬂ’ng = (1_ P)ﬂ’ ' (41)

ne P - IMOBIpHICTh cCaMOCTIHHOI KJ1acudikallii HOBOro OTOKY CEpBEPOM aHa-
mi3y tpadiky (CMO1). Ananoriuno mist CMOy. [Ipu nibomy HEOOX1AHO BpaxoBy-
BaTH, 10 BUMOTH, SIKI HaAIMIIy micist o0poOku 13 CMO2, Takox NOTPAIIATUMYTh
B uepry CMO;.

Takum yuHOM, IHTEHCHBHICTH BXiHOro motoky Ha CMO; miciast oOpoOKu

CMO; nopiBHIOBaTUME:
ﬂ’ele - (1_ P)ﬂ’ ! (42)

B pe3ynbTaTi 3arajgbHa IHTEHCUBHICTh HA/IXO/PKEHHSI TIAKETIB HA CEpBEp aHa-

ni3y Tpadiky (CMO1) BU3HAYAE€THCS BUPA3OM:

A =A+(@A=-P)A, (4.3)

[IponyktusHicth CMO; BU3HAYA€THCS SIK:
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_A+(@-P)A

” (4.4)

1

Jie P, — IHTEHCUBHICTh 0OCIIyrOBYBaHHS IMakeTiB. MIMOBIpHICTh TOTO, 110 CH-

cteMa BibHA (Pg), Moke OyTu oTpumaHa 3a GOpMyJIOO:

P, - (4.5)

- - @@ + ,
n!'(n - pl) n=0 n!
Jie n=4 — 4KCII0 ONpallbOBYBaYIB.
Cepennio 3aTpuMKy cepBepa aHanizy Tpadiky (T1) MokHa oTpuMaTH Ha OC-

HOBI uKcia 3asBOK B cucteMi (N1), 3aJIEKHOTO BiJ] CEpEAHBOr0 YUCIIA 3asIBOK B Uep3l

(NS):

NS =P P (4.6)
nn!(l—&)2
n
N1 =NS + P; (47)
nz——ﬁi——
A+(@1-P)A (4.8)

3Har04YM 1HTEHCUBHICTh HAJIXOJI)KEHHS MMaKETIB Ha CEPBEP YXBAJIECHHS pIIIEHb

(CMO2) — 4,,,, MO’KHA OTPUMATH HACTYIHI XapakTepucTuku it CMO;: IpoTyKTH-
BHICTH ( P, ) cepellHe YuCIOo 3asBOK B cucteMi (N2), cCepeiHIo 3aTpUMKY cepBepa

yxBasieHHsI pimieHb (T2), po3paxyHOK SIKUX MPOBOAUTHCS 3a (OPMYJIaMu:

_@-P)
Ho (4.9)

2
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N = P
1-p, (4.10)
N, 1
T, = _
1-P)A w,(1-p,) (4.11)

3aranpHui yac, HeoOx1aHuM cucteMi DPI Ha BU3HAYEHHS MOTOKY 1 MOJIITUKH
(T), cknanae:

T =T1+P(T1+T2) (412)

Ha mizgcraBi HaBeieHUX BHILE (OPMYJT BU3HAUEHA 3aJI€KHICTh 3aTPUMKHU B Ta-
Kili cucTeMi BiJ] IHTEHCUBHOCTI HaBaHTaxeHHs (puc. 4.3), npu BuOpaHiii KMOBIPHO-
CT1 3BEpHEHHSI JIO0 CepBepa yXBaJICHHS pillieHb P =0,8 1 IHTEHCUBHOCTSIMU 00CITyTO-
ByBaHHS 3asBOK 4 =5000, z, =1000Ha CMO 1 1 2 BiANoOBIIHO.

B pe3ynbrari po3paxyHKiB Ha OCHOBI 3pa3KOBOi MaT€MaTU4YHOI MOJEII po-
6otu cucremu DPI MokHa cTBepKyBaTH, 10 NPH 30UIbIIEHH] IHTEHCUBHOCTI BXI-
JHUX MOTOKIB 3pOCTa€ 3arajibHUN yac JJisl BU3HAUEHHS MOJIITUKU JUIsl KOKHOTO T10-
TOKy naketiB. OTpuMana cepeans 3atpumka cucremu DPI (1,2 mc 6e3 nikoBoro 3a-
BaHTaXCHHS, 22,8 MC 3 IMKOBUM 3aBaHTAKCHHSIM) J03BOJISIE 3aCTOCOBYBATH TEXHO-
goriro DPI qnst wytnuBoro 1o 3atpumok Tpadiky, SK e MOXHa OauuTH 3 BUMOT
pexkomenaaii Y.1541 Mixuapoanoro coro3y enektpo3s'sizky (ITU —T) Big 0,1 mo
1 c. [14]V.

1) [14] Bxmouaem Tor Ha Bcto katymky : (EnexkTpornuii pecypc) / Auton XKykos. Pexum
noctymy: www/ URL: http://www.xakep.ru/post/50516/.
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Pucynok 4.3 — 3anexxHicTh 3aTPUMKH, siKa BUHUKa€ B cucteMi DPI Big A

[IpoTe mpu nmikoBOMY 3aBaHTaXEHHI CHCTEMa TOKa3ajia He3aJ0BIJIbHY 3aTpH-
MKY, piBHY 260 Mc. 3 ypaXxyBaHHSIM TOTO, 1110 3aTpUMKa Mepeaadi MakeTy B Mepexi
CKJIQJIAETHCS 3 Yacy Ha MOJ0JIaHHA BiACTaHi, 4acy Ha 0OpOOKY MaKeTiB MapIIpyTH-
3aropamu, KomyTatopami 1 ABox cucteM DPI (y Mmepexi onepaTtopa, sikuii moctadae
Tpadik, 1 B MEPEXK1 IHIIIOTO orepaTopa, SIKuii e Tpadik npuitmac). 3po3yMisio, 1o
st cuctemu DPI 3arpumMkn mpu oOpoOIli makeTiB MaroTh OyTH MiHIMaJbHUMU.
[IpoTe He BapTO BBAXKATH 111 pE3yJIbTATH OCTATOYHUMH, OCKIJIBKH B 1[Il MaTeMaTH4-

Hil Mozeli 0yJi0 3p00JIeHO BEJIUKY KUTBKICTh JOMYIIEHb.
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5 TEXHIKHA OBXOJY TEXHOJIOI'I DPI

Ha nanwit MOMeHT caMuM e(hEeKTUBHUM CITIOCOOOM 00XO0Ty Pi3HHX OJIOKYBaHb
3 6oky mpoBaiinepa € VPN, a came OpenVPN. Ane 3 wacom npoBaiiiepu Taku BBe-
nyTh B aito DPI. HaitGinbm npoctuii criociO BusBieHHs 1 O01okyBaHHs OpenVPN
Tpadika — MoHITOpUHT cTaHAapTHUX OpenVPN nopTiB 1 ix 6mokyBanns. Haiiuac-
Time 6okyrThes 1194-it UDP nopt. bopoTucs 3 Takoro poay 010KyBaHHSIMU He-
ckiaaHo. 3a3Buyail fonomarae koHdirypaiis OpenVPN Ha Bukopucranus 443-ro
nopTry, 3amudpoBanuii Tpadik HA SKOMY HE IOBUHEH BUKIUKATH HI y KOTO HISIKUX
nino3p — Ha Heomy mnpairoe HTTPS. Ta 1 kpim Toro, OpenVPN, sik 1 HTTPS, Bu-
kopuctoBye SSL mmdpysanns, tomy Biapizautd HTTPS 1 OpenVPN Tpadik Ha
443-my nopty ayxe ckianHo. Ane SSL mmdpysanus B Open VPN tpoxu Bigpi3Hs-
€ThCS BiJl TOTO, 1110 BUukopuctoByeThbesi B HTTPS, 1 Tomy npuctpoi DPI 3moxyTh
BUSIBUTH 110 PI3HULIIO. Y TaKOMY pasl 3aCTOCOBYIOTh YTWIITY obfsproxy. Xoua 1 po-
3po0JISIEThCS 111 YTUJIITA KOMaHA010 Tor, BOHa € He3aJIeKHUM MPOTYKTOM 1 JIETKO
KoH(DirypyeTbes aisa Bukopuctanus pazoM 3 OpenVPN. Ilpunmun aii ocTaHHBOT
YTWIITH NOJISTa€e B 00epTaHHl Tpadiky B HOBUH 11ap, Hanpukiaja B 38uyaiini HTTP
naketd. Takum yunoMm, OpenVPN-Tpadik Moxke CHOKIHHO MPOUTH HETIOMIYEHUM

noB3 npoBaiaepa (puc. 5.1).

. . (0] enVVPN Server Obfsproxy Server
KiHueBi KopucTyBay ISP DPI i Firewall P P

OpenVPN-Tpadik iHkancynsboBaHuit Obfsproxy -
OpenVPN - Tpaoik 2

Pucynox 5.1 — Cxema npoxoxeHHs iHKancyiaroBanoro OpenVPN-tpadiky


https://xakep.ru/wp-content/uploads/2014/12/obfsproxy.png
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Axne GyBatoTh npuctpoi DPI, siki MOXyTh BUABHUTH 1 Takuil Tpadik. Y Takomy
pazi OpenVPN-1padik nponyckaerbcs uepe3 SSL-TyHenb. JlonatkoBuil map mmud-
pyBaHHA HE 03BoHTH Hisitkomy DPI moGpatucs no OpenVPN-tpadiky i, Biamo-
BITHO, MeTeKTyBaTH oro. J{ns migHsaTTss SSL-TyHens: BUKOPUCTOBY€EThCS yTHIIITA
stunnel. Takwuii criocib Mae oMH MIHYC — 13-3a JOAATKOBOIO IIapy IIH(pPYyBaHHS

IIBUKICTH Mepeadi 3HUKYEThCS.
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BUCHOBKHA

B numiomHil poOoTi po3riisaanocs muTaHHs e()eKTUBHOCTI 3aCTOCYBaHHS Te-
xHosorii Deep Packet Inspection. B mepmomy po3ain Oynu mpoaHaiizoBaHi Mexa-
HI3MH aHOHIMHOCTI B Mepeki [HTepHEeT, K1 akTyalibHI Ha JaHUW MOMEHT, JJISI TOTO
1100 PO3YyMITH 3 UMM MOKHA Oy/ie 3ITKHYTHCS TIPU BIPOBAIKEHH1 TEXHOJIOTIT TN~
OOKOTro aHami3y MakeTiB. Y KOXKHOIO 13 MpoaHaIi30BaHUX MEXaHi3MIB € CBOI mepe-
Baru Ta HEJIOJIKH, a MpoOjaeMa aHOHIMHOCTI 3BOJIUTHCS O BUOOPY MK OBepJieH-
HUMHU (overlay) Mepexamu Ta ACIEHTpalli3alli€lo 13 3aCTOCyBaHHAM Kpunrorpadii B
000X BHUMaJKaX. 3aCTOCYBAaHHS JICIICHTPATI30BaHUX MEXaHI3MIB JIa€ 3MOTY MOBHi-
CTIO JIIKBIIyBAaTH CEPBEPHY YACTUHY, a JJIsI TOr0, 00 «3J1aMaTh» MEpexy i JemMac-
KyBaTH JlaHi, TOTPIOHO CKOPHUCTATHCSI TEXHOJIOTIAMHM aHalizy Tpadiky, 30Kpema
Deep Packet Inspection.

HesBaxkarouu Ha Te, 1110 HUHI ICHY€E JIOCTaTHHO CHOCOOIB 3AJIUIIATUCS aHOHI-
MHUM B [HTEpHET-Mepexki, MOCATHEHHS a0COJIOTHOI aHOHIMHOCTI HEMOKJIUBE —
MPAKTUYHO y OyAb-sKii CUTYaIlli MOKHA J10paTH TEXHIYH1 3aco0u s 11eHTUDiKa-
11i KOpUcTyBayda, 00 €IMHOIO MEPEIIKOI0I0 JIJISl I[HOTO € MaTepialibHI pecypcH 1 4ac.

BapiantiB Bukopucrtanus DPI myxe 6araTo, MOXIHBO peasnizyBatu Oyab-sKi
171€1 1 3a7a41 BITHOCHO MepexeBoro Tpadiky, Iie 1€ pa3 MiATBEepKye OararorpaH-
HicTh TexHoJorii DPI 1 akTyanbHICTh i1 BOpOBaKEHHS.

Texnonoris DPI — noTyxHuii iHCTpyMEHT B aCOPTUMEHTI 3ac001B 3a0e3me-
yeHHs [T-Oe3nexu, sikuil 103BOJIsI€ BUABIIATH 1 OJIOKYBATH IIKIUTUBUH Tpadik B cH-
cremax ynpasiinas 1 SCADA-cucremax. AnapatHo-TIporpaMHUI KOMILJIEKC 3aXH-
cty Hirschmann EAGLE Tofino. EAGLE Tofino 3qaTHuii npoBoauTH TIUOOKHIA
anami3 outbi Hixk 50 mpomucnoBux npotokoiiB (PROFINET, MOK 61850, DNP Tta
iH.), anamizyBatu Tpadik Modbus TCP i OPC-cepBepa/kiienta, OyayBatu VPN-
TyHEN.

Takoxk, B TMIUIOMHIN poOOTI MPEICTBIICHA CIIPOITIEHA aHATITHYHA Ta MaTeMa-
tryHa Moieni cucteM DPI Ta pesynbpTaTl po3paxyHKiB Ha OCHOBI SIKMX MOYKHA CTBE-

PIDKYBaTH, 110 MU 301IbIIEHH] IHTEHCUBHOCTI BX1IHUX MOTOKIB 3pOCTAE 3arajibHUN
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Yac NI BU3HAYCHHS MOITHKY I KOXKHOTO MOTOKY MakeTiB. OTpumaHa cepeaHs
3atpumka cucteMu DPI (1,2 mc 6e3 mikoBoro 3aBaHTaXeHHS, 22,8 MC 3 MIKOBUM
3aBaHTAXCHHSAM) J03BOJISIE 3aCTOCOBYBATH TexHoJoTit0 DPI s ayTnmBoro mo 3a-
TPUMOK TpadikKy.

[Ipote npu nMiKOBOMY 3aBaHTa)XEHH1 CUCTeMa MoKa3alia He3aI0BIIbLHY 3aTpH-
MKy, piBHY 260 Mc. 3 ypaxyBaHHSM TOTO, III0 3aTPUMKa Mepeadi MakeTy B MEpexi
CKJIQJIa€ThCsI 3 Yacy Ha IMOJ0JIaHHS BIACTaH1, yacy Ha 0OpoOKy IMaKeTiB MapIIpyTH-
3atopamu, komyTatopamu 1 ABox cucteM DPI (y Mepexi onepaTopa, sIkuii moctayae
Tpadik, 1 B MEpEXi IHIIOTO OomepaTopa, IKuil ek Tpadik npuitmac). s Bucokona-
BAHTEKEHUX CHUCTEM IMOTPIOHO MpoBOAUTH ab0 MaciITadyBaHHS 00JIaHAHHS a00
ONTHUMI3alI0 TpadiKy.

Takox, po3riisiHyTe MUTaHHS METOAIB 00X01y O10KyBaHb cucteMoro DPI, siki
e akTyanbHl Ha nanui yac, OpenVPN-Tpadik nmpoxoautb o0dyckairyiro Ta mpo-
nyckaeTbes uepe3 SSL-tyHens. JlogaTkoBuii map mudpyBaHHs He 103BOIUTH DPI
nooparucs 10 OpenVPN-Tpadiky 1, BIAMOBIAHO, IETEKTyBaTH Horo. Takuii crocid
Ma€ OJMH MIHYC — 13-3a JIOJATKOBOTO IIapy MmudpyBaHHS IMIBUAKICTH Iepenadi
3HIDKYETBCSI.

Xoua cucremy DPI Mox1uBO 001iTH, ajie BAXKJIMBO YCBIJIOMHTH, 1110 aHOHIM-
HICTb BIIMPAETHCS B 3aCO0M: MaTepialibHI PECYPCH 1 Yac, sIKI MOXKYTh OyTH 3aTpayeHl1
Ha X KOMIIPOMETAIIi10, TOMY Kpalle JaHy TeXHOJIOT1I0 PO3IJISIaTH 31 CTOPOHH 3aXU-
CTy MepekeBoro Tpadiky 1 OJOKyBaHHIO 3a00pOHEHUX PECYPCIB, a HIXK SIK i1 00X0-
mutu. 3a TexHojoriero DPI MaiiOyTHe, Tak SK MUTaHHS AOTPUMAaHHS aBTOPCHKHUX

npaB, MUTaHHS NPOTHU/IIT KiOep3iounHaM Ha0yBalOTh 3HAYYIIIOCTI B Y KpaiHi.
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