MIHICTEPCTBO OCBITH I HAYKI/IVYKPATHI/I
OAECBKNHN JEPX)KABHNHN EKOJIOI'TYHMA YHIBEPCUTET

[HCTUTYT MICAAAUIUIOMHO] OCBITH

Kpauaigikauiiina podora 6akajiaBpa

HaTeMy:  TecTyBaHHS Ha IPOHUKHEHHS Ta Ypa3JIMBOCTI IH(YOpMaLIiHOT
cucremu OJIEKY

BukoHaB cTyneHT rpynu KH-5
cnenianbHOCTi 122 KoM’ 1oTepHi HAYKH
Emin3zane Typaua 3axix oram

KepiBauk CT. BUKJIA/1a4
Boxmennena T.b.

Koncynbsrant n.¢., KoUEeHT
byyuncska I.B.

PenieH3eHT KaHI.TE€XH.HAYK., IOUEHT
Ilepeaurin b.B.

Oneca 2023



3MICT
TepMiHU, CKOPOUECHHS TA YMOBHI TIOBHAKH ....cuveerveesrensreasreesseessessnnesssessseesseesseesseenns 5
27 1Y | SO PP 7
1 Onuc MeTo0JI0TiT TeCTYBaHHS IPOHUKHEHHS B MEPEIK] THTEPHET .vvvvvvvvesivvennne 9
1.1 Xapakrepuctuka crnoco0iB BeO-TECTYBAHHS HA MPOHUKHEHHS .......oovvvenveenne. 10
1.2 XapakTepuCTHKA MIAXOTY 1O TECTYBAHHS ..vvveerrvreessirreesssreessssreeessssesssseessnnns 11
2 AHaJli3 TUMIB TECTYBAHHS HA TIPOHUKHEHHS «...vvvevvveeireesireesnneesneeesnneesnneesneesneens 20
2.1 Onmuc aBTOMAaTH30BAHOTO TA PYYHOTO MEHTECTYBAHHS «....vvveearreeesnreeesnnneens 21
2.2 OTHC ITEH TIPH PENLESTE 1evevvririiriiiesiiteeessiteeesstineessreesssbeeessseesssssesssssseessnsneeens 22
2.3 OTHC BUTIB PEN LESTINE ..vvevviiiiiiiieieiesiiesiiesire st ieesiee e reen e e e e snneas 23

3 Omnuc erarniB TECTYBaHHs Ha MPOHUKHEHHS Ta YPa3IMBOCTI 1HPOPMAIIIITHOT

CHICTEMU 1.ttt uteeeuteeeteeesteeessteesabe e et e e ket e b e e e e bt e e ea ke e e a b e e e be e e eab e e amb e e e mb e e anbeeenbneennneennnee s 27
127 (033 (0):3:4 % (PO PP OUR PR PPP 47
[TepemiK TIKEPEIT TIOCHITAHHST «.vveevvveeessrreesssseessssresesssssessnsseessssssssssesssssssnsssssesssssseenns 50
Nonatok A Bukonanus komanau wpscan --url https://odeku.edu.ua/ -e u......... 52
Honarok b Bukonanus komanau wpscan --url https://odeku.edu.ua/ -e p.......... 54

Honarok B Buxonanus Module options (auxiliary/scanner/portscan/tcp).......... 57



TEPMIHH, CKOPOYEHHSA TA YMOBHI 1I0O3HAKH

bpanamayep (a6o Firewall) — 11e nmporpamHuii KOMIUIEKC, SKUH CITYKUTb TS
3aXUCTY KOMII I0Tepa BiJ] 37I0My XaKepaMH, a TAaKOK BCUISKUX BIPYCIiB 1 «TPOSIHIBY.

BpaznuBicTh — 11€ TEpMIHOJIOT1A, sIKa BUKOPUCTOBYETHCS JJIsl BUSBIICHHS He-
JOJTIKIB Y CUCTEMI, SIKI MOKYTh Hapa)kaTH CUCTEMY Ha 3arpo3u Oe3Ieli.

[Tpuxnanuuit mporpamuuii inTepdeiic (iHTepdelic mporpaMmyBaHHs 3aCTOCY-
HKiB, 1HTepdelc mpuKkiIagHoro nmporpamyBanHus, API) — HaGip BU3HAYEHB MiAM-
porpaM, MPOTOKOJIB B3a€MO/IIi Ta 3acO0IB JJIsl CTBOPEHHS MPOrpaMHOro 3ade3mne-
YEHHS.

CepBep (aHri. server — «CIIy’KKa», BIJ] aHTJI. tO serve — CIY>KUTH, MHOX.
CepBEPH) — Y KOMIT'FOTEPHIN TEPMIHOJIOIT TEPMIH MOXKE CTOCYBaTUCS OKPEMOTO
KOMIT'FOTEpa YU MPOTPAMH.

Cucrema BUABIICHHS aTak (BTOPTHEHb) — MpOrpaMHuii abo amapaTHui 3acio,
MPU3HAYEHUH JJI BUSABJICHHS (DaKTiB HECAaHKIIIOHOBAHOTO JOCTYITY B KOMIT FOTEPHY
cucteMy abo Mepexy abo HECAHKI[IOHOBAHOTO YIPABIIHHA HUMHU B OCHOBHOMY
yepes [HTepHer.

TectyBanbauk — 1e IT-daxiBernp, kil 3aiiMa€eThCs TECTYBaHHSIM MIPOTpam-
HOTO 3a0€3MeUeHHS, BUSIBJICHHSIM Ta YCYHEHHSAM IMOMUJIOK y IPOTPaMHOMY KOJII.

CMS (Content Management System) — 1ie cucteMa KepyBaHHS BMICTOM caii-
Ty, Ha nipodeciitnomy xkaproni CMS 111e Ha3UBaIOTh «JIBUTYH CAUTY.

DevSecOps — 11e MeToauka iHTerpaltii npuHIKMIIB O0e3MeKn B KOHBEHep 0e3-
MepepBHOI 1HTETpallii, 0e3nepepBHOT MOCTABKU Ta OE3MEPEPBHOTO PO3BEPTAHHSI.

DNS — 1ie po3noaisiena 6a3a JaHUX JOBOJII TPOCTOI CTPYKTYPH.

Pentest — 1ie Tecr, sikuii 30cepeKYEThCSI BUKITIOYHO Ha BeO-T0/1aTKy, a HE Ha
BCIi MEepeXi Y1 KOMITaHii.

SQL — me mianoroBa MOBa MporpamMyBaHHS JJIsl 3A1MCHEHHS 3aIUTY 1 BHe-

CEHHS 3MIH J10 0a31 JJaHUX, a TAKOXK KEpyBaHHs 0a3amu JaHUX.
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WAPT (Web Application Performance Testing) € 3aco6om 1y1si TeCTyBaHHS

IPOAYKTUBHOCTI, HABAHTAXKEHHS Ta CTPECOBOTO TECTyBaHHS BEOCANTIB 1 IHTEPHET
JOAATKIB 3 BeOiHTEpdeHCcCoM.
XSS («MiXcalTOBUI CKPUIITUHTY) — THUI BPa3INBOCTI IHTEPAKTUBHUX 1H(O-

pMaIiitHUX cucTeM y BeOi.

API — Application Programming Interface.

CMS — Content Management System.

DNS — Domain Name System.

ERP — Enterprise Resource Planning.

IDS — Intrusion Detection System.

ISSAF — Information System Security Assessment Framework.

OSSTMM  — Open Source Security Testing Methodology Manual.
OWASP  — Open Web Application Security Project .
PCIDSS - Payment Card Industry Data Security Standard.

PTF — Pentration Testing Framework.
SQL — Structured query language.
WAPT — Web Application Performance Testing.

XSS — Cross Site Scripting.



BCTYII

Konu moBa 3axonuth mpo Oe3nexy, HalyacTille BUIUIMBAE CIOBO Bpa3iu-
BicTh. CriouaTKy HEOOX1HO po310paTUCs Ta MOSCHUTH PI3HUIIIO MIX BPa3JIUBICTIO
Ta TECTYBaHHSIM.

Mera kBamidikaiiifHoi poOoTu 0akajgaBpa IMOJSATae y BUABJICHHI MOTEHIIIN-
HUX CJIA0KHX MiCIlb, IOMUJIOK 200 MPOOJIEM B CHCTEMI, SIKI MOXYTh OyTH BUKOPHC-
TaH1 3JJOBMUCHUKAMH JJI 3JI0MY, HE3aKOHHOTO JTOCTYITy, BUTOKY JJaHUX 200 BHUKO-
HAHHA 1HIIUX [MKIJIABUX 1.

Bpa3nuBicTh — 11€ TEPMIHOJIOT1, sIKa BUKOPUCTOBYETHCA /1JIs1 BUSBIICHHS He-
JIOJIIKIB Yy CHUCTEMI, sIKI MOXKYTh Hapa)kKaTh CHUCTeMy Ha 3arpo3u Oesrmeri. CkaHy-
BaHHSI BPa3JIMBOCTEHN JO3BOJISIE KOPUCTYBAUEB1 3HANTH BIIOMI CIabKi MicCIlsl B TIPO-
rpaMi Ta BU3HA4Ya€ METOJIM BUIIPABIICHHS Ta IIIBUIICHHS 3arajibHO1 O€3MEKH Mpo-
rpamu. [1o cyTi, BiH 3’5ICOBYy€, YU BCTAHOBJIEHI MaT4l O€3MEKH, YN HAJICKHUM YH-
HOM HAJIAIITOBAHI CUCTEMHU JIJIA YCKIATHEHHS aTak.

Pentests 371e01IbI110T0 CUMYJIIOE CHCTEMHU B PEKHUMI PeabHOTO Yacy Ta JI0-
romMarae KOpHCTyBaueBi 3’ ICyBaTH, YA MOXKYTh JI0 CHCTEMH OTPUMATH JIOCTYT He-
aBTOPU30BaH1 KOPUCTYBaUl, SKIIO TaK, TO SIKY IIKOY MOXKHA 3aBJaTH, SKUM JaHUM
TOlO. TakuM YMHOM, CKaHYBaHHS BPAa3JIMBOCTEHM € METOAOM BHSBIICHHS, SKWAU
MPOTIOHY€E CIOCOOM BIOCKOHAJICHHS MporpaM O€3MeKu Ta rapaHTye, 10 BiJIOMI
cmabKi MICIIsl He 3 SIBJSITHCS 3HOBY, TO1 SIK TIepeBipKa pentest € METO0M MPEBEH-
TUBHOTO KOHTPOJIIO, SIKMH Ja€ 3arajbHE YSBJICHHS MPO ICHYIOUUM pIBEHb OE3MEKU
CHUCTEMU.

Xoua o0MABa METOAUM MAaIOTh CBOIO Ba)KJIMBICTD, L€ 3aJ€KaTHUME BIJ TOTO,
10 HACTIPaBi OYIKYETHCS B paMKaxX TeCTyBaHHS. TecTyBalbHUKAM, BKpail BayKJIH-
BO YITKO BU3HAYUTH METY TECTYBaHHS, MEPII HIK MPUCTYNATH 10 TECTyBaHHS.
SAKI0 49iTKO pOo3yMITH METY, MOKHA JTy’K€ 100pe BHU3HAYMTH, YU MOTPIOHO BHUKO-
HYBAaTU CKaHYBaHHs BPa3JIMBOCTEN 4M pentest.

BaxnuBicTh 1 He0OX1MHICTH TecTyBanHs Web App Pen:

— Pentest nonomarae BUSBUTH HEB1IOMI BPa3JIUBOCTI;



— JIoTIOMarae nepeBipuTy e(heKTUBHICTh 3arajibHOI MOJITUKUA OE3MEKH;

— JIONOMOTa B TECTYBaHHI BIAKPUTHUX KOMIIOHEHTIB, TAKUX SIK OpaHaMaye-

pu, Mappytuszaropu Ta DNS;

— JI03BOJIbTE€ KOpHCTyBayaM 3HAWTH HaWOLIbI Bpa3auBUN IUIAX, 4Yepe3

KWW MOYKHA 31MCHUTH aTaKy;
— JIoTIoMarae 3HalTH JIa3iBKH, SKi MOXKYTb MPU3BECTU 10 KPaaAi>KKU KOHPi-
JNIEHIIIMHUX TaHUX.

SIKIo moJMBUTECS HAa MOTOYHUM MONUT HA PUHKY, CHOCTEPIraeThCs Pi3Ke
3pOCTaHHS! BUKOPUCTAHHA MOOUIBHUX MPUCTPOIB, 110 CTAE TOJOBHUM MOTEHI[1AIOM
115t atak. Jloctym 10 BeOcaidTiB yepe3 MOOUTbHI Tele(OHU CXUIBHUN 10 OB Ya-
CTHX aTaK 1, 0T)Ke, KOMIIPOMETAIlil 1aHuX.

Takum 4MHOM, TecTyBaHHS Ha MPOHHKHEHHS CTa€ IYXKE BAXKIUBUM IS
CTBOpPEHHSI O€3MEeYHOI CHCTEMH, KO0 MOXYTh KOPUCTYBATHCS KOpPUCTyBaul, HE
00SYKCh 3]I0MY UM BTPATH JaHUX.

Jana kBamidikariiitna pobora OakamaBpa, ckiaagaerbes 3 120 cropinok, 14

PUCYHKIB Ta 5 pKepert MOCHIaHHs.
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1 OITUC METOJ0JOTI'Ti TECTYBAHHS NPOHUKHEHHS B ME-

PEXI IHTEPHET

Meromonoris — e He 10 iHIIe, K Hallp IHCTPYKIIH ramxy3i 0e3meKu o0
TOT0, SIK Ma€ MPOBOAUTHUCSA TECTyBaHHS. ICHYIOTh 1€kl 3arajJlbHONPUNHSATI Ta Bi-
JIOM1 METOJIOJIOTI Ta CTaHJApTH, SIKI MOKHA BUKOPHUCTOBYBATH Ul TECTYBaHHS,
aJie OCKUTbKM KOKHa BeO-TIporpaMa BUMara€ BUKOHAHHS PI3HUX THUIIIB TECTIB, TeC-
TYBaJIbBHUKH MOKYTh CTBOPIOBATH BJIACHI METOJ0JIOTII, IOCUJIAIOUNCh HAa CTaHaap-
TH, JOCTYIHI HA PUHKY.

Jlesiki 3 METOI0NIOT1H 1 CTaHAAPTIB TECTYBAaHHS O€3MEKu:

— OWASP (BiakpuTHil IpO€EKT O€3MeKN BEO-101aTKIB);

OSSTMM (mociOHUK 3 METOJ0JIOTii TEeCTyBaHHS O€3MEeKH 3 BIIKPUTUM

KOJIOM);

PTF (Pentration Testing Framework);

ISSAF (cucrema orinku 0e3nexu iHPOpMaIIHHUX CUCTEM);

PCI DSS (cranmapt 6e3meku 1aHux 1HAYCTPii IIATHKHUX KapTOK).

Hwxye HaBeneHO Aesiki ClieHapii TECTyBaHHS, sIKI MOXKHA MPOTECTYBAaTU B
paMKax TeCTyBaHHSI NPOHUKHEHHS BeO-aoaaTkiB (WAPT):

— MDKCAMTOBHI CIIEHAPI;

— SQL iH'exmis;

— MopylieHa aBTeHTU(]IKaIlisd Ta KepyBaHHS CEaHCAMH;

— HEJIIOJIIKY 3aBaHTaKCHHs (ailiiB;

— aTakKy Ha KelI-CepPBEPU;

— HenpaBWIbHA KOH]Iryparlisi 6e3meKu;

— miapoOKa MiXKCaUTOBOTO 3aIUTY;

— 3JIOM TapOJIiB.

TecTyBaJIbHUKM HE MOBUHHI CJIIIMO CTBOPIOBATH BIACHY METOJOJIOTIIO TECTY-
BaHHS Ha OCHOBI HaBEIIEHWX BUIIE 3araIbHOMPUUHATHX CTaHIApTiB. SIKIIO MOBa
Wje mpo TecTyBaHHS BeOCaWTy €JIEKTPOHHOT KOMEpIii Ha MPOHUKHEHHS, BUHUKAE

MUTaHHS, Y4 MO’KHA BUSBUTH BCl BPa3JIMBOCTI BeOCANTy €JIEKTPOHHOI KOMEpIIii 3a
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nomnoMoror 3BuvaiiHX MeToniB OWASP, takux sk XSS, Bnpoamkeras SQL
TOILIO.

OCKUIBKH €JIEeKTPOHHA KOMEPIIiS MPAIlfoe Ha 30BCIM 1HIIN m1aTgopmi Ta Te-
XHOJIOT11 MOPIBHSAHO 3 1HIIMMHU BeOcaittamu. /[t Toro, mob pentest s BeGcailTy
CJICKTPOHHOT KoMepilii Oysio e()EeKTUBHUM, TECTYBAIBHUKH TMOBHHHI PO3POOHTH
METO/I0JIOTII0, 110 MICTUTh TaKl HEJOJIKH, SIK KEpyBaHHS 3aMOBJIICHHSIMHU, KEpy-
BaHHS KyIIOHAMH Ta BUHArOpOJIaMu, 1HTErpallis MIaTi>KHOTO [UTI03Yy Ta 1HTEerparfis
CUCTEMU KEepyBaHHS BMICTOM.

Otxe, mepil HXK BU3HAUUTHUCS 3 METOOJIOTIEI0, YHEBHITHCA, Kl THUIU
BEOCAlTIB OUYIKY€EThCS ISl TECTYBaHHS Ta SIKI METOAM JOIOMOXXYTh 3HAWTH MakK-

CUMaJIbHYy BpPa3JIUBICTh.

1.1 XapakTepucTuka cnocodiB Be6-TeCTYBAHHS HA MPOHUKHEHHS

BeO-miporpamu MOXHa MEpEBIPUTH HA MPOHUKHEHHA JBOMA CIIOCOOAMH.
TecTu MOXyTh OyTH PO3pOOIICHI JIJIs iIMiTallii BHYTPIIITHBOT 200 30BHINIHBOT aTaKH.

[To-mepiie, BHyTpillIHE TECTYBAaHHS Ha MPOHUKHEHHS. SIK BUILTUBaE 3 HAa3BH,
BHYTPIIIIHE pentest BUKOHYEThCSI B OpraHizallli uepes3 JoKajIbHy MEpexy, OTKe, BO-
HO BKJIIOYA€ TECTyBaHHS BeO-710/1aTKiB, PO3MIIIEHUX B iHTpamepexi. [le qomoma-
rae 3’sCyBaTH, Y4 MOXYTb ICHYBaTH BPa3JIMBOCTI B KOPIIOPATUBHOMY OpaHamMayepi.
JloriyHo BBa)KaTH, 110 aTaKU MOXKYTh B1IOyBaTHUCS JIMIIIE 330BHI, 1 YaCTO BHYTPIIII-
HIi pentest He MOMIYa€eThCA a00 HE HAJAETHCS BEJIMKOTO 3HAYEHHS.

B ocHOBHOMY 11€ BKJItOUa€ B ceO€ 3JIOBMHUCHI aTaKu HE3aJI0BOJICHUX CITIBPO-
OITHUKIB 200 TIAPSAHUKIB, SIK1 O 3BUTBHUIIUCS, aJie 3HAIOTH PO BHYTPIIIHIO MOJIi-
TUKY O€3IMEKH Ta MapoJil, aTaKh COI[abHOI 1HXKEHEpii, CUMYJIALII0 (PIIIMHTOBUX
aTak 1 aTaki 3 BUKOPUCTAHHSIM MPHUBLIEIB KOPUCTyBada ab0 HEMPABUWILHOTO BUKO-
pUCTaHHA PO30JOKOBAHOTO TepMiHalLy. TecTyBaHHS B OCHOBHOMY BUKOHY€ETHCS
HUIIXOM JOCTYIY JIO CepeoBUIlla 0€3 HAIEKHUX O0MIKOBUX JTaHUX 1 1eHTU(IKAI].

[To-npyre, 30BHIIIHE TeCTyBaHHS Ha MpOoHUKHEHHS. Lle aTtaku, siki 3a1HCHIO-

I0OThCS1 330BHI OpraHi3allii Ta BKJIIFOYalOTh TECTYBaHHS BE0-70/1aTKIB, PO3MIIIIEHUX B



11

mepexi [nrepueri. Tectepu NOBOAATHCS K XaKepH, K1 Majio 3HAIOTh MPO BHYTPI-
IIHIO CHCTEMY.

Jlns imiTamii Takux aTtak TecTyBaJlbHMKaM HajaeTbes [P-aapeca miboBoi
CHUCTEMHU Ta HE HANa€ThCs >KOAHA iHIIA iH(popMalii. BoHn moBuHHI 3/1iCHIOBATH
MOITYK 1 CKaHYBaHHS 3arajbHOJOCTYITHUX BEO-CTOPIHOK 1 3HAXOJUTH HAIIy 1H)O-
pMallito Ipo IiIb0BI XOCTH, a MTOTIM CKOMIIPOMETYBATH 3HaiieH1 XO0CcTH. B 0cHOB-

HOMY I BKJIFOYA€E TECTyBaHHS cepBepiB, Opanamayepis Ta IDS.
1.2 XapakTepuCcTHKA MiIX0Ay 10 TeCTYBAHHS
Tectepu pentest IMITYIOTh aTaKd MOTUBOBAHUX CYNMPOTHUBHUKIB. J[JIs 1IbOTO

BOHM 3a3BUYal AOTPUMYIOTLCA ILJIAHY, SIKUM BKJTFOYA€ TaKl KpPOKH, SK:

— reconnaissance (po3BiJiKa);

scanning (CKaHyBaHHS);

— gaining access (OTpUMaHHS JOCTYIY);

— maintaining access (MATPUMAaHHS TOCTYIIY).

Ha nepmiomy kpoti “po3Biaka”, 30MpaeThcsi sikoMora Ouibine iHpopmarlii
Ipo LIb 13 MyOJIYHUX 1 MPUBATHUX JKEPEIl, 100 BU3HAYMTH CTPATETi0 aTaKu.
Jlxepena BKJIIOYAIOTHh MOIIYK B [HTEpHETI, momryk iHGopMaIlii Mpo peecTpariiio
JIOMEHY, COIliaJbHYy 1HXKEHEPIil0, HEHAB SI3JIMBE CKAaHYBaHHS MEPEXXi Ta 1HOJI1 HaBITh
3aHypeHHs y CMITHUK. L5 iHpopMaliist Joromarae TecTyBajbHUKaM pentest BU3Ha-
YUTHU MMOBEPXHIO aTaKy LIl Ta MOXJIMBI Bpa3auBOCTi. Po3BigKa MOKe 3MIHIOBATH-
Csl B 3QJIKHOCTI BiJl 0OCATY Ta IIJIeH TECTy mepa; e Moke OyTH Tak camo MpOCTo,
K TeJie(OHHUI M3BIHOK, 00 03HAHOMUTHCS 3 (DYHKIIISIMU CUCTEMHU.

Tectepu, Ha Kpoii “ckaHyBaHHs~ pentest BUKOPUCTOBYIOTh 1HCTPYMEHTHU
JUTS TIEPEBIPKH IIJTLOBOTO BEOCANUTY UM CUCTEMH Ha HASsIBHICTH CIIA0KHX MICITh, 30-
KpeMa BIIKPUTHUX CITY»KO, mpobiieM i3 6e3meKoro J0JaTKIB 1 Bpa3IMBOCTEH 13 BIJK-
putuM KojoMm. Tectepu pentest BAKOPUCTOBYIOTh P13HI IHCTPYMEHTH Ha OCHOBI TO-

T0, III0 BOHU 3HAXO/ISTH IMiJ1 Yac PO3BIIKU Ta MiJ] 9ac TECTY.
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Ha kpori “orpuMmanHs 10CTymy”’, MOTHBALlSl 3IOBMUCHUKA MOX€E BKIIIOUATH
KPaJKKY, 3MiHYy a00 BUJAJICHHS JaHHX; IEPEMIIIEHHS KOIITIB; 400 MPOCTO 3aBAa€e
mKoau penyramii komnanii. [1[o0 BUKOHATH KOXKEH TECTOBHM MPUKIIAJ, TECTEPU
nepa BU3HAYAIOTh HAWKpalll IHCTPYMEHTH Ta METOAM JI OTPUMAaHHS JOCTYIY 10
CHUCTEeMHM Yepe3 ciiabKil Miclis, Taki sk BapoBapkeHHs SQL, abo depes mikiyiMBe
IporpaMHe 3a0e3MNeUeHHs, COIlabHYy 1HKEHEPII0 UM II0Ch 1HIIIE.

[Ticas Toro, sik TecTepu pentest OTPUMAIOTh AOCTYII JI0 L1, IX CHMYJIbOBaHa
aTaka Mae 3aJUIIaTHCS Ha 3B’SI3Ky JOCTATHBHO JOBTO, 100 MOCSATTH CBOIX IIiIeH
II0JI0 BUKpPAJaHHS JaHUX, iX Moaudikaiii ado 37I0BXKUBaHHA (PYHKI[1OHAIBHICTIO.
M51eThest TIpO IEMOHCTPALIiFO TIOTEHITHOTO BILIMBY, 1I¢ BiIOYBA€ThCS BXKE HA UeT-
BEPTOMY KPOIIl “HNIATPUMAHHS TOCTYyMIy .

[Tigxin no TectyBanus Web Pen, MoxkHa TpoBOAUTH B 3 eTamu:

— (a3a rianyBaHHS (TIEpe] TECTYBaHHSIM);

— araku/(a3a BUKOHaHHS (I11]] YaC TECTYBaHHS);

— (a3a micas BUKOHAHHS (IT1CIIsI TECTyBaHH).

[lepen mouaTkoM TecTyBaHHs OakaHO crutaHyBatu ((aza raaHyBaHHS), SIKi
TUTIU TECTYBaHHSA OyAyTh MPOBOAMTHUCA, K TECTyBaHHS Oy/le BUKOHYBATHCS, BH-
3HAYWTH, YU TOTPIOCH JOJATKOBUN JOCTYII IO IHCTPYMEHTIB JIJIsi KOHTPOJIIO SIKOCTI
TOILIO.

Busznauenns o6csry — 1ie Te came, 10 i QyHKI[IOHAJIbHE TECTYBaHHSI, /1€ BU-
3HAYa€ThCS 0OCST TECTYBAaHHS NEpe]] MOYaTKOM TECTyBaHHS.

JlocTynHICTh JOKYMEHTaLIi JJIsl TECTYBAJIBHUKIB — CJI1J] IEPEKOHANUTHUCS, 1O
TECTYBAJIbHUKUA MAIOTh yCl1 HEOOX1/IHI JOKYMEHTH, IK-OT JOKYMEHTH 3 J€TalbHUM
ONMKMCOM Be0-apXiTeKTypH, TOUOK IHTerpallii, iHTerpaiii Be0-cepsiciB Toio. Tectep
NMOBUHEH 3HaTH OCHOBHU npoTokoay HTTP/HTTPS 1 3HaTu npo apXiTekTypy BeO-
nporpamu Ta Tpadik METOIN MEePEXOIIICHHS.

Hami, ciig nepedty 1o BU3HAYEHHsS KpuTepliB ycnixy. Ha Biaminy Bia QpyH-
KI[IOHAJILHUX TECTIB, JIE MOKHA OTPUMATH OYIKyBaHI pPe3yJbTaTh HA OCHOBI BUMOT
KOpPHUCTYyBada/(PyHKI[IOHATHPHIUX BUMOT, pentest mpaiftoe 3a iH1ow moaemno. [1ot-

p10OHO BU3HAUMUTHU Ta 3aTBEPAUTH KpUTEPIi YCHIITHOCTI a00 KPUTEPIii MPOXOHKEHHS
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tecty. [lepernsa pe3ynapTaTiB MONEPETHHOTO TECTYBaHHsA. SIKIO MOmepenHe Tec-
TyBaHHS KOJM-HEOYb MTPOBOAMIIOCS, BAPTO MEPETIISIHYTH PEe3yIbTaTH TECTYBAaHHS,
1100 3p03yMITH, SIKI BPA3JIMBOCTI ICHYBJIM B MUHYJIOMY Ta SIKi1 3aXOJH OYyJIU BXKHUTI
s yeyHeHHs. Lle 3aBxau gae kpaiie ysBlI€HHS Mpo TecTepiB. Po3yMiHHS HaBKO-
JUIIHBOTO CEPEeIOBUIIA — TECTYBaJIbHUKH MOBUHHI OTPUMATH 3HAHHS MPO HABKO-
JIMIITHE CEPEIOBUIIE Mepes] MoYaTkoM TecTyBaHHs. Lleil kpok moBUHEH 3a0e3mneyun-
TU iM po3yMiHHS OpaHamayepiB a0o0 1HIIMX MPOTOKOMIB O€3MeKd, SKi HeOOX1THO
BUMKHYTH JIJI BAKOHAHHS TecTyBaHHs. [lepernsnayi, siki miuisiraloTh TECTYBaHHIO,
MarTh OyTH MEPETBOPEHI Ha MIaTGopMy IS aTaku, 3a3BUYall 1€ pOOUTHCS M-
XOM 3MIHU ITPOKCI-CEPBEPIB.

Ha erami araku/ca3a BUKOHAaHHS, TECTyBaHHS BEO-NIPOHUKHEHHS MOXXHA
IPOBOJUTH 3 OYJIb-IKOTO MICI[Sl, BpaXOBYIOUM TOW (DAKT, 110 IHTEPHET-NPOBAKAED
HE TTOBMHEH HAaKJIaJaTH OOMEXKEHb Ha MOPTHU Ta MOCIYTrH. 3abe3neuTe BUKOHAHHS
TECTy 3 PI3HUMHU POJSIMU KOPHUCTYBauiB — TECTYBAJIbHUKW MOBUHHI 3a0€3MEUUTH
BUKOHAHHS TECTIB 3 KOPUCTYBAa4aMH 3 PI3HUMHU POJISIMHU, OCKLIIBKH CHCTEMA MOXKE
MOBOJIUTHUCS TTO-PI3HOMY I[0/I0 KOPUCTYBAUIB 3 PI3HUMH MPUBLICSIMH.

OGi13HaHICTh TIPO T€, SIK MOBOAUTHUCS 3 TTOCTEKCIUTyararlieto. 1106 moBimomMu-
TH TIPO OYJIb-KYy EKCIUTyaTallll0, TeCTyBaJIbHUKHA MMOBUHHI TOTPUMYBATUCS KPHUTE-
piiB ycmixy, BU3HaueHUX y pamkax ¢dasu 1. Bonu Takox MoBHHHI JOTPUMYBATHUCS
BHU3HAYEHOTO MPOIIECY 3BITYBAHHS PO BPA3IMBOCTI, BUSBJIECHI 1] 4aC TECTyBaHHS.
Ha oMy erami TecTyBaJIbHUK 3/1€OLTBIIOTO 3’ ICOBYE, 110 MOTPIOHO 3pOOUTH TTic-
JIs1 TOTO, SIK BOHH BHSIBIJIH, 110 CHCTEMY 3J1aMaHoO.

['eneparris 3BITIB Mpo TeCTyBaHHS. byab-sike TeCTyBaHHs 0€3 HaJIEXKHOI 3Bi-
THOCTI MaJIo JIOTIOMarae opraHisailii, Te * caMe CTOCY€TbCS TeCTyBaHHs Ha MPOHH-
KHEHHs1 BeO-moaatkiB. [1[06 3a0e3neunTy HaIe)KHUM AOCTYI 10 PE3yJIbTaTiB Tec-
TyBaHHS BCIM 3aI[IKaBJICHUM CTOPOHAM, TeCTyBaJIbHUKH MMOBUHHI CTBOPIOBATH Ha-
JISKHI 3BITH 3 JOKJIATHOIO 1H(OpMAIli€ro PO 3HANIEH1 BPa3IMBOCTI, METOI0JIOTIIO,

BUKOPHUCTAHY JIJIsl TECTYBaHHS, CEPUO3HICTD 1 MiCIle BUsBIIEHHA MTpobaemu (puc.l).
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Pucynok 1 — Kpoku nmns tecryBanus npoHukHeHHss WEB-nonatkis

da3a micis BUKOHAHHS, HA IIbOMY €Talll IMiCJIsl TOTo, SIK TeCTyBaHHS Oyjie 3a-
BEpIICHO, a 3BITH MPO TECTYBaHHs OyAyTh HAJICIaHI BCIM 3allIKaBIEHUM Tpymam,
yC1 TOBUHHI1 OMPAIIOBATH HACTYIHHUM CIIHCOK:

— 3ampOIIOHYWTE BUIPABICHHS — pentesting HE Mae 3aBEpIIyBATUCS JIHIIE
BUSIBJICHHSIM BpasiuBOCTeil (3allikaBjieHa KOMaHJa, BKJIIOYAIOYM YJIeHA
QA, moBWHHA TIEPETIITHYTH BUCHOBKH, TIOBIJOMJICHI TECTYBAIbHUKAMH,
MOTIM OOTOBOPUTH BUIIPABIICHHS);

— TOBTOPHE TECTYBAHHS BPA3JIMBOCTEH — ITICIISI TOTO, SIK BUIIPABJICHHS BH-
KOHAHO Ta peaji30BaHO, TeCTyBaJIbHUKHA NOBUHHI MPOBECTH ITOBTOPHE Te-
CTYBaHHS, 00 MEPEKOHATHUCS, [0 BUMPABIICHI BPA3JIMBOCTI HE 3’ IBUIIHCS
ITi]] 9ac MOBTOPHOTO TECTyBaHHS;

— OYMIIICHHS — Yy paMKax pentest TeCTyBaJbHUKH BHOCSATH 3MiHH JIO HaJjalll-
TyBaHb TPOKCI-CEPBEpPa, TOMY CJIiJI BUKOHATH OYHUIICHHS Ta TOBEPHYTHU

BCI1 3MIHH.
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1.3 XapakTepucTuka HaWnmomyJsIpHil iHCTPYyMEHTH TeCTyBaHHSl Ha

NMPOHUKHCHHSA

Ockinpky aBTOMaTHU3allis 3a0e3Meuye MBHIKICTh, YHUKAE MOMIJIOK JTIOJUHH
BpPYYHY, Uy/10B€ MOKPUTTS Ta KIJbKa 1HIIUX IEpeBar, aje, [0 CTOCY€EThCs pentest,
BIH BUMArae€ BiJl MPOBEAECHHS II€BHOIO PYYHOI'O TECTyBaHHs. TeCTyBaHHS BPYUHY
JOTIOMAarae 3HauTH BPas3JIMBOCTI, OB’ s3aH1 3 013HEC-JIOTIKOTO, 1 3MEHIITUTH TTOMUJI-
KOBI CIpanboByBaHHs [1].

[HCTpyMEHTH CXWIIbHI J1JaBaTH OaraTo XMOHHMX CIIpallbOBYBaHb, TOMY HOTpI-
OHe pydHE BTpy4YaHHsI, I[00 BU3HAYUTH, UM € BOHU CIPABKHBOIO BPA3JIHUBICTIO.

[HCTpyMeHTH TecTyBaHHS Be0-10aTKIB Ha MPOHUKHEHHS € Ba)KJIMBOIO Yac-
TUHOIO cTpaterii 0e3neku Oyab-sKoi opranizamli. Ll IHCTpyMEHTH IMITYIOTh aTaku
Ha Be0-70/1aTOK, IT0O BUSABUTH BPA3JIMBI MICIIS Ta OI[IHUTU €()EKTUBHICTh 3aXUCTY
nporpamu. Huskue mpeacTaBiieHI HaWNOMyJSPHIII 1HCTPYMEHTH HPOHUKHEHHS,

K1 CbOTOJIHI BUKOPUCTOBYIOThLCSA JIJIs1 B€O-/10J1aTKIB y raiysi (puc.2)

@ sqimap* (.\ D) Nessus

o :if Ilgﬂ
JL\CRACK-NG ift

BURPSUITE

Pucynox 2 — HalimonynspHiIii iHCTpYMEHTH JIJ1s1 TECTYBaHHS HA ~ TTPOHMUK-

HCHHA

John the Ripper — nonynsipHuii iHCTPYMEHT AJIsl TECTYBaHHS Ha MPOHUKHECH-
Hs. Mloro MOXHAa BUKOPUCTOBYBATH Ul aTaK Ha MapoJIi 3a JOTIOMOTOI0 CIIOBHUKA,
a TaKOX JUIA aTak METoJIOM Tpy0Ooi cwiu. Bin mpairoe, 6epydn TeKCToBUl (haii,

1[0 MICTUTh IMEHa KOPUCTYBauiB 1 MapoJii, a MOTIM 3allyCKae aTaky Ha KOXKEH 13
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HuX. [IoTiM BiH MOBIAOMIISIE TECTYBAIBHUKY, YU 3HAWJEHO MAPOJb UM Hi, 1 CKITIBKU
pa3iB BiH HaMaraBcs HOTO 371aMaTH.

SQLmap — e IHCTpyMEHT JJIsl TECTYBaHHS Ha IPOHUKHEHHS, SIKUH JI0IoMa-
rae BukonyBatu ataku SQL-in’exii. Lle iHCTpyMeHT Ha OCHOBI KOMaHAHOTO Psi-
Ka, KU aBTOMAaTW3y€ MPOIEC BUSBICHHS Ta BUKOPUCTAHHS HenoNiKiB SQL-
iH’ €Kil 1 po3poGiIeHnii K MBHAKKH, e)eKTUBHUIA i Ge3komToBHuiL. Moro MoxHa
BUKOPHUCTOBYBATH MPOTH OyAb-IKOTO TUIY Bpa3nuBocTi SQL-iH’eKIii, BKIIOYat0-
Yy CJIIY 1H €KIIIO Ta 1H €KIIIF0 Ha OCHOBI MOMIJIOK. 3a JIOTIOMOTI0r0 sqlmap MoKHa
NepeBIpsITH, UM € y BeOcaiTax Bpa3IuBICTh.

ko BeOcaT BpaznuBuil 1o SQL-1H'eKI11iT, MOXKIUBE:

— oTpuMaHHs iH(opMalii 3 6a3u JaHUX, Y TOMY YUCIi Jamil (BCio) 0azy

JaHUX;

— 3MiHa Ta BUAAICHHS 1HPOpMallito 3 0a3u JaHuX;

— 3anutTa et (6exaop) Ha Bebcepnep.

OnuH 13 crieHapiiB BUKOpUCTaHHS sqlmap:

— OTpHUMaHHS IMEH1 KOPUCTyBaya Ta napoJs 3 0a3u JaHuX;

— TMOUIYK MaHeJield agMIHICTpyBaHHS calTy (aIMIHOK);

—  BXI1J 10 aAMIHKH 3 OTPUMAHHM JIOTIHOM Ta MapoJIeM.

SQL-id'exmis — qyxe HeOe3NeyHa Bpa3IuBICTh, SKa Ja€ 3JIOBMUCHUKY BEJIH-
KI MOXKJIMBOCTI. 3@ HasBHOCTI BPa3JIMBOCTI aTaka MO>KE€ PO3BUBATUCS 32 PI3SHUMU
HaIpsIMKaMH TaKUMU SIK:

—  Moaudikalls J1aHHuX;

— 3aJMBKa OCKI0pY;

— BHUKOpHUCTaHHs JavaScript Koy 171 OTpUMaHHsI JaHUX KOPHUCTYBAauiB,

BIIPOBAHKCHHS KOy Juis miguerieHds Ha BeEF.

Wireshark € oganM 13 HaMMOMYJISIPHIMIUX aHATI3aTOPIB MEPEKEBUX MPOTO-
KOJI1B Ha JTAHUW MOMEHT, KU MOJIETIIy€e TIHOO0KY MEePeBIpKyY MPOTOKOIIB, a TAKOK
3anuc Tpadiky B pealbHOMY Yacl Ta aBTOHOMHHUI aHalli3 3axoruieHoro ¢aiy. [a-
HI MOXHa eKCIIOpPTyBaTH 3a fonomororo dhopmary XML, PostScript, CSV abo 3Bu-

YanHOI'O TEKCTY i1 JOKYMCHTYBAHH Ta I1OAAJILIIOTO aHaJ'Ii?;y.
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Nessus — 11e ckaHep ypas3auBOCTEH JOMOMarae€ TeCTyBaJlbHUKaM BH3HAYATH
BPa3JIMBOCTI, MpoOIeMu KOH(Irypalli Ta HaBiTh HABHICTh MIKIJIUBUX MPOTPaM y
BeOonaTkax. Lle iHCTpyMeHT, 0OIHAK, HE MPU3HAYCHUM [l BUKOHAHHS OIlepailiu,
aJie MPOTIOHY€E BEJHMKY JOMOMOTY TiJ yac po3Bigku. NessuS - mporpama ajis aBTo-
MAaTHYHOI'O TIONIYKY BIIOMHMX BaJl B 3aXUCTI iHQopMaiiitHux cuctem. Nessus € o/I-
HUM 3 0araTbOX CKaHEpIB BPa3IMBOCTEH, SIKI BUKOPUCTOBYIOTHCS IIiJT Yac OILIIHOK
BPa3JIMBOCTEH 1 TECTyBaHHS HA MPOHUKHEHHS, BKIIIOYAIOUH IIKiAMBI ataku. Bona
3/1aTHA BUSIBUTU BUJAM BPa3IMBOCTEH, sIKI HAWOUIbII 4acTo 3ycTpivaroThes. Hass-
HICTh Bpa3JIMBUX Bepcid ciy:k0 abo nomeHiB [lomunku B xoHpirypauii (Hanpu-
KJIaJl, BIICYTHICTh HE0OX11HOCTI aBTopu3auii Ha SMTP-cepsepi). HasgaBHicTh mapo-
JIB 3a 3aMOBUYYBaHHSM, MOPOXKHIX, a00 cimabkux mapodiB.lIporpama Mae kiieHT-
CEpBEPHY apXiTEKTYPY, 1[0 CUIBHO PO3IIUPIOE MOMKIUBOCTI CKAHYBAHHS.

Nmap a6o Network Mapper — 11e Ouibllie, HI’XK IHCTPYMEHT CKaHYBaHHS Ta
po3BiKkU. BiH BUKOPUCTOBYETHCS SIK JIJIsl BUSIBIICHHS MEPEXK1, TaK 1 JUIsl IEPEBIPKU
oe3nexku. OKpiM HaJlaHHS. OCHOBHOI 1H(OpMAIIil PO LUIBOBHI BEOCANT, BIH TAKOX
MICTUTh MOJYJb CIICHApIiB, SKUWA MO>XHAa BUKOPUCTOBYBATH JIJIsi BUSIBJICHHSI Bpa3-
JUBOCTEH 1 OEKAOPIB, a TAKOXK /I BUKOHAHHS 1.

Metasploit BumiIseThCs cepel IHIMX THCTPYMEHTIB TECTyBaHHS HAa TIPOHUK-
HEeHHs g BeOaonarkiB. [IpuumHa B ToMy, IO I1e Hacmpasai (GperMBOpK, a HE
KOHKpETHa Hporpama. Moro Mo>kHa BHKOPUCTOBYBATH JUIS CTBOPCHHS CIIELiaib-
HUX THCTPYMEHTIB JJI1 KOHKPETHUX 3aBllaHb. 1eCTyBaJbHUK MOKE BUKOPHCTOBY-
Batu Metasploit ms:

— BUOOpY 1 HAJAIITyBaHb IJILOBOTO €KCILIONTY;

— BHOOPY 1 HAJAITYBaHb KOPUCHOTO HAaBAaHTAXEHHS, sIKe OyJie BUKOPHUCTO-

BYBAaTHUCH,

— BHOOPY 1 HAJAIITYBaHb CXEMHU KOJyBaHHS;

— BHUKOHAHHS €KCIUIOUTY.

3JI0BMUCHUKHU TIOCTIHHO PO3pOOJISIOTh HOB1 €KCIUIOWTH Ta METOJU aTaK —
nporpamMHe 3a0e3neueHHs JJ1s TECTyBaHHsS Ha MpOoHUKHEHHsT Metasploit monomarae

BUKOPUCTOBYBATH MPOTH HUX iX BJIACHY 30p0t0. BUKOPUCTOBYIOUM MOCTIMHO 3pOC-
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Tarouy 0a3y JaHUX €KCIUIOMTIB, MOXKHA O€3MEYHO IMITYBaTH peajibHI aTaku Ha Me-
pexy, o0 HaBYUTH KOMaHAy O€3MEeKH BUSBIISATH Ta 3yIIUHATH CIPABXKHI aTaKu.

Aircrack-ng — e iHCTpyMEHT 0€31pOTOBOI JOKAIBHOI MEpPEKi, KU MOYKHA
BUKOPHCTOBYBATH i BigHOBICHHS KiatouiB WEP/WPA/WPA2. 1le onuH 13 Haii-
MONYJISIPHIIIMX 1HCTPYMEHTIB 0€3pOTOBOTO 3JI0MY, sikuil icHye 3 2002 poky. Bin
BUKOPUCTOBYETHCS TECTYBAIbHUKAMU MPOHUKHEHHS JJI MEpeBipKU Oe3neku 0e31-
POTOBHX MEPEX 1 MOIIYKY CJIa0KHUX MICITh, aji¢ BIH TaKOXK Ma€ KiJIbKa 1HIIUX Bapi-
aHTIB BUKOPUCTAHHS, 30KpeMa:

—  BUWSBIICHHS MEPEXK, sIKI HE 3aXHUIIEHI HAIC)KHUM YHHOM;

—  3JIOM BIIKPUTUX TOUYOK JocTyny Wi-Fi 3a 1onoMororo ciabkux naposaiB

a0o0 B3arasi 6e3 muppyBaHHS;

- posmmdpoBka Tpadiky B 3ammdpoBaHux Mepekax Wi-Fi.

Aircrack- ng pokycyetbes Ha pisHuX cepax Oesmexku WiFi:

— MOHITOPHHTI: 3aXOIUICHHS MAKETIB 1 €KCIOPT JaHUX Yy TEKCTOB1 (ailnu

JUTSl IOJJANIbIIOI OOpPOOKM THCTPYMEHTAMH CTOPOHHIX PO3POOHUKIB,;

— araka: MOBTOPHI aTaku, JAeaBTeHTU(DIKAIls, (PaTbIINBI TOUYKHA JAOCTYIY Ta

1HIII 3a JTOIIOMOT'OKO BBEAECHHS ITAKETIB,

— TeCcTyBaHHs: IepeBipka MoxxinBocterd kapT WiFi ta gpaiiBepa (3axon-

JICHHS Ta BOPOBAIKEHHS);

— 3nom: WEP 1 WPA PSK (WPA 112).

VYci ITHCTpYMEHTH € KOMaHJHHMM PSIKOM, IO JI03BOJISIE BUKOHYBATH BaXKi
cienapii. barato rpadiunux intepdeiiciB ckopuctanucs i ¢GyHkiier. Bin
mpaifroe nepeBakHO Ha Linux, ame Takox Ha Windows, macOS, FreeBSD,
OpenBSD, NetBSD, a takox Ha Solaris 1 HaBiTh €ComStation 2.

Burp Suite, iHCTpyMeHT € yHiIBepCaabHOIO IIAT(HOPMOIO ISl TECTYBaHHS
Oe3mneku BeO-101aTKIB. Y HbOMY € KiJIbKa IHCTPYMEHTIB, sIKI MOYKHA BUKOPHCTOBY-
BaTH Ha KOKHOMY €Talli TIPOoIlecy TeCTyBaHHS, BKIIFOYHO 3 TIPOKCi-CEPBEPOM Iepe-
XOIUICHHS, MPOTPAMHUM TaBYKOM, BIOCKOHAJICHHM CKaHEpOM BeO-I0JaTKiB, iH-
CTPYMEHTOM MOPYITHUKA, IHCTPYMEHTOM MOBTOPIOBaYa Ta IHCTPYMEHTOM CEKBEH-

copa. Burp nae moBHUiI1 KOHTPOJIb, JO3BOJISIE KOMOIHYBATH MPOCYHYTI PYUHI TEXHi-
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KM 3 JJOBEJACHUM J0 MHUCTEITBAa aBTOMATHU3MOM, 1€ pOOUTH POOOTY MmIBUIIIE, €heK-
TUBHIIIOIO Ta TPUEMHIIIOO.
Burp Suite MiCTUTB Taki KJIFOUOBI KOMIIOHEHTH:
— TEPEeXOIUTIOI0YUH MPOKCi, IKUW JT03BOJISIE 1THCIIEKTYBATH Ta MOIU(IKyBa-
TU Tpadik MK Opay3epoM Ta IIIbOBUM JOAATKOM;
— MaBYK JJIs IpoTrpaM Il 00X0Iy KOHTEHTY Ta ()YHKI[IOHATBLHOCTI;
— TMPOCYHYTHH CKaHep B€O-3aCTOCYHKIB JUIsl aBTOMATHU30BAHOTO BUSIBIICHHS
psily THIIIB Ypa3IUBOCTEH;
— 1HCcTpyMeHT Intruder njisi BUKOHAHHS MOTY>KHUX aTak KOPUCTyBaya JJis
MOIIYKY 1 €KCIUTyaTallii He3BU4YaiHUX BPa3IUBOCTEH;
— 1HCTpyMeHT Repeater mist MaHIyJIALI Ta TOBTOPHOTO HAJCWJIAHHS 1H-
JIMBiyallbHUX 3aIUTIB,;
— 1HCTpYMEHT Sequencer Jjsi TECTYBAHHS XAOTHYHUX CECIMHUX TOKEHIB
(MapkepiB);
— MOXJIMBICTB 30epiraTd poOOTy Ta BIJHOBJIIOBATH POOOYMI MPOIEC Mi3-
HIIIIE;
—  PO3IIMPIOBAHICTH, IO JIO3BOJISIE JIETKO MHUCATH BIIACHI IUIATiHU, JUIS BH-
KOHaHHS KOMIUJIEKCHUX 1 BHCOKO HACTPOIOBAHUX 3aBJaHb YCEpeauHi

Burp.
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2 AHAJII3 TUIIIB TECTYBAHHSA HA TPOHUKHEHHA

Pentest (1uB. puc.3), Sk BUILUIMBAE 3 HA3BU, — 1€ TECT, KU 30CEPEIIKYETHCS
BUKJIIOYHO Ha Be0-I0JAaTKy, a HE Ha BCid Mepexi uM kommaHii. TecTyBaHHS Ha
MIPOHUKHEHHS JIJI1 BEO-70/IaTKIB 3/IMCHIOETHCS IUISIXOM 1HIIIIOBAaHHS 1MITOBaHHUX
aTak, sIK BHYTPIIIIHIX, TaK 1 30BHINIHIX, 100 OTpUMAaTH JOCTYI 10 KOH(IAESHIIHHUX
nanux. IlepeBipka n03BoJIs€ BU3HAYUTU OyAb-sIKI HEMOMIKU O€3MeKH Bci€i BeO-
nporpamMu Ta ii KOMIIOHEHTIB, BKJIIOYAIOYM BUXIJIHUNA KO, 0a3y JaHHUX 1 CEpBEPHY
Mepexy). Lle nonomarae po3poOHUKY BH3HAYaTH MPIOPUTETH BPA3JIMBOCTEN 1 3a-

[Iporpamue 3a0e3mnedeHHs] A €JIEKTPOHHOI KOMEpIIii, OHJIalH-OaHKIHTY,
OXOpPOHU 3710pOB’s, IIaHyBaHHA pecypciB nmianpuemcTtBa (ERP), cucrem kepyBaH-
Hs1 BMicToM (CMS), BUCTaBIEHHSI paxyHKIB, OyXraaTepchbKOro o0JiKy Ta Hapaxy-
BaHHSI 3apO0ITHOI IJIaTH 3a3BUYai MocTavaeTbes y Gpopmi BeOG-miporpamu. OcKiib-
KM 111 BeO-mporpaMu 30epiraroTh 1 nepeaaroTb KOHQIAEHUIHHI JaHl, HaJ3BUYaiiHO
BaXUIMBO 3a0€3MeUnTH 0e3NeKy HUX Mporpam MpOTArOM YChOTO KUTTEBOTO LIUKITY
PO3pOOKH IPOrPaMHOro 3a0€3MEeUEHHs, 0OCOOIMBO THX, SIK1 € BIAKPUTHUMHU JJIsSI BCE-
CBITHBOT Mepexi [2]. TecTyBaHHsS BeO-NPOHUKHEHHS, Y CBOIO YEpry, BaKIHBO 3
HACTYIMHUX MPUYHH:

—  BU3HAYEHHS HEBIJIOMUX BPa3JIMBOCTEM;

— mnepeBipka e(peKTUBHOCTI ICHYIOUHMX TOJITHK O€3MeKH BeOCalTIB 1 MOOI-

JIbHUX JOJATKIB;

— TECTYyBaHHsI 3araJIbHOJOCTYITHUX KOMIIOHEHTIB, BKJIIOYal0uu OpaHaMay-

epu, mapupyTtuzaropu ta DNS;

—  BU3HAYEHHA HaWOLIbII BPA3IMBUHN NUIAXIB JUIs aTaKu;

—  3HAXOJ[KEHHS J1a31BOK, K1 MOXKYTh MIPU3BECTH JI0 KPAJAKKHU JaHUX.
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Cumynauia _ ) )
NPOTUBHUKA Binsepti Be3npoToBMi

TecTyBaHHSA
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NPOHWKHEHHA

3OBHILWHIA BHYTPILLHINA

beanepepeHe
TECTYBaHHA Ha
NPOHWKHEHHA

MpUxoBaHa

Pucynoxk 3 — CxemMa miaxo/liB 10 NPOBEAEHHS TECTY Ha MPOHUKHEHHS

2.1 Onuc aBTOMATH30BAHOT0 TA PYYHOI'0 NEHTECTYBAHHA

ABTOMaTH30BaHE Ta pydHE pentest — 11 JBa Pi3HI MAXOIU 0 MPOBEIACHHS
TECTy Ha MIPOHUKHEHHS. ABTOMaTH30BaHe pentest mepeadoavyae BUKOPUCTAHHS CIIe-
11aJ7130BAHUX MPOTrPaMHUX THCTPYMEHTIB JJIsI CKAHYBAaHHS CHUCTEMH Ha HAsABHICTh
Bpa3IMBOCTEH 1 3AilcHEeHHS aTak. lled miaxinm € mBUAKUM 1 e(PEeKTUBHUM, 1 BIH
MO>K€ TTOKPUTH BEJIMKY KUIBKICTh BPAa3JIMBOCTEH 32 KOPOTKUN MPOMIkKOK yacy. Oni-
HaK BIH TaKOXX MOKE€ JlaBaTH XMOHI CHpalbOBYBaHHS (TOOTO MOBIAOMIIATH TPO
BPa3JIMBOCTI, IKUX HACMpaB/i HE ICHY€) 1 MOke OyTH HE B 3MO31 1IeHTU(IKYBaTH
BC1 BpPa3JIMBOCT1, OCOOJIMBO Ti, 111 BUSIBIICHHS SIKMX MOTP1OEH JIOJICHKUNA TOTHK.

3 iHmoro 00Ky, py4He pentest BKIto4ae B cebe KBanipikoBaHOTO creliaic-
Ta 3 OE3MeKH, SIKU BpyUHY MEPEBIpsi€ CUCTEMY Ha BPa3JIMBOCTI Ta BUKOPUCTOBYE
ix. Llei miaxia noBUIbHIMIMK 1 HOTpeOye OUTbLIE JIIOJICHKUX 3YCUJIb, aJie BIH MOXE

OyTH OUIBII peTeNIbHUM 1 TOUHUM. PydyHe pentest Mojke BUSBUTH Bpa3IuBI MICII,
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SK1 aBTOMAaTH30BaH1 IHCTPYMEHTH MOXKYTh MPOIYCTHUTH, 1 IIE€ JO3BOJIE TECTYBaIb-
HUKY MUCJIUTH TBOPYO Ta aJanTyBaTHUCS 0 HECIOMIBAHUX CUTYAITIH.

Xoya oOMIBa MX0IM MAIOTh IJIFOCH Ta MIHYCH, iX MOYXHa YCITIIITHO BHUKO-
PUCTOBYBATH Pa30M I CTBOPEHHS OUIBIIT pEeTeNbHOTO TecTy. MaKTHUYHO, JEsKi
KOMITaHii BBa)KArOTh, IO MMOEAHAHHS JIBOX ITIXOJIIB Ja€ iM HaWKpaIlli pe3yJbTaTH,

00’€IHYIOUN CUJIbHI CTOPOHU KOKHOTO METOJLY.

2.2 Onuc gisieit mpu pentest

3aniexkHo BIJ L1JEeH pentest TeCTyBalbHUKAaM HAJIa€ThCA PI3HUM piBEHb 1H(O-
pMartii mpo OBy cucteMy abo moctym J0 Heil (puc.4). Y Aeskux BUMAIKaX KO-
MaHJ1a, 110 MepeBipsi€ 3a AOMOMOrolo pentest, Ha MOYATKy NpHUiMae OJIUH MIAXIJ 1
JOTPUMYEThCST Moro. B 1HImIMX BHUMaakax KOMaHJla TECTYBaHHS PO3BHBAE BJIacC-
HYCTpATerito, OCKUIBKH 11 0013HAHICTh PO CUCTEMY 3pOCTa€ mij yac pentest. € Tpu
piBHI JOCTYITy 10 pentest:

— opaque box (Hempo3opa KopoOKa);

— semi-opaque box (HamiBIIPo30pa KOpoOKa);

— transparent box (mpo3opa kopoOka).

IIpu piBHI “Hemnpo3opa KOpoOKa”, KOMaHJa HIYOTO HE 3HAE PO BHYTPILIHIO
CTPYKTYpY LJIBOBOi cucTeMu. BoHa Jie Tak caMo, sIK 1 XaKepH, IIyKaroun Oyab-sKi
30BHIMIHI cnadki Micug. [Ipu piBHI “HamiBnpo3opa kopoOka”, KOMaHIa Ma€ TMEBHI
3HAHHS MPO OAWH a00 KiIbKa HAOOPIB OOMIKOBUX JaHUX. BOHA Takox 3Hae mpo
BHYTPIIIHI CTPYKTYPH MaHUX IIUT, KO 1 aaropuTMu. Tectepu pentest MOXKYTh
CTBOPIOBATH TECTOB1 BUIAJKM HAa OCHOBI JETAIBHUX MPOEKTHUX JOKYMEHTIB, Ta-
KHUX SIK apXITEKTYpHI CXeMHU IUIboBOi cucteMu. [Ipu piBHI “Henpo3opa KopoOka”,
TecTepH pentest MalOTh JOCTYI 0 CUCTEM 1 CUCTEMHHUX apTe]akTiB, BKIIOYAIOUN
BUXI1JIHUM KOJI, NBIWKOBI (paiiiu, KOHTEMHEPH, a 1HO/I1 HABITh CEPBEPH, HA SIKUX 3a-
nymena cuctema. Llei migxia 3ade3nedye HAMBUIIMN PIBEHb BIIEBHEHOCTI 33 Hal-

MEHIIUH mpoMixok 4acy [3].
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Pucynok 4 — Cxema 11i1e#t Ta mpoBeIeHHS aHaTi3y IpH pentest

2.3 Onuc BuaiB pen testing

JUis ONTUMAIBbHOTO YNPABIIHHS PU3HKAMHU BaXKJIMBUN KOMIUIEKCHUNA TAX1[T
1o pentest. Lle mepenbauae TectyBaHHS BCiX 0oOJacTel y CEpeaOBHILI, IO TECTY-
€THCSL.

V pasi, K110 cepeloBUIIE SIKE TECTYEThCS 1€ BeO-porpamu. Tectepu nepe-
BIpSItOTh €(PEKTUBHICTh 3aC00IB KOHTPOJIIO O€3IMEKH Ta IIYKaloTh MPUXOBaH1 Bpas-
JMBOCTI, MA0JIOHN aTak Ta Oyab-AKl 1HII MOTEHIIHHI IporajuHu B Oe3mel, sKi
MOXYTh IPU3BECTHU JO KOMITPOMETAIlli BEO-TIpOrpamu.

Sxuro MoBa e mpo MOOUTBHI porpaMu. BUKOpHUCTOBY€ETHCS SIK aBTOMATH-
YHE, TaK 1 pO3LUIMPEHE PyYHE TECTYBaHHS, TECTYBAIBHUKH IIYKAIOTh YPa3JIMBOCTI Y

JBIMKOBUX (hailyiax A0JATKiB, 110 MPaIOI0Th HA MOOIJTLHOMY MPUCTPOI, 1 BIJTIOBI-
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THUX (QYHKLIAX Ha CTOPOHI cepBepa. Ypa3iuBOCTI Ha CTOPOHI CEpPBEpPa BKIIIOUAIOTh
KEepyBaHHs ceaHcaMu, Kpuntorpadiuni mpobiemu, mpodieMu 3 aBTeHTH(IKALIE0
Ta aBTOPHU3AIIIEI0 Ta 1HII MOIIMPEH] BPa3IMBOCTI BEO-CIYkKO.

VY pasi, KO cepeloBUIIE SKE TECTYeThCA 1€ Mepexa. Lle TecTyBaHHs BU-
3Haua€ 3arajibHi i1 KPUTUYHUX BPA3IMBOCTEH y 30BHIIIHIM MEpexXi Ta CUCTEMaX.
ExcriepT BUKOPUCTOBYIOTh KOHTPOJIBHUM CIHCOK, IKUH BKIIIOYA€ TECTOBI BUIA-
KU 17151 32 POBaHUX TPAHCIIOPTHUX MPOTOKOJIIB, MPOOJIEMH 3 BU3HAYCHHSIM 00-
cary ceptudikata SSL, BAKOpUCTaHHS aJMIHICTPATUBHUX CITYKO TOIIIO.

k1o MoBa iie PO XMapHE CEPE/IOBUINE, BOHO 3HAYHO BIIPIZHSAETHCS BiJl
TpPaJAMLIINHUX JIOKAJIbHUX CEPEAOBHIL. SK MpaBuUIio, BIIMOBIIAIBHICTE 3a OE3IEKY
PO3IMOAUIIETHCS MK OpraHi3alli€lo, sika BUKOPUCTOBYE CEPEIOBHUIIE, 1 MOCTAYab-
HUKOM XMapHHUX Mociyr. Yepes 1ie A TeCTyBaHHS XMapHOTO pentest moTpioeH
HaO1p creriagTbHUX HAaBUYOK 1 JIOCBIY JJI PETEILHOTO BUBYCHHS PI3HUX ACIICKTIB
XMapH, Takux sk KoHoirypaiii, API, pi3ui 6a3u manux, mudpyBaHHs, 30epiraHHs
Ta €JIEMEHTH KEePyBaHHs OE3MEKOIO.

VY pa3si, K110 cepeioBUIIe SIKe TECTYEThCS 1€ KOHTeHHepu. BoHu, oTprMaHi
Bi1 Docker, yacTo MaroTh ypa3nuBOCTi, SIKI MOXHA BUKOpHCTaTH B MacuiTadi. He-
nmpaBuiIbHA KOHPITYpallis TaKOX € MOIIUPEHUM PU3UKOM, MOB’SI3aHUM 3 KOHTEH-
Hepamu Ta ix cepemoBuiieM. OOUABA 11I PU3UKA MOXKHA BUSBUTH 32 JIOIIOMOTOIO
CKCIIEPTHOI'O TECTYBaHHSA pentest.

Sxmo moBa itne npo BOynoBani npuctpoi (IoT), To BOynoBani mpucTpoi /
npuctpoi IntepHery peueit (IoT), Taki ik MEIUUHI TPUCTPOI, ABTOMOO1JI1, TOOYTO-
Ba TEXHIKa, OOJaJiHaHHS JJIs HA()TOBUX BUILIOK 1 TOJAMHHHMKH, MAIOTh YHIKaJIbHI
BUMOTH JI0O TECTYBaHHS MPOTPaMHOTO 3a0e3MedYeHHs Yepe3 iX MOBIINN KUTTEBUN
IUKJI, BiJIJIaJieH] MICIsl, OOMEXKEHHS >KUBJICHHs], HOPMATUBHI BUMOTHU Touo. Exc-
NEepPTH MPOBOAATH PETEILHUN aHaJ3 3B 3Ky pa3oM 13 aHaJi30M KIIi€HTa/cepBepa,
00 BUSBUTH Je(PEKTH, SIKI MaIOTh HAWOLIbIIE 3HAUCHHS JJIS BIIIOBITHOTO CIICHA-
P1I0 BUKOPUCTAHHS.

VY pasi, AKII0 cepeloBUIIE SKE TECTYEThCS 1€ MOOUIBHI mpucTpoi. TecTyBa-

JBHUKH pentest BUKOPUCTOBYIOTh SIK aBTOMAaTUYHUM, Tak 1 PyYHUU aHami3, 1mo0
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3HAWTH BPA3JIMBOCTI y ABIMKOBHX (pailiax MONaTKiB, IO MPAIIOI0Th HA MOOLIBHO-
My MPHUCTPOI, 1 BIAMOBIAHUX (YHKIISX HA CTOPOHI cepBepa. Y pasnuBOCTI y ABIH-
KOBHUX (hailylax MporpamMu MOXYTh BKJIIOUATH MpoOJieMH aBTeHTH(IKaIlll Ta aBTO-
pu3anii, mpo0ieMu JOBIpH HA CTOPOHI KIII€HTA, HEMPABHJIBHO HAIAIITOBAHI €Jie-
MEHTH KepyBaHHs OE3IMEeKOI0 Ta Mpo0aeMy MIKILIATGOPMHOI iHPpaCcTpyKTypH po-
3p0o0KHU. Ypas3IMBOCTI Ha CTOPOHI CepBepa MOXYTh BKJIIOYATH B ce0e KepyBaHHS
ceaHcamu, Kpunrorpadiuti mpobdsemu, mpodiaeMu aBTeHTU]IKaIi Ta aBTOpU3aIlii
Ta 1HII MOLIMPEHI BPa3IUBOCTI BEO-CITy k0.

SAxmo mosa ine npo API. /Ins oxomnenns cnucky Tomn-10 6e3nexku OWASP
API BUKOPHUCTOBYIOTBCS SIK aBTOMATH4HI, TAK 1 py4Hl METOJU TecTyBaHHs. [leski 3
PU3MKIB O€3MEKU Ta BPA3JIMBOCTEH, Ha SIKI IIYKAIOTh TECTYBAJIbHUKH, BKIIOYAIOTh
MOPYIIEHY aBTOpHU3aIlll0 Ha PiBHI 00’€KTa, aBTEHTU(]IKAIII0O KOpUCTyBaya, HaaMi-
pHUH JOCTYN 10 JaHUX, OpaK pecypciB/0OMeKEHHS MIBUAKOCTI TOLIO.

VY pasi, akmo cepenoBuine ske TectyeTbes Iie koHBeep CI/CD. CywacHi
npakTuk DevSecOps IHTErpylOTh aBTOMaTU30BAHI Ta IHTENEKTyaJIbHI 1HCTPYMEH-
TH cKaHyBaHHS kKoay B kKoHBeep CI/CD. Ha mogaTok 10 cTaTUYHUX IHCTPYMEHTIB,
K1 3HaXOJASATh BIJJOMI BPa3jIMBOCTI, aBTOMATHU30BaHI 1IHCTPYMEHTH pentest MOXKHa
iHTerpyBatu B koHBeep CI/CD, mo6 iMiTyBaTH Te, 10 Xakep Moxe 3po0uTH, 1100
MOCTaBUTH 1] 3arpo3y Oe3mneky nporpamu. ApromaruzoBanuii pentest CI/CD mo-
K€ BUSIBUTU MPUXOBAHI BPA3JIMBOCTI Ta MIAOJIOHU aTaK, Kl 3aJMILAIOTHCS HETIOMI-
YEHUMH 3a JOTIOMOT'OI0 CTATUYHOTO CKAaHYBaHHS KOY.

VYHIBepcaabHOTO 1IHCTPYMEHTY IJisl MEepeBipku pentest He icHye. HatomicTb
PI3HI LTI BUMAraroTh pi3HUX HAOOpIB IHCTPYMEHTIB /JI1 CKaHyBaHHS MOPTiB, CKa-
HyBaHHS Tporpam, 31amiB Wi-Fi abo mpsiMOoro MpOHUKHEHHS B MEPEXKY. 3arajiom,
TUIW IHCTPYMEHTIB JJI TECTYBaHHS Mepa NOAUIAIOTHCS Ha M’ SITh KaTEropii:

— IHCTPYMEHTHU PO3BIJIKH I BUSBIECHHS MEPEXKEBUX XOCTIB 1 BIAKPHUTHX

MOPTIB;
— CKaHEpH BPA3IMBOCTEH I BUSABICHHS MPOOJIEM y MEpEKEeBUX CIIyk0ax,

BeO-momaTkax 1 API;
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— MPOKCI-IHCTPYMEHTH, TaKl SIK CHeIliali30BaHl BeO-MpoOKci abo 3arajibHi
MIPOKCi-CEpBEPH TUITY ““TIOIMHA TOCEPEANHI;

— IHCTPYMEHTH €KCIUTyaTalii JUisl TOCATHEHHS! CUCTEMHHUX Omop ado JIOCTY-

1y 10 aKTHUBIB;

— IHCTPYMEHTH IIICIIsl eKCIUTyaTallii Il B3a€MOJIIi 3 CHCTEeMaMHU, TiATPUMKHU

Ta PO3IMIMPEHHS JOCTYITYy Ta TOCATHEHHS ITiJIeH aTaky.

OcCKUIbKM 4YacTOTa Ta CEPHO3HICTh MOPYIIEHb OE3MEKH 3 KOKHHUM POKOM
3pocTae, opraHizallii HIKOJH He MaJId OUIbIIOT TOTpeOUu B TOMY, 1100 3pO3YyMITH, SIK
BOHU MOXYTb MPOTUCTOSATU aTakaM. Taki HopMatuBHi akTH, ik PCI DSS 1 HIPAA,
BUMArarTh MEPIOUYHOr0 TECTYBaHHS Mepa, o0 BIAMOBIAATA iXHIM BUMOTaM. 3
OTJISIAY Ha IEeH THCK, HKYE HaBECHI JeSKi IepeBaru Ta HeIOMKH IbOTO THITY Te-
XHIKU BUSIBJICHHS J1e(DEKTIB.

Jlo mepeBar BUKOPUCTaHHS pentest MOKHA BIJTHECTH:

— 3HAXOJUTh MPOTAIMHU B TIEPEIOBUX METOAaX 3a0e3TMeueHHs Oe3MeKH, Ta-

KHX SIK aBTOMaTU30BaH1 IHCTPYMEHTH, CTaHAApTH KOHDIrypaiii Ta Koay-
BaHHSI, aHaJI13 apXITEKTypH Ta 1HIII JIETI Ai1 3 OI[IHKUA BPa3JIUBOCTEH;

— BUSABJISE SIK BIJIOMI, TaK 1 HEB1JIOMI HEJIOJIIKA TPOTPAMHOTO 3a0€3MeUeHHS
Ta Bpa3auBOCTI O€3MEeKH, BKIIOYHO 3 HEBEIMKHUMHM, SIKI caml 1Mo coll He
BUKJIMKAIOTh OCOOJIMBOTO 3aHETIOKOEHHS, ajie MOXKYTh 3aBJaTH Marepia-
JILHOI ITKOJIM B paMKax CKJIaJTHOT MOJIEN1 aTaku;

— MOX€ aTaKkyBaTW OyIb-fKy CHUCTEMY, IMITYIOUM MOBEIIHKY OLIBIIOCTI

3JIOBMHUCHHUX XaKePiB, IMITYIOUHM SIKHAMOIMK4Y€E peasbHOr0 BOpOra.

Jlo HenoIikiB pentest, BITHOCUTHCS:

— € TPYAOMICTKHUM 1 JJOPOTUM;

— He 3a0e3nedye KOMIUIEKCHOI 3amo0iraHHsl MOMUJIKaM 1 HEeIOdiKaM y BH-

POOHMIITBI.
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3 OIIUC ETAIIIB TECTYBAHHSA HA IPOHUKHEHHSA TA YPA3-

JUBOCTI IHOOPMAIIMHOI CHCTEMHA

Ha nanwnii moment Kali Bimoma B mepiry uepry cBoimu npubdauzno 600 iH-
CTPYMEHTAMU IEHTECTYBAaHHSA 3 BIIKPUTUM KOJOM, IO JO3BOJIAE€ IMEHTECTepaM
JIETKO BCTAHOBJIFOBATH MOBHUN HAa0Ip IHCTPYMEHTIB OC3IEKHU.

Kali Linux — me monyssipHuii AUCTpUOYTUB MEHTECTYBAHHSI, SIKUH TIiATPH-
myetbest Offensive Security (OffSec), nmpuBaTHOIO OXOPOHHOIO KOMIAHIEIO, SKa
npaitoe Bxke 15 pokis. Kali micTuth ckanepu, cHipepu Ta OaraTo IHIIUX THCTPY-
MEHTIB JJIsl aTaKH.

Onmnepartiiina cuctema (OC) Moxe 3a0€3MeYnTH TOBHUI MMEHTECTOBUN CEaHC
abo OutblI crienudivHi araku. Xoya icCHye OaraTo IHIIUX AUCTPUOYTHBIB MEHTEC-
tyBanHs, Kali € nHalikpammm, pekomeHaoBaHuM Tpodecionanamu. binbiiicts mo-
NepeIHhO BCTAHOBJICHUX IMAKETIB JOCTYIHI SIK OKpeMi naketH, aje Kali mictuts 1
HIATPUMY€E BUCOKOSIKICHI PIIICHHS, MpU3HA4Y€H1 A1 IpOo(eCiitHOr0o BUKOPUCTAHHS.
Ines miei OC nonsirae B ToMy, 1100 MaTl KOMIUIEKCHUIN Ha0lp IHCTPYMEHTIB, KU
BIJIHOCHO JIETKO OHOBJIFOBATH, TOTPUMYIOUKUCH HAaWKpaIIUX CTAHIAPTIB y raidysi.

CepenoBuie, sike OyZe BUKOPUCTOBYBATHCS JJIi TECTYBaHHsS Ha MPOHHK-
HEHHS Ha ypa3JIMBOCTI 1€ 1H(opmarliiiiHa cucrema — odimiitauii BedcaT Oechbko-
ro JiepaBHOTro exosoriunoro yHipepcutety (https://odeku.edu.ua/).

Jlis mpOBEJEHHS J1aHOTO TECTYBaHHS, CIIOYATKY BUKOPHCTOBYETHCS TaKUU
1HCTpYMEHT AJig neHTectyBaHHs sk WPScan. WPScan — ne ckanep ypasznuBocTei
WordPress, 1110 mpaifoe 3a IpUHIIMIIOM “dOPHOi CKPUHBKHU, TOOTO 0€3 1oCTymny 110
BUX1HOTO Kofy. BiH Moxe OyTu BUKOpUCTAaHUH AJIs1 CKaHyBaHHS BiJIJaJICHUX BeO-
caiitiB WordPress y nomrykax npo6iiem 6e3neku [4].

[lepmia komana sika Oyie BUKOPUCTOBYBATHUCH ISl CKAHYBaHHS

wpscan --url https://odeku.edu.ua/ -e u

Kittou -e BUKOPUCTOBYETHCA J1s TIEpepaxyBaHHs, U — U1 KOPUCTYBAUiB.
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PesynbraTi nmpoBeaeHoro ckanyBaHHs npejctasiieHi B Jlomatky A. Buxoms-

YH 3 pe3yibTaTiB, MOXKHA 3pOOUTH HACTYITHI BUCHOBKH.

[+] URL: https://odeku.edu.ua/ [195.138.69.231]

[+] WordPress theme in use: univer

| Location: https://odeku.edu.ua/wp-content/themes/univer/

| Readme: https://odeku.edu.ua/wp-content/themes/univer/readme.txt

| Style URL: https://odeku.edu.ua/wp-content/themes/univer/style.css?
ver=5.5.11

| Style Name: univer WordPress

| Description: univer main css WordPress...

| Author: Arp-solution

Tema sika BUKOPUCTOBYETHCSI Ma€ Ha3By univer. Y 3BITI TaKOX MpeCTaBIie-
Ho [P-anpecy, micuie3Haxo/pkeHHST TeMU Ta (Gainy 3 CTWIAMHA. TakoX MpUCYTHIN
nepesik KOPUCTYyBauiB, SIKi MalOTh JOCTYN A0 AJMIHICTpaTUBHOI NaHeNl (Hampu-
kian admin.odeku, admin, admin-odeku, alex, fedorenko, timepro).

HaCTyrIHa KOMaHJa sgdKa 6y):[e BHUKOPHUCTOBYBATHCH JIsI CKAHYBAHHA

wpscan --url https://odeku.edu.ua/ -e p

Kitto4 - BUKOPUCTOBYETHCS JIJIs TIEpepaxyBaHHs, p — JAJIA IUIATiHIB.
PesynbTaTu npoBeneHoro ckanyBaHHs npejcTtaiieHi B Jlonatky b. Buxoss-
4M 3 pe3yJbTaTiB, MOKHA 3pOOUTH HACTYITHI BUCHOBKH. [liciisi BUKOHAHHS HaBele-

HO1 BUIIIE KOMAH MOXHa MMOOA4YUTH JeTalll IJIariHa, mo-rnepiie Ha3BU IJIariHiB:

[+] contact-form-7

| Location: https://odeku.edu.ua/wp-content/plugins/contact-form-7/

| Last Updated: 2023-04-23T08:44:00.0002

| [!] The version is out of date, the latest version is 5.7.6

| Version: 5.4.1 (100% confidence)

[+] location-weather

| Location: https://odeku.edu.ua/wp-content/plugins/location-weather/
| Latest Version: 1.3.6 (up to date)

| Last Updated: 2023-04-13T10:31:00.000%Z


https://odeku.edu.ua/wp-content/themes/univer/style.css?
https://odeku.edu.ua/wp-content/themes/univer/style.css?
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| Version: 1.3.6 (100% confidence)
[+] popup-maker
| Location: https://odeku.edu.ua/wp-content/plugins/popup-maker/
| Latest Version: 1.18.1 (up to date)
| Last Updated: 2023-03-09T02:54:00.0002
| Version: 1.18.1 (100% confidence)
[+] shortcodes-ultimate
| Location: https://odeku.edu.ua/wp-content/plugins/shortcodes-ultimate/
| Latest Version: 5.12.11 (up to date)
| Last Updated: 2023-03-29T08:41:00.0002

| Version: 5.12.11 (80% confidence)

[+] wordpress-seo

| Location: https://odeku.edu.ua/wp-content/plugins/wordpress—-seo/
| Last Updated: 2023-04-26T07:56:00.000%Z

| [!] The version is out of date, the latest version is 20.6

| Version: 15.4 (100% confidence)

3 BHINE OMHCAHOTO pe3yJbTaTy, Taki Iularink sk contact-form-7 Ta
wordpress-seo 3actapiii. [lepeBipuBIIN Bpa3IMBICTh y HABEJACHUX BHIIE TUIariHaX,
Oys10 BUSIBJICHI HACTYIIHI BUIH YPa3JIUBOCTEH.

VY mnarini contact-form-7 mpo0Gsema 103BoJIsIa 3JI0BMUCHHKAM OOXYypUTH
3aXMCHI MEXaHi3MHU, SIK1 BIAMOBIAAIOTH 3a YUILECHHS iMeH (hailliB mijJ yac 3aBaHTa-
KeHHs. B pe3ynbrari Xakepu MOKYTh OTPUMATH MOKJIUBICTD 3aBAaHTAXXKUTH ITK1JI-
JUBUHA (haiii 13 TOBUIBHUM KOJOM Ha Bpa3JIMBHI cepBep, a MOTIM 3alyCTUTH HOTO
K CKPUNT, 1100 BUKOHATH MPUXOBAHUN KOJ BCEPEIHHI.

VY mnarini wordpress-seo, KpUTUYHA ypas3JIUBICTh, IKO1 B TOMY IO JO3BOJISIE
KOpHCTYyBauaMm 3 IpaBaMu aBTOpa, pejakTopa adbo aaMiHiCTpaTopa BUKOHYBATH 1H'-
exmiro SQL nHa caiiti WordPress.

JIyist moanbmioro ckaHyBaHHS, HEOOX1MHO Bu3HauuTU [P-anpecy iHdopma-
miHoi cuctemu (IC) odeku.edu.ua, sk MokHO TOOauuTH 3 puc.5 Ta puc.6 IP-

aapecy 30iratoThCsi, TOMY JIJIS TOAAQNIBIIIOTO CKaHYBaHHS Oy7ie BUKOPUCTAHO caMe ii

(195.138.69.231)
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IP addresses for odeku.edu.ua ALDNS records

Our DNS servers responded with these IP addresses when we queried it for the domain odeku.edu.ua.
Some DNS servers may return different IP addresses based on your location.

IP address Type Hosted by Location
&8 TENET Scientific
~ 195.138.69.231 IPv4 Production Enterprise  Ukraine
LLC
TeNeT Networking Centre | o LATVUA 4 Moscow
v AR Mockea
Location QOdesa, Odessa, Ukraine DEUTSCHLAND
stovensko VICINE
AS AS6876 ANCE ROMANIA

TENET Scientific Production Enterprise 10RRA" ITALIA /< BULGARIA <
AS name ARMENIA (-4}
LLC GREECE  TURKIVE

Question and response

QUESTION QUESTION
dig @ odeku.edu.ua. A dig @ odeku.edu.ua. AAAA
ANSWER ANSWER
odeku.edu.ua. 3600 A 195.138.69.231
AUTHORITY
AUTHORITY odeku.edu.ua. 3608 SOA hosting7.tenet.ua. hostmaster.te.net.ua. 20220406'
ADDITIONAL ADDITIONAL
. © OPT ; payload 1232, xrcode @, vers: . @ OPT ; payload 1232, xrcode @, version ©, flags ©

Pucynok 5 — Ckpinmot 3 mepesxeBoro indopmartiero 3 IC nslookup.io

®aiin [eiicrews Mpaska Bug Cnpaska

G ‘nt /odeku. edu.ua/

deku.edu.ua/robots.txt

Confidenc

Pucynox 6 — Ckpinmot 3 3a3nadeHusM [P-aapecu IC micns

ckaHyBaHHs marinom WPScan

HactynHuii muiarid, 3a J0MOMOro0 SIKOro Oyle CKaHyBaHHS 1€ IUIarid

Metasploit Framework. Metasploit Framework — 1ie mnardopma 3 BigkpuTUM BU-
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X1JTHUM KOJIOM, SIKa MIATPUMYE JTOCHIKEHHS BPa3IMBOCTEHN, pO3pOOKY E€KCIIJIONUTIB
1 CTBOPEHHS CIIELIaIbHUX 1HCTPYMEHTIB Oe3neku. msfconsole — 11e HailOUIBIT Hac-
TO BUKOPUCTOBYBaHUH 1HTEp(EC TUITY 000JOHKHU “BCE B OJJHOMY , SIKMH J103BOJISIE
OTpUMAaTH JOCTYH A0 Bcix (yHKIINH Metasploit. Bin Mae miaTpuMKy KOMaHIHOTO
psnka, sk y Linux, ocKiJIbKM MPOMOHYE aBTO3aBEPIICHHSI KOMaH/I, BKJIAJIKH Ta 1HIII
apauku bash. e ocHoBHMIT iHTepdeiic, KUl T03BOIUTH MPALIOBATH 3 MOAYJISIMU
Metasploit 1151 ckaHyBaHHS Ta 3allyCKy aTakd Ha LUTLOBY MaluHy. Metasploit Mae
HEBENUKI (parMeHTH KOy, sIKi 3a0e3neuyroTh Moro ocHoBHI ¢yHKii. OmHak
nepil HK NEePeUTH 10 BUKOPUCTaHHS MOJYJIl, MOTPIOHO YITKO 3HATH HACTYIIHI
MOBTOPIOBAH1 NOHSTTSL:

—  ypa3jMBICTb — II€ HEAOJIK y KOHCTPYKIII a00 KOl IjIl, 0 pOOUTH i
BPa3JIMBOIO JJI1 BUKOPUCTAHHS, L0 MPU3BOJAUTH 10 PO3KPUTTS KOHPI-
JeH1iiHo1 1HdOopMaIlii;

—  eKCIUIOWT — KO/, SIKHH BUKOPUCTOBYE 3HAWJICHY BPa3JIUBICTh;

— KOPHCHE HABaHTAKEHHS — 1€ KO, SIKUM JoloMarae JOCATTH METH BU-
KOPHUCTaHHS BPa3UBOCTI (BIH MPAIlO€ BCEPEIUHI ITOBOT CUCTEMU IS
JOCTYIy A0 IITbOBHUX JAHUX, HAMPUKIAA, U MIATPUMKH JTOCTYIy Ye-
pe3 Meterpreter abo 3BOpOTHY 000JIOHKY).

IcHye ’siTh OCHOBHMX MOAYJIIB B mjarini Metasploit.

[Mepmmit e “auxiliary” (MOMOMIKHMIT), TOMOMDKHHN MOAYJh MICTUThH Ha-

O1p mporpam, Takux sk (pazepu, CKaHepu Ta IHCTPYMEHTH BrpoBajkeHHs SQL nis
300py iHdopMallii Ta IIUOIIOTr0 PO3yMIHHS LJIBOBOI CUCTEMHU.

Hacrynmauit moaines “encoders” (komepu), kojaepy mMm@pyOTh KOPUCHI Ha-
BAHTAKEHHA/EKCIUJIOUTH, 00 3aXUCTUTH iX BiJl AHTUBIPYCHHUX PIIIEHb HA OCHOBI
curdaryp. OCKUIbKY KOPUCHI HABAHTAKEHHS 00 €KCIUIOWTH MICTSTh HYJIbOB1 a00
MOTaHI CUMBOJIM, ICHYE€ BUCOKA WMOBIPHICTh iX BUSBJICHHSI aHTHBIPYCHHUM pIIICH-
HSIM.

Tpertiit Mmonynp “exploit” (€KCIIONUT), eKCIUIONT — 1€ KOJ, IKH BUKOPUCTO-
BY€E IIJTLOBI BPA3JIMBOCTI JJI 3a0€3MEUEHHS JOCTYMY JI0 CUCTEMH Yepe3 KOPHUCHI

HaBaHTaXCHHA.
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Hactynuuit Mmogynb mae Ha3By “payload” (kopucHe HaBaHTa)KEHHS), KOpHUC-
Hl HABAaHTAKECHHS JIOTIOMAraloTh TOCSATTH 0a)KaHOT METH aTaKd Ha ILThOBY CUCTEMY.
Ile o3Hauae, 10 BOHM ab0O JIOMOMOXYTh OTPUMATU 1HTEPAKTUBHY OOOJIOHKY, 200
JOTIOMOXYTh MiITPUMYyBaTH OCKIOp, 3allyCKaTH KOMaHIy YU 3aBaHTaXKYBaTH 3J10-
BMHCHE TporpamHe 3abe3nedyeHHs Tomo. Metasploit mpomoHye aBa THUIN KOpHUC-
HUX HaBaHTa)KE€Hb: OC3CTYICHEBI KOPUCHI HABAHTAKCHHS Ta MOETaHI KOPUCHI Ha-
BaHT)KEHHSI.

[T’ satuit Moynp “post” (momuc) — e MOAYJIb MIiCHs eKCIUTyaTallli JOMOMOXKe
310patu 10JaTKOBY 1H(opMallito nmpo cucremy. Hampukian, e Moxe JOMOMOTTH
CKUHYTH X€lIl MapoJIiB 1 IIyKaTH OOJIIKOBI JIaHI KOPUCTyBaya AJji1 OOKOBOIrO Iepe-
MIIIIEHHS a00 IMiABUIIIEHHS MPUBIJICIB.

Hwuxue npeacrasieHo iHdopmalito, sika Oyia 310paHa Mmiciisi CKaHyBaHHS 3a

JIOTIOMOT010 MOty “‘auxiliary” Ta nmepeBipku tcp (puc.7)

'-l & O6HapyreHue oTkpeiThl... B Untitled1 - LibreOffice ... ] O6onouxa N°1 kali@kali: ~

OBonouxa N° 1

Mpaska Bua Cnpaska

231

Pucynox 7 — CKpiHIIIOT 3 pe3yJbTaToM cKaHyBaHHs miarinom Metasploit
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Sk MokHa MoOaunTH, 3 IpuBeAcHOTO BHIe ckpiHmoTy Ha IC odeku.edu.ua
BEJIMKA KUIBKICTh BiAKpUTHX tcp mopTiB. Y [omarky B npencraBieHo MOBHUM 3BIT
IOJI0 BWINEBKA3aHOTO CKAaHYBaHHS. bynb-skuii mopt He OumbIn Oe3meuHuii abo
CXWIBHUHN N0 PU3UKY, HIK Oyab-skuil iHmui nopt. [TopT € mopTt, came Bij TOrO,
JUTSl YOTO BUKOPUCTOBYETHCS MOPT, 1 BiJ TOTO, HACKUIBKU O€3MeUYHe BUKOPUCTAHHS
BUKOPHUCTOBYETHCSI, 3AJICKUTD, YU € TIOPT OC3TICUHHM.

[IpoTokon, sIKUi BUKOPUCTOBYETHCS ISl 3B'SI3KY yepe3 MOpT, CIykO0y ado
JOJIaTOK, SIK1 CIOXHUBAIOTh ab0 IeHEPYITh Tpadik, MO MPOXOJUTh YEpe3 MOpT,
MaroTh OyTH MOTOYHHMH peati3alisiMH Ta nepedyBaTu B MEKax Mepioay MiATPUM-
K1 BUPOOHUKA. BOHM MOBUHHI OTpUMYBAaTH OHOBJICHHSI O€3MEKU Ta BUIPABICHHS
MOMUJIOK, 1 iX CJI1J] 3aCTOCOBYBaTH cBo€dacHO. OfH1, 3 caMuX HEOE3MEUHUX BIIK-
pUTHUX TIOPTIB, 110 BUKOPUCTOBYIOThCS sl ipoBeneHHs atak € TCP 22, 80, 135,

139, 443, 445 noptu. Ha naniit IC, Binkputumu 3anuimaroTbes 135 Ta 443 oprw.

[+] 195.138.69.231: - 195.138.69.231:21 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:22 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:23 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:53 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:135 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:161 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:443 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:4444 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:6661 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:6662 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:6664 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:6663 - TCP OPEN
[+] 195.138.69.231: - 195.138.69.231:6665 - TCP OPEN

TCP € ogauM 13 OCHOBHHUX IMPOTOKOJIB, III0 BUKOPUCTOBYIOTHCS JJISI MEpe-
#eBoro 3B’s13ky. TCP — 1ie mpoTOKOJI, OpIEHTOBAHUI Ha 3’€JIHaHHA, SIKUM repeada-
qae, 110 MAIIMHU Ha KOXHIM CTOPOHI KaHATy 3B 3Ky PO3IMI3HAIOTh, 1[0 CEaHC Bij-
KpUTHUH, 1 TTIOBIJOMJICHHSI, O€3CYyMHIBHO, OTpUMaH1 Ha KOXHIA CTOPOHI acoriiarti.

UDP — e npoToko, skuii Mae MEHIIE HaKJIaJIHUX BUTpaAT, Hix miakiarodeHHs TCP.
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3a BUHATKOM TOTO, 110 Tipoueaypa 38’s13ky TCP He Biapi3HseTbes BiA TenedOHHO-
ro JA3BiHKA, J¢ 00maBa 300pH rapaHTyIOTh, IO 3B’S30K, O€3CYMHIBHO, OTPUMaHHMA
K HaJiciaaHuil 3 000X cTopiH KaHaity oOMminy, UDP Oinbiie cxoxuii Ha paiiloMOB-
JICHHS, JIe 3B’ SI30K MEPEAEThCs, a HE , 3 HUX BIATPAaBHUK a00 OeHedimiap 3a 3aMo-
BUYBAHHSIM I1JITBEP/UKYIOTh, 110 KOPECHOHJEHIIMHY MOCHIKY OyJI0 OTpHUMAaHO.
[Iporpamu, siki BUKOPUCTOBYIOThH SIKICTh 3B’si3ky UDP, MeHIn HakiagHi BUTpaTu
Ta BUILY MIBUAKICTH Y MOPIBHSAHHI 3 PO3MIMPEHOIO HAIINHICTIO, HAIIPHUKIIA[, TOTO-
KOBE Bi/I€0 Ta My3HKa.

[Topt 21, mpotokon nepenaui ¢aiiniB, Hede3neunnit nopt FTP, Ha axomy
po3mimenuii cepsep FTP, € Benmuesnum Henmomnikom Oe3neku. barato FTP-
CEpBEPIB MAIOTh BPA3IUBOCTI, SIKI MOKYTb JO3BOJIUTA aHOHIMHY ayTeHTU]IKaIIIIO,
O14HE TepeMIILIEHHS] B MEPEXKI, JOCTYII /10 M1BUIICHHS MPUBLIEIB METOJIU 1 — OCKi-
abku O6arateMa FTP-cepBepamu MokHa KepyBaTd 3a JOIMOMOTOIO CIIEHapiiB — 3a-
coOu po3ropTaHHs MixkcaiitoBoro ckpuntuHry. [kigmBi nporpamu, Taki sik Dark
FTP, Ramen ta WinCrash, BukopuctoByBanu Hebe3meuH1 noptu Ta ciryxou FTP.

[Topt 22, 6e3neuna obononka. O6mikosi 3anucu Secure Shell (SSH), nana-
IITOBaHI 3 BUKOPUCTAHHSIM KOPOTKHX, HEYHIKAJIbHUX, TOBTOPHO BHKOPHUCTOBYBA-
HUX abo0 mepenadavyBaHUX MapoIIiB, HEOE3MeyHl 1 MOKYTh OyTH JIETKO 3JIaMaHi 3a
JIOTIOMOT'OI0 CJIOBHHUKA MMapoiiB. byno BusiBIeHO 03714 ypa3IuBOCTEH Y MUHYJIHMX
peanizalisix ciyx0 Ta 7eMoHiB SSH, 1 BOHUM Bce 111€ BUSBISIOThCA. BCTaHOBICHHS
BUIIPABJICHD € KUTTEBO BAXKJIMBHUM JIJIs 3a0e3medeHHs Oe3neku 3a qomomororo SSH.

ITopt 23, Telnet — 1ie 3actapina ciy»x0a, BiJ sIKO1 CJIi BIIMOBUTUCH. Hemae
YKOJTHOTO BHITPABJaHHS BHUKOPHUCTAHHIO IIOTO CTapOJaBHBOTO Ta HEOE3MEYHOTO
3ac00y TEKCTOBOTO CIIKyBaHHs. Bces iHbopMmalis, Ky BiH HaJICUIIA€ Ta OTPUMYE
yepes nopt 23, BIANPABIAETbCS y BUMIISAAL 3BuYaitHoro tekcry. [lludpyBanus B3a-
rajii BiICyTHE. 3TOBMUCHUKH MOXYTh TIEPEXONUTH Oy/b-sike 3’enHannas Telnet Ta
Jerko BuOpaTu OOiKOBI JaHi ais aBTeHTU(ikamii. BoHn MOXyTh BUKOHYBaTU
ATaku MocepeIHUKa MUISIXOM BIPOBAKEHHS CIEIiaJbHO CTBOPCHHMX IIIKIITHBUX
MaKeTiB Y HEMACKOBaH1 TEKCTOB1 MOTOKU. Biaanenuii 3710BMUCHHUK, 1110 HAaBITh HE

MPOUIIIOB aBTEHTU(]IKALIII0, MOKE CKOPUCTATUCS BPA3IUBICTIO MEPETIOBHEHHS OY-
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depa B nemoHi abo ciayk01 Telnet 1, CTBOPIOIOYM MIKIIMBI TAKETH 1 BCTABIISIOYH
iX y TEeKCTOBHI MOTIK, BAKOHYBAaTH MPOIECH Ha BigganeHomy cepsepi. Lle meron,
Bilomuit sik Bunanene (a6o nosinbHe) BukoHaHHs Koy (RCE).

[Topt 4444, mpotokon KepyBaHHsS TpaHcmopToM. Kinbka pyTKIiT, YOpHUI
BXIJI, 1 TPOSSHCBKUN KiHb MporpamMHe 3a0€3MEeUEeHHS BIJIKPUBAE Ta BUKOPHUCTOBYE
nopt 4444. BoHO BUKOPHUCTOBYE 11€¥ OPT 7Sl MEPEXOIUIEHH TpadiKy Ta MoBiI0-
MJICHB, JJIS BIIACHHX ITOBIIOMJICHB Ta JJII €KC(UITpAIlii JaHUX 31 371aMaHOTO KOM-
n'torepa. BiH Takok BUKOPUCTOBYETHCS JUISl 3aBAHTAXEHHS! HOBUX KOPUCHHX IIIKi-
nBux ganux. Hkigmuse 113, Take sik bractepHuil yepB'sk Ta HOro BaplaHTH BH-
KOpUCTOBYBaJIU NOPT 4444 st ycTaHOBKU OEKIOPIB.

[Topt 6660 - 6669, InTepuer-perpancnsarop. Inrepuer-yat (IRC) mouascs y
1988 pori y ®innsHall, 1 IPOAOBXKYETHCS 0CI. Y Hallll JIH1 3HaJOOUTHCS YaByHHE
EeKOHOMIYHE 00IpyHTYyBaHHs, 00 A03BosMTU IRC-Tpadik y opranizarii. 3a Oi1b-
mie Hix 20 pokiB BukopuctaHHsi IRC Oyno BUSBIEHO Ta BUKOPHUCTOBYBajach He-
37YeHHa KUIbKICTh BpaznuBocTed. Y UnrealIRCD VYV 2009 poui y daemon OyB He-
JIOJIIK, 1110 pOOUB BiJaJICHE BUKOHAHHS KOy TPUBIAJIBLHOIO CITPABOIO.

[Topt 161, npoToKon OOMIHY HEBEJIMKUMHU MEPEKEBUMH MOBIJOMIICHHIMH.
Jlesiki MOPTH Ta MPOTOKOJU MOXKYTh JAaTH 3JIOBMHCHHKaM Oararo iHdopmarlii mpo
iHppacTpykTypy. [Topt 161 UDP npuBabnuBuii A 371I0BMUCHHUKIB, OCKUIBKH HOTO
MO>KHA BUKOPUCTOBYBATH JIJIsl ONUTYBaHHA 1H(OpMAIii 3 CEpBEPIB AK MPO HUX Ca-
MUX, TaK 1 Mpo oOJagHaHHS Ta KOPUCTYBAUiB, K1 3HaX0AAThcs 3a HUMH. [lopT 161
BUKOPHUCTOBYETbCA [IpoCTHil MPOTOKON YHpaBIiHHA MEPEKEI0, SKUU T03BOJISE
3JIOBMHUCHUKAaM 3allUTyBaTH Taky 1H(oOpMaliio, K o0JaJHaHHA 1HQpPacTPyKTypH,
IMEHa KOPHUCTYBauiB, IMEHA 3arajJbHUX MEPEKEBUX PECypCiB Ta 1HITY KOH(DIICH-
1iiHY 1HpOpMaIlit0, TOOTO IJis 3JIOBMUCHUKA OTIEpaTUBHY 1H(POpMAaIlito.

[Topt 53, cmyx06a MOMEeHHUX IMEH. 3TOBMUCHHUKAM HEOOX1JHO BpaxoBYyBaTU
MapHipyT BUTOKY, SKMM iX IIKIJJIUBE MpOrpaMHe 3a0e3MeueHHs BUKOPHUCTOBYBA-
TUME JJIs epeavl JaHux 1 Qailiis 3 opranizaiii Ha BiacHi cepepu. [lopt 53 Bu-
KOPUCTOBYBABCS K Kpaluil mopT ekcdiabTparlii, ockuibku Tpadik uepe3 Coyxoa

JOMCHHHUX IMEH pi}lKO KOHTPOJIIOETBLCA. 37I0BMUCHHUKHU MOXYTbH JICTKO MACKyBaTH
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BKpazeHi nani mia tpadik DNS ta Binmpasnstu ix Ha cBii miapoOnenuit DNS-
cepsep. anpmmBuiit DNS-cepBep npuiinsas Tpadik Ta BiTHOBUB JaH1 y BUXITHOMY
dbopmari.

Yceworo € 65535 moptiB TCP / IP (i crinbku x [IpoTOKOI KOpHUCTYBaTBHUIIb-
kux gatarpam (UDP) noptn).

0-1023 — Bigomi noptu. BoHM po3noaiIsioThCs MIXK ClTy:k0amMu Y IpaBiiHHS
3 mpucBoeHHs: HOMepiB [HTepuery (IANA). Hanpuknan, 3a ymoBuanusm SSH Bu-
KOPUCTOBY€E TOPT 22, BeO-CepBepU MPOCIYXOBYIOTh O€3MeUH1 3'€THAHHS uepe3
nopt 443 1 [Ipoctuii nmportokon nepenayi nomtu (SMTP) Tpadik BUKOpUCTOBYE
oprt 25.

1024-49151 — 3apeectpoBani nmoptu. Opranizailii MOXKyTh pOOUTH 3aIlUTH B
IANA nns nopry, skuii Oyae 3apeecTpoBaHUM JIs1 HUX 1 IPU3HAYEHUH ISl BUKO-
PUCTaHHS 3 IPOrpaMor0. Xoua Il 3apeeCTPOBaH] MOPTU HA3UBAOTh HAIIBPE3EPBO-
BaHUMH, iX CIIiJ] BpaXOBYBaTH. 3ape3epBoBaHUi. BOHM Ha3MBaIOTHCS YAaCTKOBO 3a-
pE3epBOBAHUMHM, TOMY 1110 MOJKJIMBO, ILI0 PEECTPALlisl MOPTY OlNIblIe HE MOTPiOHA 1
HOPT 3BUIBHSETHCS JUIsl MOBTOPHOTO BUKOpUCTaHHsS. OJHAK, HE3BaXKalouu Ha Te,
10 BiH HE 3apEECTPOBAHMM, MOPT BCE M€ 3HAXOAUTHCSA B CHHCKY 3apEECTPOBAHMUX
nopTiB. BiH 30epiraeTbcsi y rOTOBHOCTI JI0 peecTparliii iHIIow opranizaiieto. [Ipu-
KJIAJIOM 3apeecTpoBaHoro nopty € mopt 3389. Lle mopt, nos's3anuii 13 MiIKITIOYEH-
Hsamu RDP.

49152-65535 — Edemepni noptu. BoHr BUKOPUCTOBYIOTH KIIIEHTCHKI MPO-
rpaMH Ha CleliajibHIi OCHOBI. MOKHAa BUKOPHCTOBYBATH iX y OyAb-SIKOMY HAalH-
CaHOMY JIOAATKy. 3a3BWYail BOHW BUKOPHCTOBYIOTHCS SIK JIOKAJIBHHUIA MOPT ycepe-
JIMHI KOMIT'IOTepa, KOJIM BiH Iepenae aaHl Ha 100pe BiIOMHM abo0 3ape3epBOBaHUM
TIOPT Ha IHIIOMY MPUCTPOT, 1100 3aITPOCUTH Ta BCTAHOBHUTH 3'€THAHHS [5].

Ckanep mopTiB abo 3acid MmepeBipKu MOPTIB — I1€ IHCTPYMEHTH, SIKI BHKO-
PUCTOBYIOTBCSI JUIsl TIEPEBIPKU BIIKPUTUX MOPTIB KOMIT IOTEPHOI CHCTEMH B Me-
pexi. LI iHcTpymeHTH ckaHyioTh ycio cuctemy TCP/UDP-3’ennanns Tta ne-
PEBIPSAIOTH HASIBHICTh BIIKPUTUX MOPTIB. [HCTPYMEHTH TaKOTO THITY TaKOX IIIyKa-

I0Th 3alyIlEHl CIy>KOW Ta MOB’sI3aHl 3 HUMHU MOPTU. TOX Micis 3aBepIIEHHs CKa-
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HYBaHHs MOPTIB CHCTEMH TaKOXX MOXXHA 3HAMTH BIIKPUTI MOPTH Ta 3aIlyIleHl
CITYKOHU.

Hacryna yrtumita sika BUKOPUCTOBYeThbca it mepeBipku IC, ne yruiita
Nmap. Nmap (Network Mapper) — e yrwiita a1 JOCTiPKSHHS Mepexi abo 1ie-
peBipku Oe3neku. BoHa miaTpuMye ckaHyBaHHS ping (BU3HA4aTH, SIKi XOCTH Mpa-
I[I0I0Th), 0arato METO/dIB CKaHyBaHHsS TMOPTIB, BU3HAYCHHs Bepciil (BU3HAyYaTH
IPOTOKOJU OOCITYrOBYBaHHsI Ta Bepcil JOJATKiB, SIKI MPOCIYyXOBYIOTh MOPTH), a
takoxk BinOuTku TCP/IP (imentudikanis BignaneHoi OC abo mpuctporo). Nmap
TAaKOX NPOIOHYE THYYKY crHenu@ikaniio LuUied 1 MOpTiB, CKaHyBaHHS IMpPUMaH-
Koro/crenc, ckanyBaHHsi sunRPC rtomo. binemicte mnatdopm Unix 1 Windows
miaTpuMyroThes sk y peskumi GUI, Tak 1 B pexxumi KOMaHAHOTO psiaka. Takox
HNIATPUMYIOTHCSl KUIbKA MOMYJIIPHUX KHUIIEHBKOBUX MPUCTPOIB, 30Kpema Sharp
Zaurus Ta iPAQ.

Komanna nmap -T4 BUKOpPHUCTOBYEThCS ISl BU3HAYEHHS 4acy. Y TMpoiieci
CKaHyBaHHs nmap HaJICHJIA€ MaKeTH Ha HUJbOBY MAIIUHY MPOTATOM TIEBHOTO TEpi-
ony yacy (iHTepBaiy). SIKIIO HEOOXiMHO 3MEHIIUTH a00 30UIBIIUTH e mepiof
gacy, MO’KHa BUKOPHCTOBYBATH NiepeMukad nmap -1 ane g mapametpa -T motpi-
O0eH arpuOyT, TOOTO HEOOXiTHO BHUKOPUCTOBYBAaTH 1,2,3,4 BiANOBIIHO IO BUMOT.
T4 mae Oinpiry mBuaKicTh, Hixk T1, T2 1 T3.

Bukonanns komanau nmap -14 -v 195.138.69.231 (puc.8)
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daiin  [Jeiicteua Mpaska Bua Cnpaska

nmap -v -iR 10
SEE THE MAN PAGE (h

Cs

open
open
open
open

Pucynok 8 — CKpIiHIIOT 3 pe3y/ibTaToOM CKaHyBaHHS Iuiarinom Nmap

KoMaH i nmap -4 -v 195.138.69.231

— (kali%kali) -[~]

L-$ nmap -T4 -v 195.138.69.231

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-07 18:42 EEST
Initiating Ping Scan at 18:42

Scanning 195.138.69.231 [2 ports]

Completed Ping Scan at 18:42, 0.25s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 18:42

Completed Parallel DNS resolution of 1 host. at 18:42, 0.20s elapsed
Initiating Connect Scan at 18:42

Scanning srvl.tenet.hosting (195.138.69.231) [1000 ports]

Komanna nmap —sS ansa ckanyBanus TCP SYN Bona Bumarae npuBiieiioBa-
Horo noctyny Ta iaeHTudikye nopta TCP. CxanyBanns TCP SYN peani3ye 3ara-
JHHUN MeToH imeHTU(IKaIlli BIAKPUTHX MOPTIB 0€3 BUKOHAHHS TPUCTOPOHHHOTO

npoliiecy pykoctrckanHsa. Koiu BUSBIEHO BIAKpUTUN MOPT, pykocTtuckanus TCP
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CKUAAETHCA NICPC/] 3aBCPIICHHAM. Takum YMHOM, € CKAHYBAHHA TAKOXK BiI[OMe K

HamniBBinkpute ckanyBaHHs (pHc.9).

®ain  [Jeictems [Mpaska

[sudo] naponb gns
Starting Nmap 7.93

STATE SERVICE

open
open
open
open

tepmux
compressnet
unknown
unknown
echo
discard
daytime
qotd
chargen
ftp-data

cmip-man

Bua Cnpaska

Pucynok 9 — CxpiHIIOT 3 pe3yibTaToM cKaHyBaHHs riarinom Nmap

nmap -sS 195.138.69.231

— (kali®kali)-[~]
L-$ sudo nmap -sS 195.138.69.231

1 x
[sudo]

napoJyir nnusa kali:

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-07 19:23 EEST
Nmap scan report for srvl.tenet.hosting (195.138.69.231)

Host is up

PORT
21/tcp
22/tcp
23/tcp
53/tcp
80/tcp
135/tcp

(0.13s latency).

STATE SERVICE

open
open
open
open
open
open

ftp
ssh
telnet
domain
http
msrpc
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139/tcp open netbios-ssn
161/tcp open snmp
443/tcp open https

4444 /tcp open krb524
6666/tcp open irc
6667/tcp open irc
6668/tcp open irc
6669/tcp open irc

Komanna nmap -sF nns ckanyBanHs FIN. CkanyBanns FIN Hancunae nmaket
13 mpanopom FIN Ha 1iTKOBY MalllMHY, TOMY IIi KaJpHu € HE3BUYAMHUMU, OCKIJIBKU
BOHU HAJICWJIAIOTHCS IO MYHKTY MPU3HAYEHHS 10 3aBEPIICHHS IPOIECY TPHUCTO-
POHHBOTO BCTAHOBJICHHS 3B’S3KY. SIKIIO ceaHc ICP He aKTUBHUH, 1€ 03HAYAE, IO
mopT (popMasIbHO 3aKPUTO. SKIINO MEBHUM MOPT 3aKPUTO HA IIJILOBIM MaIllWHI, BIH

noBeprae RST-maket y Bignosinb FIN-ckanyBanus (puc.10).

195.138.69.231
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-07 19:29 EEST
Nmap scan report for srvl.tenet.hosting (195.138.69.231)
Host is up (0.18s latency).

All 1000 scanned ports on srvl.tenet.hosting (195.138.69.231) are in ignored states.
Not shown: 1000 open|filtered tcp ports (no-response)

Nmap done: 1 IP address (1 host up) scanned in 23.31 seconds

Pucynoxk 10 — CkpiHIIOT 3 pe3ysibTaToM CKaHyBaHHs muiarinom Nmap

sudo nmap -sF 195.138.69.231

—(kali®kali)-[~]

—5 sudo nmap -sF [

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-07 19:29 EEST

Nmap scan report for srvl.tenet.hosting (|| GGG

Host is up (0.18s latency).
A1l 1000 scanned ports on srvl.tenet.hosting (|} GGTGcG

are in ignored states.
Not shown: 1000 open|filtered tcp ports (no-response)

Nmap done: 1 IP address (1 host up) scanned in 23.31 seconds

CkanyBanHsi [P-ipoTokoy BiJIpi3HSIETHCS MailHEPOM BiJl IHIIUX CKaHYBaHb
nmap. Bin mykae nogatkosi [P-mpoTokosnu, siki BUKOPUCTOBYE IIJIbOBA MAIIMHA,
Harpukiag ICMP, TCP 1 UDP. flkmo ckanyBaTu mMapuipyTuzaTop, MOXKYTh OyTH

BUsIBJIEH] ToaaTkoBi IP-porokonu, Taki sik EGP a6o 1GP.



41

Komannma nmap —v it neransHoro pexuMmy (puc.ll). JletanbHuil pexum
Nmap Hagae QyHKIIII0 OTpUMaHHS TOJATKOBUX JETANCH y pe3yJibTaTax CKaHyBaH-
Hi. baraTociiBHUN peXUM HE 3MIHIOE Te, IO B1IOYBA€ETHCS IIiJT YaCc CKaHyBaHHS,

BiH JIMIIIE 3MIHIOE KUTBKICTh 1H(OpMallii, sKy nmap Bi1oOpaxae Ha CBOEMY BUXO/I.

- 195.138.69.231
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-07 19:55 EEST
Initiating Ping Scan at 19:55
Scanning 195.138.69.231 [4 ports]
Completed Ping Scan at 19:55, 0.40s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 19:55
Completed Parallel DNS resolution of 1 host. at 19:55, 0.13s elapsed
Initiating FIN Scan at 19:55
Scanning srvl.tenet.hosting (195.138.69.231) [1000 ports]

Completed FIN Scan at 19:55, 29.30s elapsed (1000 total ports)

Nmap scan report for srvl.tenet.hosting (195.138.69.231)

Host is up (0.17s latency).

All 1000 scanned ports on srvl.tenet.hosting (195.138.69.231) are in ignored states.
Not shown: 1000 open|filtered tcp ports (no-response)

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 29.95 seconds
Raw packets sent: 2020 (80.856KB) | Rcvd: 16 (704B)

Pucynoxk 11 — CkpiHIIIOT 3 pe3yJIbTaToM CKaHyBaHHs muiarinom Nmap

sudo nmap -sF -v 195.138.69.231

— (kali®kali)-[~]

L-s sudo nmap -sF -v 195.138.69.231

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-07 19:55 EEST
Initiating Ping Scan at 19:55

Scanning 195.138.69.231 [4 ports]

Completed Ping Scan at 19:55, 0.40s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 19:55

Completed Parallel DNS resolution of 1 host. at 19:55, 0.13s elapsed
Initiating FIN Scan at 19:55

Scanning srvl.tenet.hosting (195.138.69.231) [1000 ports]

Completed FIN Scan at 19:55, 29.30s elapsed (1000 total ports)

Nmap scan report for srvl.tenet.hosting (195.138.69.231)

Host is up (0.17s latency).

All 1000 scanned ports on srvl.tenet.hosting (195.138.69.231) are in
ignored states.

Not shown: 1000 open|filtered tcp ports (no-response)

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 29.95 seconds
Raw packets sent: 2020 (80.856KB) | Rcvd: 16 (704B)
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Komanga nmap -p ans ckanyBanHsA mopTiB (puc.12). Nmap 31e6i1b110ro
BUKOPUCTOBYETHCS I CKAHYBAHHS MOPTiB, 32 3aMOBYYBaHHSM BiH CKaHY€E BCi I10-
pPTH, aJie MOYKHA CKaHyBaTH OJIMH, KUTbKa MPOTOKOIIB 200 MPOTOKOJIM B MEXKax Jii-

armas3ony.

195.138.69.231
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-07 20:03
Nmap scan report for srvl.tenet.hosting (195.138.69.231)
Host is up (0.15s latency).

PORT STATE SERVICE
6/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in ©.78 seconds

195.138.69.231
Starting Nmap 7.93 ( https ap.org ) at 2023-05-07 20:03
Nmap scan report for srvi.tenet.hosting (195.138.69.231)
Host is up (0.26s latency).

PORT STATE SERVICE
17/tcp open qotd

Nmap done: 1 IP address (1 host up) scanned in ©0.83 seconds

195.138.69.231
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-07 20:03
Nmap scan report for srvi.tenet.hosting (195.138.69.231)
Host is up (@.37s latency).

PORT STATE SERVICE
50/tcp open re-mail-ck

Nmap done: 1 IP address (1 host up) scanned in ©0.96 seconds

195.138.69.231
Starting Nmap 7.93 ( htt 2 // ap.org ) at 2023-05-07 20:03
Nmap scan report for srvl.tenet.hosting (195.138.69.231)
Host is up (0.20s latency).

PORT STATE SERVICE
112/tcp open mcidas

Nmap done: 1 IP address (1 host up) scanned in 1.03 seconds

Pucynok 12 — CkpiHIIIOT 3 pe3yJIbTaToOM CKaHyBaHHs ruiarinom Nmap

sudo nmap -p 195.138.69.231

Komanma nmap —PE myis ICMP Echo Request Ping, Echo-3amutr ICMP ping
Hajacwiae Echo-3amut ICMP na [P-aapecy 1minboBoi MamvHu. Y 3BUYaiHOMY THITI
Echo-3anmuty ICMP nancunaetscst komoOinatist TCP i ACK-minry. 3a 10moMororo
napamerpa —PE ICMP-exo-3anmut MoxxHa BkazaTu sSiK METOJ ping nmap 0e3 moe-

HanHs TCP ACK-minry.

— (kali®kali)-[~]

L-$ sudo nmap -PE 195.138.69.231

Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-07 20:05 EEST
Nmap scan report for srvl.tenet.hosting (195.138.69.231)

Host is up (0.30s latency).
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Komannma nmap —PA mns TCP ACP Ping (puc.13). 3amicTh BUKOpPHCTaHHS

omii 3a 3amoBuyBaHHsM st Echo-zamuty ICMP i TCP ACK mapamerp —PA
najgcuiae TCP ACK i BimMoBisieTbes Big Oyap-sakux Echo-zamutie ICMP. Ile xo-
poina anbTepHaTuBa, Ko BukopuctaHHs |ICMP nemoxnuBe uepe3 ¢inabTparito

nakeTiB abo OpaHaMayepH.

®aitn  [eiicteus [Mpaska Bug Cnpaska

195. 31
[sudo] naponb ans kali:
Starting Nmap 7.93 ( http map.org ) at 2023-05-07 20:21 EEST
Nmap scan report for srvl.tenet.hosting (195.138.69.231)
Host is up (©.13s latency).

PORT STATE SERVICE
1/tcp open tcpmux
3/tcp open compressnet
4/tcp open unknown
6/tcp open unknown
7/tcp open echo
9/tcp open discard

open daytime

open gqotd

open chargen

open ftp-data

open ftp

open ssh

open telnet

open priv-mail

open smtp

open rsftp

open unknown

open unknown

open

open

open nameserver

open whois

open tacacs

open domain

open gopher

open finger

open http

open hosts2-ns

open xfer

open mit-ml-dev

open ctf

open mit-ml-dev

open kerberos-sec

open su-mit-tg

open dnsix

open metagram
100/tcp open newacct
106/tcp open pop3pw
109/tcp open pop2
110/tcp open pop3

open rpcbind

open ident

open nntp

open locus-map

open msrpc

open netbios-ssn

open imap

open news

open iso-tp@

open snmp

Pucynok 13 — CkpiHIIOT 3 pe3ybTaToOM CKaHyBaHHs marinom Nmap

sudo nmap -PA 195.138.69.231

[HOM1 711 TecTyBaHHS MOXHA OTpPUMATHU BeOcalT abo mporpamy Ha OCHOBI
CMS nns Buxkonanns VAPT. IlentectyBanns CMS — mae CBO1 CKJIQJIHOCTI,
ockisibk B CMS koau cepBepHOi 9acTUHU 3/1€01IBIIIOT0 3a3/4aJIeT1/Ib BU3HAUYCHI K
npupoja Ta nopeAinka CMS. Byap-xT0 MOXke 3aBaHTaxuTH naker CMS 1 cTBopu-
TH BJIaCHUU BeOcalT abo OJor 3a JIYeH1 CeKyHIH, HE 3HAIOYM KOJIHUX 3HAHb PO

KOJyBaHHA Ta )IOJIaTKOBi HaBHUYKU.
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Tox, cmin 3ayBakuTH, 1o mig yac nearectyBanass CMS noBoautkes 6opo-
TUCS 13 TIOTIEPEHHO BU3HAYCHUMH KOJaMU a00 CTAaTUIHUM KOJIOM, 1IeHTU(DIKATOP
SIKOTO PO3pOoOJICHUI eKCIiepTaMu, TAaKUMHU sIK wordpress, drupal, joomla To1iro.

[Tepm 3a Bce, cimix BimoOpasuTH i U1 CTPYKTYPOBAHOTO Tepersiay. by-
Jie Kpaille, sIKII0 TPOCKaHyBaTH LIk 3a IOMOMOIOI0 PI3HUX 1HCTPYMEHTIB, HAIIPH-
kian Burp, ue 6yne uynoBum BapiantoM. OKpiM 1IbOT0O, MOKHa BUKOPHUCTOBYBATU
«dirby», mpucytHiit y kali Linux, sxuit rpy6o ¢opcye URI Ta Ha3By katanory amus
MO>KJIMBOT'O 1CHYBaHHSI.

[licns ckaHyBaHHS MOXHa IIyKaTH IIkaBy pid. Ha chorogHimHid AeHb y
CMS nepepaxyBaHHS € HAWBAXKJIUBIIIOK YACTUHOIO, TOMY 1110 BiAMOBIIHO A0 MHam-
ku CMS 3a 3aMOBYYBaHHSIM 1 1IM’Sl CTOPIHKH OyJie OJJHAKOBUM. AJie MOKIJIUBO, 1110
PO3POOHUK TAaKOX BKJIFOYMB a00 J0/1aB MEBHUIN BUJ CHEIliajbHI KOJMW BIIMOBIIHO
10 ix motpe6. Tox BUBUCHHS LUX JIeTAJICH MOKE BUSBUTH KOH(IICHINIHY 1H(OP-
Mairito. CkaHyBaHHS TaK0XX Ba)KJIMBO, SIKIIO TeCTYIOThes 1HII CMS, Taki sik Modx,
Exponent, Wolf CMS Tomo. Ockinbku CTaHIAPTHI IHCTPYMEHTH JIOCTYIIHI JIUIIIE
st CMS BepxHBOTO piBHS, siK-0T Wordpress, Joomla, Drupal Toro.

ABtoMartuzoBaHe TectyBaHHs CMS 3a J0MOMOrow pi3HHX 1HCTPYMEHTIB i
creHapiiB. Ile 6araro JOCTymHUX 1HCTPYMEHTIB, SIKI MOXKYTb JIOMOMOTTH IIBUIKO
3HaWTH HasiBHI Bpa3nuBocTi B CMS. 3rigno 3 Haiikpamioro CMS, iCHYIOTh pi3HI1 1H-
ctpyMenTd, goctymnHi s WordPress, Drupal, Joomla. BukopuctoByBatn ix
OKpeMo OyJie TOJIOBHUM 0OJieM, TOMY HEI[0JaBHO OYJI0 BHUITYIIEHO HOBI 1HCTPY-
MeHTH i1 Ha3Bow "CMSMAP", ski MatoTh yci Tpu (QyHKIIIOHATIBHI MOKJIUBOCTI.

Hapasi posrisHemMo Ta TpPHUIYCTAMO, IO IUJILOBHHA  JOMEH —
https://195.138.69.231/wordpress/

VY 11bOMYy 1IHCTPYMEHTI IOCTYITHO O6arato Omilii.

./cmsmap.py -t https://195.138.69.231 [target]/wordpress

[ls xomaHAa BUKOHYBaTMME BCl CKAaHYBaHHs, SIK-OT OTPUMAaHHS Bepcli,

ICHYIOUHX TJIariHiB, MOMUJIOK Y CIIMCKY KaTaJjoriB TOLIO.
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Taxoxx MOKHa BUKOPUCTOBYBATH 1HIIHMM 1HCTpyMeHT. [licns oTpuMaHHA 1H-
dbopmarii mepmmii miaxiag mae 3ocepeauTrcs Ha Bepcii CMS Ta BCTaHOBIIGHOMY
miaridi. Skmo Bepcis crapilia BOHa BpasjiMBa, Ta MPUCYTHA TEBHA KUIBKICTh
ypasznuBocTei. [Hozl yepe3 nesiki ruiarinu 6e3nexkn oOpaHUil CKaHep He MpalioBa-
TUME Ta 3yMUHATUMETHCS MICIs BUKOHAHHS, TOMY MOTPIOHO CaMOCTIHHO BKa3aTu
3HAUEHHS areHTa KOpHCTyBaua 3a JIOMIOMOIOI0 --USer-agent (TakoX IIyKaTe iH-
M BapiaHT).

Tunu ekcrioiTiB MatoTh MOKPOKOBY 1H(MOpMAILiIO, IKYy MOKHAa BUKOPUCTATH
JUIs CKaHyBaHHS 00OpaHoi 1i1l. BapTo mam'aratu, 10 eKCIIOUT MOXe MaTu Oy/b-
aKy Bepcito CMS, Temy/MOyb/pO3IMIUPEHHS], CTOPOHHIO IporpaMy Toio. Heoo-
X1JITHO BUBUYMUTHU BC1 JIeTaJl MOKIIMBOTO €KCILIONTY.

[Tanens agmiHicTpaTopa Oysia O YyAOBUM MicCIeM, 11100 3HAUTH ypa3IuBOCTI.
Koxxna CMS mae cBoe po3TallyBaHHS 3a 3aMOBUYBAHHSIM JIJIs TTaHET aJIMiHICTpa-
Topa, AK-0T wordpress cms hace site/wp-login.php, sik 1 iHmIi. SIKIIO HE € MOXKJIH-
BHUM 3HAWTH OJHOI MAaHENl aAMIHICTpaTOpa, MOKIUBO, PO3POOHUK 3pOOUB SIKUKCH
PO3YMHHUI KPOK MPOTH 3JIOBMHCHHKIB, TOX CJIiJI TaKOX CrnpoOyBaTu MiaiopaTu
MICII€ pO3TallyBaHHs aJMiHICTpaTopa 3a aonoMororo «Dirbuster» 1 Burp.

1106 mo4yucTUTH MaHeIh aAMIHICTpaTOpa, sl Tpyooro (GopCcyBaHHS MOKHA
BUKOPHCTOBYBATHU PI3HI IHCTPYMEHTH, 3/1€0UTBIIIOT0 HajatoTh nepeBary CMSMAp

1 Burp Suite.

./cmsmap.py -t http://192.168.65.131/wordpress/ -u admin -p
/root/wpcrack. txt

[1s xoMaHga 3a 3aMOBUYYBaHHSIM TIEpeiie HA CTOPIHKY BXOJYy 3a 3aMOBUY-
BaHHSIM WOrdpress i 3amyCTuTh migdip BiAMOBIAHO 0 mapaMeTpa, -U 03Havaro iM's
KOPUCTYBa4ya/CIUCOK iIMEH KOPUCTYBaYiB & -P CIHCOK MapoJIiB.

Ha pwuc.14 mpeactaBieHO pe3yibTaTH BUKOHaHHSA komauau  dirb

https://195.138.69.231/ /usr/share/wordlists/dirb/common.txt
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DOWNLOADED: © - FOUND: @

https://195.138 231/ /[usr/share/wordlists/dirb/common.txt

DIRB v2.22
By The Dark Raver

START_TIME: Sun May 7 20:44:46 2
URL_BASE: https://195.138.69.231/
WORDLIST_FILES: /usr/shar rdlists/dirb/common. txt

GENERATED WORDS: 4612

Scanning https://195.138.69.231/
+ https .13 .231/core (CODE:200|SIZE:58
+ https .138.69.231/manager (CODE:200|SIZE
=3 DIRECTORY: https://195.138.69.231/phpmyadmin/
+ https://195.138.69.231/robots.txt (CODE:200|SIZE:14)

—-- Entering directory: https://195.138.69.231/phpmyadmin/ ——
=> DIRECTORY: https://195.138. .231/phpmyadmin/doc/
.231/phpmyadmin/favicon.ico (CODE:200|SIZE:18902)
.231/phpmyadmin/index.php (CODE:200|SIZ 672)
/195.138.69.231/phpmyadmin/js/
DIRECTORY: //195.138.69.231/phpmyadmin/libraries/
DIRECTOR //195.138.69.231/phpmyadmin/locale/
DIRECTORY: ://195.138.69.231/ / in/s
= DIRECTOR https://195.138.69.231/phpmyadmin/test/
= DIRECTORY: https://195.138.69.231/phpmyadmin/themes/

—— Entering directory: https://195.138.69.231/phpmyadmin/doc/
=> DIRECTORY: https://195.138.69.231/phpmyadmin/doc/html/

—— Entering directory: https://195.138.69.231/phpmyadmin/js/ -—
=> DIRECTORY: https://195.1 .231/phpmyadmin/js/jquery/
=> DIRECTORY: https://195.138.69.231/phpmyadmin/js/transformations/

—— Entering directory: https: .69.231/phpmyadmin/libraries/ ——
DIRECTOR https://195.138 > myadmin/libraries/config/
DIRECTOR https://195. i i/

DIRECTOR https://195. .69. 4 nya ibrarie gines/
DIRECTOR https://195. > my3 ibra s/navigation/
DIRECTORY: https://195.138.69.231/phpmyadmin/libraries/plugins/
DIRECTOR https://195. 69.231/phpmyadmin/libra s/properties/
DIRECTORY: https://195.138.69.231/phpmyadmin/libraries/rte

g directory: https://195.138.69.231/phpmyadmin/locale/ —
https://195.13 - dmin/locale/az/
https://195.138.69. 4 dmin/locale/bg/
https://195.138.69. 4 dmin/locale/ca/

DIRECTOR https://195. . > 4 dmin/locale/cs/
DIRECTORY: https://195.138.69. 4 yadmin/locale/da/
DIRECTOR https://195.138. .231/phpmyadmin/locale/de/
DIRECTORY: https://195.138.69.231/phpmyadmin/locale/el/
DIRECTORY: https://195.138. .231/phpmyadmin/locale/es/

LULLLLLl

Pucynoxk 14 — CkpiHIIOT 3 pe3y/IbTaTOM BUKOHaHHS kKomaH i dirb

https://195.138.69.231/ /usr/share/wordlists/dirb/common.txt
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BUCHOBKHA

CborojiHi BeO-porpaMu CTar0Th BCE OUIBII MOMTUPEHUMH B KOPIIOPATUBHUX,
JIep’KaBHUX 1 JIEp)KaBHUX CIy>K0axX BHACIHIJIOK MPOTpecy BeO-TEXHOJOTIN 1 3MiHU
Oi13Hec-cepenoBHIa. Xoya BeO-IporpaMyu MOXKYTh 3pOOUTH KUTTS MPOCTIIIMM 1
e()EKTUBHIIINM, JEsAKl 3arp0o3H Oe3Meri MOXYTh CTAHOBUTH 3HA4H1 pU3HKU Jist [ T-
1HGPACTPYKTYpH Opraizaiii, SKIO 3 HAMHU HE MPAIIOBATH HAJC)KHUM YHHOM.
OckUIbKM 3apa3 aTaku CIPSIMOBaHI CHEIliaJbHO Ha HEAOJIKK OC3MEeKH B JHU3aiHI
Be0-710J1aTKIB, TPAaIULINAHI 3aX0Au O€3MEKH MEpexli Ta TEXHOJOrli MOXYTh OyTH
HEJIOCTATHIMM JIJIA 3aXMCTy BeO-I0JIaTKIB BiJ HOBUX 3arpo3. Pazom i3 po3poOkoro
BeO-101aTKIB HEOOX1JHO BIPOBAKYBATH HOBI 3aX0/IM OC3IEKH, SIK TEXHIYHI, TakK 1
aamiHicTpathBHI. OCKUIBKU KIJIBKICTh BEO-T0JATKIB IPOJOBKYE 3pOCTATH, BAXKIIU-
BO 3HATH, SIKI 3arpo3u ICHYIOTh JUJIsi BeO-mojaTkiB. Oprasizaiiisi MOXe CTaTH Mi-
IIICHHIO 3arpo3u BeO-TporpaMu vepe3s ii BedcalT abo mporpamu. Y mpolieci po3po-
OKuM oprasizauii MOBUHHI BUPIIIUTH L1 poOiaemMu Oe3NeKHr, 3apoBaUuBIIN TECTY-
BaHHS Ha MIPOHMKHEHHS, 11100 3HAWTH BPa3IMBOCTI B [HTEpHETI Ta 3aXUCTUTH X 10
TOTO, SIK CIPaBXHI 3JJOBMHUCHUKH 3MOXXYTh HUMH CKOpUCTaTHCs. BeO-mporpamm
3py4Hi, €KOHOMIYHO €(EeKTHUBHI Ta M0AAIOTh IIHHICTh. OaHaK OUIBIIICTh CHCTEM
BIJIKpUTO JJIS TOCTYIy B IHTEpHET, 1 JaH1 MOXXYTh CTaTH JIETKO JOCTYITHUMH JIJIs
TUX, XTO Oaa€ TPOXW AOCHIAMTH. binblie TOro, HaBiTh HaWIOCKOHATIII BeO-
porpaMu CXWJIbHI JI0 BPA3JIMBOCTEH K y AM3aiiHl, Tak 1 B KOHPIryparlii, sKi xake-
pU MOXYTh 3HAWTHU Ta BUKOpUcTaTu. Uepe3 e Oe3neka BeO-IOAATKIB Mae OyTH
MPIOPUTETOM, OCOOIMBO SKIIIO BOHU 0OPOOJISIIOTH KOH(1EHIIIHHY 1H(hOpMAITiTO.

B inmeani TecTyBaHHS Ha MPOHUKHEHHS MOXE JIOMOMOTTH CTBOPUTH Oe3red-
He TporpamMHe 3a0esnedeHHs. Lle moporuii MeToa, TOMy 4aCTOTY MOKHA JOTPUMY-
BaTHUCA SIK pa3 Ha PIK.

OcCKUIbKM py4YHE TECTYBaHHsI Ha MPOHUKHEHHS HEe(EKTHBHE 3 TOUKH 30Dy
yacy, I'polieil 1 3yCuiib, YacTillle BUKOPUCTOBYIOTh HOTO aBTOMAaTU30BaHUI aHAJIOT.
Beb-ckanepu BUKOPUCTOBYIOTBHCSI JIJIi BHUKOHAHHS aBTOMATH30BAaHWX TECTIB Ha

IMPOHWKHCHHS B IHTepHCT, a TCCTYBAaHHA 3a AOIIOMOI'OI0 aBTOMATH30BAHUX 1H-
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CTPYMEHTIB 3aiiMa€e MEHIIIE Yacy, Hi)K TecTyBaHHs Bpy4uHy. OfHe TOCHIIKEHHS MO~
Ka3aJlo, 0 HE BCl IHCTPYMEHTH TECTyBaHHS Ha NMPOHUKHEHHS B [HTepHeT mpormo-
HYIOTh OJIHAKOB1 (PYHKIIIT, 1 1110 00’ €IHAHHS ITHCTPYMEHTIB MOX€E Ha/JIaTH JeTaJbHY
iHpopMarito mpo BpaznuBocTi B [HTepHeri. Kpim Toro, yci iHCTpyMEHTH MarOTh
CBOI IIepeBaru Ta HEJOJIKH, TOMY BUOIp 3aJeKUTh B/l MOTPeO opraHizarlii 41 OK-
peMoi moauHu. TUM HE MEHII, CJIiJI BpaXOBYBaTH Takl (PYHKIIII, SK BUSIBICHHS
Bpa3JIMBOCTEH, JOKIAIHI 3BITH Ta CYMICHI OIEpaliifHi CUCTEMH Ta MPHUCTPOI MiJ
yac BUOOpY 1HCTpyMeHTY. TecTepam Ha MPOHUKHEHHS MOKe OyTH KOPUCHO Meper-
JSTHYTH TIPEACTABIICHI pe3yJbTaTH, 00 NpUHATH Kpaul pimeHHs. Kpim Toro, 4i-
TKE PO3yMIHHS OOMEKEHb 1 HAIlPSAMKIB y LI ramxy3i MOKe OyTH KOPUCHUM s
MalOyTHIX JOCIITHUKIB.

VYci noptu MaroTh OyTH 3aKpUTI, SKIIO HEMA€E 3aJOKyMEHTOBAHOTO, TIEPEBI-
PEHOTO Ta 3aTBEPAKEHOTr0 €KOHOMIYHOTO 00rpyHTyBaHHs. Ciin 3poOUTH Te came
JUTSL BIIKpUTUX cepBiciB. [lapoii 3a 3aMOBUYBaHHSIM HEOOX1THO 3MIHUTH Ta 3aMi-
HUTHU HAAIMHUMU YHIKaJIbHUMHU apoiiMu. [1o MOKIIMBOCTI CIliJi BAKOPUCTOBYBATH
nBO(aKTOPHY aBTEHTH(IKAIIIIO.

VYeci cnyx0u, IPOTOKOIU, MIKPOIIPOTpaMH Ta MPOTrpaMu MOBUHHI, SIK 1 paHi-
11e, BIAMOBIIATH KUTTEBOMY UKy MIATPUMKH BUPOOHHKIB, 1 ISl HUX MalOTh Oy-
THU JIOCTYIIHI BUIIPABJICHHS O€3MEKU Ta BUIPABIECHHS TOMUJIOK.

Crig KOHTPOJIOBATH MOPTH, SIKI BAKOPUCTOBYIOTBCS Y MEPEXKI, 1 JOCTIHKYM-
Te OyIb-sKi AuBa ab0 HE3pO3yMill BIAKPUTI MOPTU. 3pO3YMITH, SIK BUTIISIAE 3BU-
YaifHe BUKOPUCTAHHS MOPTY, 00 MOKHA OyJI0 BU3HAYUTH HE3BUYAWHY TTOBEIIHKY.
BukoHaiiTe ckaHyBaHHS MOPTIB Ta TECTH HA IPOHUKHEHHS.

BaxxnuBo 3akputu nopt 23 Ta npunuHUTH Horo Bukopucrtanusa Telnet. [Top-
T SSH MO’XKHa 3aXUCTUTHU 3a JOMOMOT0I0 ayTeHTU(IKAIlT 3 BIIKPUTUM KIIFOUEM Ta
nBodakTopHOI ayTeHTHdiKaIii. Takoxk JOMOMOXKE HAIAMITYBATH MEPEKY Ha BUKO-
pPUCTaHHS 1HIIIOTO HOMepa NopTy 11 Tpadiky SSH.

Sxmo HeoOxigHO BukopucTtoByBaTy IRC, ciij mepin 3a Bce nmepeKoHaTHUcH,
10 BiH 3HAXOAUTHCS 3a OpaHIMayepoM, 1 BUMaraite, mob xopuctysaui IRC migk-

mrouniiics 1o mepexi uepe3 VPN, mo0 BukopuctoByBaTH Horo. He ciin mo3Bosis-
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TH 30BHIIIHBOMY Tpadiky npsamo norpamatu 10 IRC. Bapro BiacrexxyBatu ta ¢i-
asTpyBaT DNS-Tpadik. 3 mopty 53 He NOBHHHO BUXOAUTH HIYOTO, OKPIM CIIPaB-
xH1x DNS-3anuris.

Taxox cnifg 3poOUTH aKIEHT Ha MPUHHATTI cTpaTerii rIMOOKOeIIeTOHOBa-
HOTO 3aXHCTy Ta 3pOOUTH 3aXHUCT OaraTopiBHEBUM. BUKOpHCTOBYBaTH MiXMepe-
’KEB1 €KpaHU Ha OCHOBI XOCTa Ta MepexXi. BapTo BUMKHYTH TIPOKCI, SIKI HE Hajalll-
TOBaHI abo sIKi O1IbIIIEe HE TOTPiOHI I pOOOTH.

Hesxi psaaku SNMP, 1mo noBepTaroThcsi, MICTATh OOJIIKOB1 JIaHI 32 3aMOBYY-
BaHHSM Y BUTJIAII 3BHYAMHOTO TEKCTY, CJiJ] BAMKHYTH Ii€. TakoX, CHCTEMHOMY
aAMIHICTPATOPy BpaTO BUJAIUTH HeOaxaHl 3aroioBku Biamosigedn HTTP Ta
HTTPS Ta BigkmtouiTe OaHepH, K1 32 3aMOBYAHHSM BKIIFOYAIOTHCS Y BIJIMOBII Bijl
JESKOr0 MEpEeXHOro oOJsiagHaHHsA. BOHM napeMHO BHIAIOTh 1H(POpPMALIIO, SKa

IIPUHOCUTDb KOPUCTH JIUIIC 3JIOBMUCHHUKAM.
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Bukonanusa komanau wpscan --url https://odeku.edu.ua/ -e u

[!] To see full list of options use --hh.
E(kali@kali) -[~]
$ wpscan --url https://odeku.edu.ua/ -e u

WordPress Security Scanner by the WPScan Team
Version 3.8.22
Sponsored by Automattic - https://automattic.com/
@ WPScan_, @ethicalhack3r, @erwan_lr, @firefart

[+] URL: https://odeku.edu.ua/ [195.138.69.231]
[+] Started: Sun May 7 13:36:48 2023

Interesting Finding(s):

[+] Headers
| Interesting Entries:

| - Server: nginx/1.20.2

| - X-Powered-By: PHP/7.4.33

| Found By: Headers (Passive Detection)
| Confidence: 100%

[+] robots.txt found: https://odeku.edu.ua/robots.txt
| Interesting Entries:

| = /*2s=*www*

| - /*?s=*price*

| = /*?s=*buy*

| - /*?s=*store*

| - /*2?s=*online*

| - /*?s=*discount*

| - /*?s=*pharmacy*

| - */search/*www*

| - */search/*price*

| - */search/*buy*

| - */search/*store*

| - */search/*online*

| - */search/*discount*

| - */search/*pharmacy*

| Found By: Robots Txt (Aggressive Detection)
| Confidence: 100%

[+] XML-RPC seems to be enabled: https://odeku.edu.ua/xmlrpc.php
| Found By: Link Tag (Passive Detection)

| Confidence: 100%

| Confirmed By: Direct Access (Aggressive Detection), 100% confidence

| References:

| - http://codex.wordpress.org/XML-RPC Pingback API

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress ghost scanner/

| - https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress xmlrpc dos/

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress xmlrpc login/

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress pingback access/
[+] WordPress readme found: https://odeku.edu.ua/readme.html

| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

[+] The external WP-Cron seems to be enabled: https://odeku.edu.ua/wp-cron.php
| Found By: Direct Access (Aggressive Detection)

| Confidence: 60%

| References:

| - https://www.iplocation.net/defend-wordpress-from-ddos

| - https://github.com/wpscanteam/wpscan/issues/1299

[+] WordPress version 5.5.11 identified (Outdated, released on 2022-10-17).
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Found By: Rss Generator (Passive Detection)

- https://odeku.edu.ua/feed/, <generator>https://wordpress.org/?v=5.5.11</generator>
Confirmed By: Meta Generator (Passive Detection)

- https://odeku.edu.ua/, Match: 'WordPress 5.5.11'

+] WordPress theme in use: univer

| Location: https://odeku.edu.ua/wp-content/themes/univer/

| Readme: https://odeku.edu.ua/wp-content/themes/univer/readme.txt

| Style URL: https://odeku.edu.ua/wp-content/themes/univer/style.css?ver=5.5.11
| Style Name: univer WordPress

| Description: univer main css WordPress...

| Author: Arp-solution

|
\
\
|
|
\
\

Found By: Css Style In Homepage (Passive Detection)
Confirmed By: Css Style In 404 Page (Passive Detection)

Version: 1.0.1 (80% confidence)
Found By: Style (Passive Detection)
- https://odeku.edu.ua/wp-content/themes/univer/style.css?ver=5.5.11, Match: 'Version:

[+] Enumerating Users (via Passive and Aggressive Methods)

Brute Forcing Author IDs - Time: 00:00:19
< > (10 / 10) 100.00%
Time: 00:00:19

[1i] User(s) Identified:

[+] admin.odeku
| Found By: Rss Generator (Passive Detection)
| Confirmed By: Rss Generator (Aggressive Detection)

Found By: Wp Json Api (Aggressive Detection)
- https://odeku.edu.ua/wp-json/wp/v2/users/?per page=100&page=1

[+] admin
\
\
| Confirmed By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)

Found By: Wp Json Api (Aggressive Detection)
- https://odeku.edu.ua/wp-json/wp/v2/users/?per page=100&page=1
Confirmed By:
Yoast Seo Author Sitemap (Aggressive Detection)
- https://odeku.edu.ua/author-sitemap.xml

[+] admin-odeku
\
\
\
\
\
| Author Id Brute Forcing - Author Pattern (Aggressive Detection)

[+] alex
| Found By: Wp Json Api (Aggressive Detection)
| - https://odeku.edu.ua/wp-json/wp/v2/users/?per page=100&page=1
| Confirmed By:
| Yoast Seo Author Sitemap (Aggressive Detection)
| - https://odeku.edu.ua/author-sitemap.xml
| Author Id Brute Forcing - Author Pattern (Aggressive Detection)

Found By: Wp Json Api (Aggressive Detection)

- https://odeku.edu.ua/wp-json/wp/v2/users/?per page=100&page=1

Confirmed By:

Oembed API - Author URL (Aggressive Detection)

- https://odeku.edu.ua/wp-json/oembed/1.0/embed?url=https://odeku.edu.ua/&format=json

[+] fedorenko
\
\
\
\
\
| Author Id Brute Forcing - Author Pattern (Aggressive Detection)

[+] timepro

| Found By: Wp Json Api (Aggressive Detection)

| - https://odeku.edu.ua/wp-json/wp/v2/users/?per page=100&page=1

| Confirmed By: Author Id Brute Forcing - Author Pattern (Aggressive Detection)

[!] No WPScan API Token given, as a result vulnerability data has not been output.

['] You can get a free API token with 25 daily requests by registering at
https://wpscan.com/register

[+] Finished: Sun May 7 13:37:41 2023
[+] Requests Done: 59

[+] Cached Requests: 8

[+] Data Sent: 18.417 KB

[+] Data Received: 1.944 MB

[+] Memory used: 186.918 MB

[+] Elapsed time: 00:00:53



JIOJIATOK B

Buxonannsi komanau Wpscan --url https://odeku.edu.ua/ -e p

I_—(kali@kali) -[~]
$ wpscan --url https://odeku.edu.ua/ -e p

N /7 N/ |
[

NN /N

e
NN/ N/ N N 7 T TN

WordPress Security Scanner by the WPScan Team
Version 3.8.22
Sponsored by Automattic - https://automattic.com/
@ WPScan , @ethicalhack3r, @erwan lr, @firefart

[+] URL: https://odeku.edu.ua/ [195.138.69.231]
[+] Started: Sun May 7 13:38:19 2023
Interesting Finding(s) :
[+] Headers
| Interesting Entries:
| - Server: nginx/1.20.2
| - X-Powered-By: PHP/7.4.33
| Found By: Headers (Passive Detection)
| Confidence: 100%
[+] robots.txt found: https://odeku.edu.ua/robots.txt
| Interesting Entries:
| = /*2s=*www*
| - /*?s=*price*
| = /*?s=*buy*
| - /*?s=*storex*
| - /*?s=*online*
| - /*?s=*discount*
| - /*?s=*pharmacy*
| - */search/*www*
| - */search/*pricex*
| - */search/*buy*
| - */search/*store*
| - */search/*online¥*
| - */search/*discount*
| - */search/*pharmacy*
| Found By: Robots Txt (Aggressive Detection)
| Confidence: 100%

[+] XML-RPC seems to be enabled: https://odeku.edu.ua/xmlrpc.php
Found By: Link Tag (Passive Detection)
Confidence: 100%
Confirmed By: Direct Access (Aggressive Detection), 100% confidence
References:
- http://codex.wordpress.org/XML-RPC_Pingback API
- https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost
_scanner/
| - https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlrpc
dos/
| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_
xmlrpc login/
| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress ping
back access/

[+] WordPress readme found: https://odeku.edu.ua/readme.html
| Found By: Direct Access (Aggressive Detection)
| Confidence: 100%

[+] The external WP-Cron seems to be enabled: https://odeku.edu.ua/wp-cron.php
| Found By: Direct Access (Aggressive Detection)

| Confidence: 60%

| References:

| - https://www.iplocation.net/defend-wordpress-from-ddos

| - https://github.com/wpscanteam/wpscan/issues/1299

[+] WordPress version 5.5.11 identified (Outdated, released on 2022-10-17).
| Found By: Rss Generator (Passive Detection)


https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost
https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost
https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlrpc
https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlrpc
https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_xmlrpc
https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_xmlrpc
https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ping
https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ping

- https://odeku.edu.ua/feed/, <generator>https://wordpress.org/?

v=5.5.11</generator>

Confirmed By: Meta Generator (Passive Detection)
- https://odeku.edu.ua/, Match: 'WordPress 5.5.11'

WordPress theme in use: univer
Location: https://odeku.edu.ua/wp-content/themes/univer/
Readme: https://odeku.edu.ua/wp-content/themes/univer/readme.txt
Style URL: https://odeku.edu.ua/wp-content/themes/univer/style.css

Style Name: univer WordPress
Description: univer main css WordPress...
Author: Arp-solution

Found By: Css Style In Homepage (Passive Detection)
Confirmed By: Css Style In 404 Page (Passive Detection)
Version: 1.0.1 (80% confidence)

Found By: Style (Passive Detection)

- https://odeku.edu.ua/wp-content/themes/univer/style.css?ver=5.5.11, Match:

Enumerating Most Popular Plugins (via Passive Methods)
Checking Plugin Versions (via Passive and Aggressive Methods)

Plugin(s) Identified:

contact-form-7
Location: https://odeku.edu.ua/wp-content/plugins/contact-form-7/
Last Updated: 2023-04-23T08:44:00.0002

[!] The version is out of date, the latest version is 5.7.6

Found By: Urls In Homepage (Passive Detection)
Confirmed By:

Urls In 404 Page (Passive Detection)

Hidden Input (Passive Detection)

Version: 5.4.1 (100% confidence)
Found By: Query Parameter (Passive Detection)

- https://odeku.edu.ua/wp-content/plugins/contact-form-7/includes/css/

styles.css?ver=5.4.1

Confirmed By:
Hidden Input (Passive Detection)
- https://odeku.edu.ua/, Match: '5.4.1"'
Readme - Stable Tag (Aggressive Detection)
- https://odeku.edu.ua/wp-content/plugins/contact-form-7/readme.txt

location-weather
Location: https://odeku.edu.ua/wp-content/plugins/location-weather/
Latest Version: 1.3.6 (up to date)
Last Updated: 2023-04-13T10:31:00.000Z2

Found By: Urls In Homepage (Passive Detection)

Version: 1.3.6 (100% confidence)

Found By: Readme - Stable Tag (Aggressive Detection)

- https://odeku.edu.ua/wp-content/plugins/location-weather/readme.txt
Confirmed By: Readme - Changelog Section (Aggressive Detection)

- https://odeku.edu.ua/wp-content/plugins/location-weather/readme.txt

popup-maker
Location: https://odeku.edu.ua/wp-content/plugins/popup-maker/
Latest Version: 1.18.1 (up to date)
Last Updated: 2023-03-09T02:54:00.000Z2

Found By: Urls In Homepage (Passive Detection)
Confirmed By: Urls In 404 Page (Passive Detection)

Version: 1.18.1 (100% confidence)

Found By: Readme - Stable Tag (Aggressive Detection)

- https://odeku.edu.ua/wp-content/plugins/popup-maker/readme.txt
Confirmed By: Readme - Changelog Section (Aggressive Detection)

- https://odeku.edu.ua/wp-content/plugins/popup-maker/readme.txt

shortcodes-ultimate
Location: https://odeku.edu.ua/wp-content/plugins/shortcodes-ultimate/
Latest Version: 5.12.11 (up to date)
Last Updated: 2023-03-29T08:41:00.000Z2

Found By: Urls In Homepage (Passive Detection)
Confirmed By: Urls In 404 Page (Passive Detection)

'Version:

55

1.0.1"


https://odeku.edu.ua/wp-content/themes/univer/
https://odeku.edu.ua/wp-content/plugins/contact-form-7/includes/css/styles.css?
https://odeku.edu.ua/wp-content/plugins/contact-form-7/includes/css/styles.css?

(']
(4]

Version: 5.12.11 (80% confidence)
Found By: Readme - Stable Tag (Aggressive Detection)
- https://odeku.edu.ua/wp-content/plugins/shortcodes-ultimate/readme. txt

wordpress-seo
Location: https://odeku.edu.ua/wp-content/plugins/wordpress-seo/
Last Updated: 2023-04-26T07:56:00.0002

[!] The version is out of date, the latest version is 20.6

Found By: Comment (Passive Detection)

Version: 15.4 (100% confidence)

Found By: Comment (Passive Detection)

https://odeku.edu.ua/, Match: 'optimized with the Yoast SEO plugin v15.4-"'
Confirmed By: Readme - Stable Tag (Aggressive Detection)

- https://odeku.edu.ua/wp-content/plugins/wordpress-seo/readme.txt

No WPScan API Token given, as a result vulnerability data has not been output.

You can get a free API token with 25 daily requests by

https://wpscan.com/register

Finished: Sun May 7 13:38:27 2023
Requests Done: 12

Cached Requests: 36

Data Sent: 3.597 KB

Data Received: 189.17 KB

Memory used: 248.508 MB

Elapsed time: 00:00:07

registering
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Buxonannst Module options (auxiliary/scanner/portscan/tcp)

$ sudo msfdb init && msfconsole

[sudo] naposb mnsa kali:
[i] Database already started
[i1] The database appears to be already configured,

Metasploit Park, System Security Interface
Version 4.0.5, Alpha E

Ready...

> access security

access: PERMISSION DENIED.

> access security grid

access: PERMISSION DENIED.

> access main security grid

access: PERMISSION DENIED....and...
YOU DIDN'T SAY THE MAGIC WORD!

YOU DIDN'T SAY THE MAGIC WORD!

YOU DIDN'T SAY THE MAGIC WORD!

YOU DIDN'T SAY THE MAGIC WORD!

YOU DIDN'T SAY THE MAGIC WORD!

YOU DIDN'T SAY THE MAGIC WORD!

YOU DIDN'T SAY THE MAGIC WORD!

=[ metasploit v6.2.25-dev ]

+ —-— —-—=[ 2264 exploits - 1189 auxiliary - 404 post ]
+ -— -—-=[ 951 payloads - 45 encoders - 11 nops ]
+ —— ——=[ 9 evasion ]

Metasploit tip:
true
Metasploit Documentation: https://docs.metasploit.com/

Enable verbose logging with set VERBOSE

msf6 > search portscan

Matching Modules

# Name

0 auxiliary/scanner/portscan/ftpbounce
Port Scanner

1 auxiliary/scanner/natpmp/natpmp portscan
External Port Scanner

2 auxiliary/scanner/sap/sap_router portscanner
Port Scanner

3 auxiliary/scanner/portscan/xmas
Scanner

4 auxiliary/scanner/portscan/ack
Firewall Scanner

5 auxiliary/scanner/portscan/tcp
Scanner

6 auxiliary/scanner/portscan/syn
Scanner

7 auxiliary/scanner/http/wordpress pingback access
Pingback Locator

Interact with a module by name or index.
auxiliary/scanner/http/wordpress pingback access

For

msf6 > use 5
msf6 auxiliary(scanner/portscan/tcp) > options

Module options (auxiliary/scanner/portscan/tcp):

Name

Current Setting Required Description

CONCURRENCY 10 yes

DELAY 0 yes
milliseconds

JITTER 0 yes The delay jitter factor
DELAY) in milliseconds.

Disclosure Date Rank

example

skipping initialization

Check Description

normal No FTP Bounce

normal No NAT-PMP
normal No SAPRouter
normal No TCP "XMas" Port
normal No TCP ACK
normal No TCP Port

normal No TCP SYN Port

normal No Wordpress

info 7, use 7 or use

The number of concurrent ports to check per host
The delay between connections,

per thread, in

(maximum value by which to +/-



PORTS

RHOSTS
https://github.com/rapid7/metasploit-framework/wiki/Using-Metasploit

THREADS
TIMEOUT

1-10000

1

1000

yes

yes
yes

msf6 auxiliary(scanner/portscan/tcp)

rhosts => 195.138.69.231

msf6 auxiliary (scanner/portscan/tcp)

threads => 8

msf6 auxiliary(scanner/portscan/tcp)
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Ports to scan

yes

(e.g.

58

22-25,80,110-900)
The target host(s), see

The number of concurrent threads (max one per host)
The socket connect timeout in milliseconds

> run
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> set rhosts 195.138.69.231
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195.138.69.231: - 195.138.69.231:134 - TCP OPEN

195.138.69.231: - 195.138.69.231:135 - TCP OPEN
195.138.69.231: - 195.138.69.231:141 - TCP OPEN
195.138.69.231: - 195.138.69.231:144 - TCP OPEN
195.138.69.231: - 195.138.69.231:142 - TCP OPEN
195.138.69.231: - 195.138.69.231:145 - TCP OPEN
195.138.69.231: - 195.138.69.231:143 - TCP OPEN
195.138.69.231: - 195.138.69.231:151 - TCP OPEN
195.138.69.231: - 195.138.69.231:154 - TCP OPEN
195.138.69.231: - 195.138.69.231:152 - TCP OPEN
195.138.69.231: - 195.138.69.231:153 - TCP OPEN
195.138.69.231: - 195.138.69.231:157 - TCP OPEN
195.138.69.231: - 195.138.69.231:163 - TCP OPEN
195.138.69.231: - 195.138.69.231:161 - TCP OPEN
195.138.69.231: - 195.138.69.231:164 - TCP OPEN
195.138.69.231: - 195.138.69.231:162 - TCP OPEN
195.138.69.231: - 195.138.69.231:167 - TCP OPEN
195.138.69.231: - 195.138.69.231:171 - TCP OPEN
195.138.69.231: - 195.138.69.231:174 - TCP OPEN
195.138.69.231: - 195.138.69.231:173 - TCP OPEN
195.138.69.231: - 195.138.69.231:172 - TCP OPEN
195.138.69.231: - 195.138.69.231:175 - TCP OPEN
195.138.69.231: - 195.138.69.231:181 - TCP OPEN
195.138.69.231: - 195.138.69.231:182 - TCP OPEN
195.138.69.231: - 195.138.69.231:184 - TCP OPEN
195.138.69.231: - 195.138.69.231:183 - TCP OPEN
195.138.69.231: - 195.138.69.231:185 - TCP OPEN
195.138.69.231: - 195.138.69.231:191 - TCP OPEN
195.138.69.231: - 195.138.69.231:192 - TCP OPEN
195.138.69.231: - 195.138.69.231:193 - TCP OPEN
195.138.69.231: - 195.138.69.231:195 - TCP OPEN
195.138.69.231: - 195.138.69.231:194 - TCP OPEN
195.138.69.231: - 195.138.69.231:202 - TCP OPEN
195.138.69.231: - 195.138.69.231:201 - TCP OPEN
195.138.69.231: - 195.138.69.231:203 - TCP OPEN
195.138.69.231: - 195.138.69.231:204 - TCP OPEN
195.138.69.231: - 195.138.69.231:207 - TCP OPEN
195.138.69.231: - 195.138.69.231:211 - TCP OPEN
195.138.69.231: - 195.138.69.231:212 - TCP OPEN
195.138.69.231: - 195.138.69.231:214 - TCP OPEN
195.138.69.231: - 195.138.69.231:213 - TCP OPEN
195.138.69.231: - 195.138.69.231:217 - TCP OPEN
195.138.69.231: - 195.138.69.231:221 - TCP OPEN
195.138.69.231: - 195.138.69.231:223 - TCP OPEN
195.138.69.231: - 195.138.69.231:224 - TCP OPEN
195.138.69.231: - 195.138.69.231:222 - TCP OPEN
195.138.69.231: - 195.138.69.231:226 - TCP OPEN
195.138.69.231: - 195.138.69.231:231 - TCP OPEN
195.138.69.231: - 195.138.69.231:232 - TCP OPEN
195.138.69.231: - 195.138.69.231:234 - TCP OPEN
195.138.69.231: - 195.138.69.231:233 - TCP OPEN
195.138.69.231: - 195.138.69.231:235 - TCP OPEN
195.138.69.231: - 195.138.69.231:241 - TCP OPEN
195.138.69.231: - 195.138.69.231:242 - TCP OPEN
195.138.69.231: - 195.138.69.231:245 - TCP OPEN
195.138.69.231: - 195.138.69.231:243 - TCP OPEN
195.138.69.231: - 195.138.69.231:244 - TCP OPEN
195.138.69.231: - 195.138.69.231:251 - TCP OPEN
195.138.69.231: - 195.138.69.231:252 - TCP OPEN
195.138.69.231: - 195.138.69.231:253 - TCP OPEN
195.138.69.231: - 195.138.69.231:254 - TCP OPEN
195.138.69.231: - 195.138.69.231:255 - TCP OPEN
195.138.69.231: - 195.138.69.231:262 - TCP OPEN
195.138.69.231: - 195.138.69.231:261 - TCP OPEN
195.138.69.231: - 195.138.69.231:263 - TCP OPEN
195.138.69.231: - 195.138.69.231:264 - TCP OPEN
195.138.69.231: - 195.138.69.231:265 - TCP OPEN
195.138.69.231: - 195.138.69.231:271 - TCP OPEN
195.138.69.231: - 195.138.69.231:273 - TCP OPEN
195.138.69.231: - 195.138.69.231:272 - TCP OPEN
195.138.69.231: - 195.138.69.231:275 - TCP OPEN
195.138.69.231: - 195.138.69.231:274 - TCP OPEN
195.138.69.231: - 195.138.69.231:281 - TCP OPEN
195.138.69.231: - 195.138.69.231:282 - TCP OPEN
195.138.69.231: - 195.138.69.231:283 - TCP OPEN
195.138.69.231: - 195.138.69.231:284 - TCP OPEN
195.138.69.231: - 195.138.69.231:288 - TCP OPEN
195.138.69.231: - 195.138.69.231:291 - TCP OPEN
195.138.69.231: - 195.138.69.231:293 - TCP OPEN

195.138.69.231: - 195.138.69.231:292 - TCP OPEN
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195.138.69.231: - 195.138.69.231:296 - TCP OPEN

195.138.69.231: - 195.138.69.231:298 - TCP OPEN
195.138.69.231: - 195.138.69.231:301 - TCP OPEN
195.138.69.231: - 195.138.69.231:305 - TCP OPEN
195.138.69.231: - 195.138.69.231:303 - TCP OPEN
195.138.69.231: - 195.138.69.231:302 - TCP OPEN
195.138.69.231: - 195.138.69.231:304 - TCP OPEN
195.138.69.231: - 195.138.69.231:312 - TCP OPEN
195.138.69.231: - 195.138.69.231:311 - TCP OPEN
195.138.69.231: - 195.138.69.231:313 - TCP OPEN
195.138.69.231: - 195.138.69.231:314 - TCP OPEN
195.138.69.231: - 195.138.69.231:317 - TCP OPEN
195.138.69.231: - 195.138.69.231:321 - TCP OPEN
195.138.69.231: - 195.138.69.231:324 - TCP OPEN
195.138.69.231: - 195.138.69.231:322 - TCP OPEN
195.138.69.231: - 195.138.69.231:323 - TCP OPEN
195.138.69.231: - 195.138.69.231:326 - TCP OPEN
195.138.69.231: - 195.138.69.231:331 - TCP OPEN
195.138.69.231: - 195.138.69.231:332 - TCP OPEN
195.138.69.231: - 195.138.69.231:334 - TCP OPEN
195.138.69.231: - 195.138.69.231:333 - TCP OPEN
195.138.69.231: - 195.138.69.231:335 - TCP OPEN
195.138.69.231: - 195.138.69.231:342 - TCP OPEN
195.138.69.231: - 195.138.69.231:341 - TCP OPEN
195.138.69.231: - 195.138.69.231:343 - TCP OPEN
195.138.69.231: - 195.138.69.231:344 - TCP OPEN
195.138.69.231: - 195.138.69.231:346 - TCP OPEN
195.138.69.231: - 195.138.69.231:351 - TCP OPEN
195.138.69.231: - 195.138.69.231:352 - TCP OPEN
195.138.69.231: - 195.138.69.231:356 - TCP OPEN
195.138.69.231: - 195.138.69.231:353 - TCP OPEN
195.138.69.231: - 195.138.69.231:355 - TCP OPEN
195.138.69.231: - 195.138.69.231:361 - TCP OPEN
195.138.69.231: - 195.138.69.231:364 - TCP OPEN
195.138.69.231: - 195.138.69.231:362 - TCP OPEN
195.138.69.231: - 195.138.69.231:363 - TCP OPEN
195.138.69.231: - 195.138.69.231:365 - TCP OPEN
195.138.69.231: - 195.138.69.231:371 - TCP OPEN
195.138.69.231: - 195.138.69.231:374 - TCP OPEN
195.138.69.231: - 195.138.69.231:375 - TCP OPEN
195.138.69.231: - 195.138.69.231:372 - TCP OPEN
195.138.69.231: - 195.138.69.231:373 - TCP OPEN
195.138.69.231: - 195.138.69.231:381 - TCP OPEN
195.138.69.231: - 195.138.69.231:383 - TCP OPEN
195.138.69.231: - 195.138.69.231:382 - TCP OPEN
195.138.69.231: - 195.138.69.231:387 - TCP OPEN
195.138.69.231: - 195.138.69.231:384 - TCP OPEN
195.138.69.231: - 195.138.69.231:392 - TCP OPEN
195.138.69.231: - 195.138.69.231:391 - TCP OPEN
195.138.69.231: - 195.138.69.231:393 - TCP OPEN
195.138.69.231: - 195.138.69.231:394 - TCP OPEN
195.138.69.231: - 195.138.69.231:395 - TCP OPEN
195.138.69.231: - 195.138.69.231:401 - TCP OPEN
195.138.69.231: - 195.138.69.231:402 - TCP OPEN
195.138.69.231: - 195.138.69.231:404 - TCP OPEN
195.138.69.231: - 195.138.69.231:403 - TCP OPEN
195.138.69.231: - 195.138.69.231:406 - TCP OPEN
195.138.69.231: - 195.138.69.231:411 - TCP OPEN
195.138.69.231: - 195.138.69.231:412 - TCP OPEN
195.138.69.231: - 195.138.69.231:414 - TCP OPEN
195.138.69.231: - 195.138.69.231:413 - TCP OPEN
195.138.69.231: - 195.138.69.231:415 - TCP OPEN
195.138.69.231: - 195.138.69.231:421 - TCP OPEN
195.138.69.231: - 195.138.69.231:422 - TCP OPEN
195.138.69.231: - 195.138.69.231:424 - TCP OPEN
195.138.69.231: - 195.138.69.231:423 - TCP OPEN
195.138.69.231: - 195.138.69.231:427 - TCP OPEN
195.138.69.231: - 195.138.69.231:431 - TCP OPEN
195.138.69.231: - 195.138.69.231:433 - TCP OPEN
195.138.69.231: - 195.138.69.231:432 - TCP OPEN
195.138.69.231: - 195.138.69.231:434 - TCP OPEN
195.138.69.231: - 195.138.69.231:435 - TCP OPEN
195.138.69.231: - 195.138.69.231:441 - TCP OPEN
195.138.69.231: - 195.138.69.231:443 - TCP OPEN
195.138.69.231: - 195.138.69.231:444 - TCP OPEN
195.138.69.231: - 195.138.69.231:442 - TCP OPEN
195.138.69.231: - 195.138.69.231:446 - TCP OPEN
195.138.69.231: - 195.138.69.231:451 - TCP OPEN
195.138.69.231: - 195.138.69.231:453 - TCP OPEN

195.138.69.231: - 195.138.69.231:455 - TCP OPEN
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195.138.69.231: - 195.138.69.231:454 - TCP OPEN

195.138.69.231: - 195.138.69.231:456 - TCP OPEN
195.138.69.231: - 195.138.69.231:461 - TCP OPEN
195.138.69.231: - 195.138.69.231:463 - TCP OPEN
195.138.69.231: - 195.138.69.231:462 - TCP OPEN
195.138.69.231: - 195.138.69.231:464 - TCP OPEN
195.138.69.231: - 195.138.69.231:465 - TCP OPEN
195.138.69.231: - 195.138.69.231:471 - TCP OPEN
195.138.69.231: - 195.138.69.231:472 - TCP OPEN
195.138.69.231: - 195.138.69.231:475 - TCP OPEN
195.138.69.231: - 195.138.69.231:473 - TCP OPEN
195.138.69.231: - 195.138.69.231:474 - TCP OPEN
195.138.69.231: - 195.138.69.231:481 - TCP OPEN
195.138.69.231: - 195.138.69.231:482 - TCP OPEN
195.138.69.231: - 195.138.69.231:484 - TCP OPEN
195.138.69.231: - 195.138.69.231:485 - TCP OPEN
195.138.69.231: - 195.138.69.231:487 - TCP OPEN
195.138.69.231: - 195.138.69.231:491 - TCP OPEN
195.138.69.231: - 195.138.69.231:492 - TCP OPEN
195.138.69.231: - 195.138.69.231:493 - TCP OPEN
195.138.69.231: - 195.138.69.231:495 - TCP OPEN
195.138.69.231: - 195.138.69.231:494 - TCP OPEN
195.138.69.231: - 195.138.69.231:501 - TCP OPEN
195.138.69.231: - 195.138.69.231:505 - TCP OPEN
195.138.69.231: - 195.138.69.231:502 - TCP OPEN
195.138.69.231: - 195.138.69.231:504 - TCP OPEN
195.138.69.231: - 195.138.69.231:506 - TCP OPEN
195.138.69.231: - 195.138.69.231:511 - TCP OPEN
195.138.69.231: - 195.138.69.231:512 - TCP OPEN
195.138.69.231: - 195.138.69.231:515 - TCP OPEN
195.138.69.231: - 195.138.69.231:513 - TCP OPEN
195.138.69.231: - 195.138.69.231:514 - TCP OPEN
195.138.69.231: - 195.138.69.231:521 - TCP OPEN
195.138.69.231: - 195.138.69.231:522 - TCP OPEN
195.138.69.231: - 195.138.69.231:525 - TCP OPEN
195.138.69.231: - 195.138.69.231:524 - TCP OPEN
195.138.69.231: - 195.138.69.231:526 - TCP OPEN
195.138.69.231: - 195.138.69.231:531 - TCP OPEN
195.138.69.231: - 195.138.69.231:532 - TCP OPEN
195.138.69.231: - 195.138.69.231:534 - TCP OPEN
195.138.69.231: - 195.138.69.231:537 - TCP OPEN
195.138.69.231: - 195.138.69.231:533 - TCP OPEN
195.138.69.231: - 195.138.69.231:531 - TCP OPEN
195.138.69.231: - 195.138.69.231:532 - TCP OPEN
195.138.69.231: - 195.138.69.231:534 - TCP OPEN
195.138.69.231: - 195.138.69.231:535 - TCP OPEN
195.138.69.231: - 195.138.69.231:541 - TCP OPEN
195.138.69.231: - 195.138.69.231:545 - TCP OPEN
195.138.69.231: - 195.138.69.231:542 - TCP OPEN
195.138.69.231: - 195.138.69.231:546 - TCP OPEN
195.138.69.231: - 195.138.69.231:544 - TCP OPEN
195.138.69.231: - 195.138.69.231:551 - TCP OPEN
195.138.69.231: - 195.138.69.231:553 - TCP OPEN
195.138.69.231: - 195.138.69.231:555 - TCP OPEN
195.138.69.231: - 195.138.69.231:554 - TCP OPEN
195.138.69.231: - 195.138.69.231:556 - TCP OPEN
195.138.69.231: - 195.138.69.231:561 - TCP OPEN
195.138.69.231: - 195.138.69.231:562 - TCP OPEN
195.138.69.231: - 195.138.69.231:563 - TCP OPEN
195.138.69.231: - 195.138.69.231:564 - TCP OPEN
195.138.69.231: - 195.138.69.231:565 - TCP OPEN
195.138.69.231: - 195.138.69.231:572 - TCP OPEN
195.138.69.231: - 195.138.69.231:573 - TCP OPEN
195.138.69.231: - 195.138.69.231:571 - TCP OPEN
195.138.69.231: - 195.138.69.231:574 - TCP OPEN
195.138.69.231: - 195.138.69.231:576 - TCP OPEN
195.138.69.231: - 195.138.69.231:583 - TCP OPEN
195.138.69.231: - 195.138.69.231:581 - TCP OPEN
195.138.69.231: - 195.138.69.231:584 - TCP OPEN
195.138.69.231: - 195.138.69.231:582 - TCP OPEN
195.138.69.231: - 195.138.69.231:585 - TCP OPEN
195.138.69.231: - 195.138.69.231:591 - TCP OPEN
195.138.69.231: - 195.138.69.231:594 - TCP OPEN
195.138.69.231: - 195.138.69.231:592 - TCP OPEN
195.138.69.231: - 195.138.69.231:593 - TCP OPEN
195.138.69.231: - 195.138.69.231:595 - TCP OPEN

195.138.69.231: - 195.138.69.231:524 - TCP OPEN
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195.138.69.231: - 195.138.69.231:533 - TCP OPEN

195.138.69.231: - 195.138.69.231:531 - TCP OPEN
195.138.69.231: - 195.138.69.231:532 - TCP OPEN
195.138.69.231: - 195.138.69.231:534 - TCP OPEN
195.138.69.231: - 195.138.69.231:535 - TCP OPEN
195.138.69.231: - 195.138.69.231:541 - TCP OPEN
195.138.69.231: - 195.138.69.231:545 - TCP OPEN
195.138.69.231: - 195.138.69.231:602 - TCP OPEN
195.138.69.231: - 195.138.69.231:601 - TCP OPEN
195.138.69.231: - 195.138.69.231:604 - TCP OPEN
195.138.69.231: - 195.138.69.231:603 - TCP OPEN
195.138.69.231: - 195.138.69.231:605 - TCP OPEN
195.138.69.231: - 195.138.69.231:614 - TCP OPEN
195.138.69.231: - 195.138.69.231:611 - TCP OPEN
195.138.69.231: - 195.138.69.231:615 - TCP OPEN
195.138.69.231: - 195.138.69.231:613 - TCP OPEN
195.138.69.231: - 195.138.69.231:612 - TCP OPEN
195.138.69.231: - 195.138.69.231:623 - TCP OPEN
195.138.69.231: - 195.138.69.231:621 - TCP OPEN
195.138.69.231: - 195.138.69.231:622 - TCP OPEN
195.138.69.231: - 195.138.69.231:624 - TCP OPEN
195.138.69.231: - 195.138.69.231:626 - TCP OPEN
195.138.69.231: - 195.138.69.231:631 - TCP OPEN
195.138.69.231: - 195.138.69.231:635 - TCP OPEN
195.138.69.231: - 195.138.69.231:632 - TCP OPEN
195.138.69.231: - 195.138.69.231:640 - TCP OPEN
195.138.69.231: - 195.138.69.231:637 - TCP OPEN
195.138.69.231: - 195.138.69.231:641 - TCP OPEN
195.138.69.231: - 195.138.69.231:643 - TCP OPEN
195.138.69.231: - 195.138.69.231:645 - TCP OPEN
195.138.69.231: - 195.138.69.231:646 - TCP OPEN
195.138.69.231: - 195.138.69.231:644 - TCP OPEN
195.138.69.231: - 195.138.69.231:654 - TCP OPEN
195.138.69.231: - 195.138.69.231:652 - TCP OPEN
195.138.69.231: - 195.138.69.231:651 - TCP OPEN
195.138.69.231: - 195.138.69.231:658 - TCP OPEN
195.138.69.231: - 195.138.69.231:653 - TCP OPEN
195.138.69.231: - 195.138.69.231:661 - TCP OPEN
195.138.69.231: - 195.138.69.231:663 - TCP OPEN
195.138.69.231: - 195.138.69.231:662 - TCP OPEN
195.138.69.231: - 195.138.69.231:664 - TCP OPEN
195.138.69.231: - 195.138.69.231:666 - TCP OPEN
195.138.69.231: - 195.138.69.231:673 - TCP OPEN
195.138.69.231: - 195.138.69.231:671 - TCP OPEN
195.138.69.231: - 195.138.69.231:672 - TCP OPEN
195.138.69.231: - 195.138.69.231:674 - TCP OPEN
195.138.69.231: - 195.138.69.231:675 - TCP OPEN
195.138.69.231: - 195.138.69.231:681 - TCP OPEN
195.138.69.231: - 195.138.69.231:684 - TCP OPEN
195.138.69.231: - 195.138.69.231:682 - TCP OPEN
195.138.69.231: - 195.138.69.231:685 - TCP OPEN
195.138.69.231: - 195.138.69.231:686 - TCP OPEN
195.138.69.231: - 195.138.69.231:691 - TCP OPEN
195.138.69.231: - 195.138.69.231:692 - TCP OPEN
195.138.69.231: - 195.138.69.231:694 - TCP OPEN
195.138.69.231: - 195.138.69.231:693 - TCP OPEN
195.138.69.231: - 195.138.69.231:695 - TCP OPEN
195.138.69.231: - 195.138.69.231:703 - TCP OPEN
195.138.69.231: - 195.138.69.231:704 - TCP OPEN
195.138.69.231: - 195.138.69.231:702 - TCP OPEN
195.138.69.231: - 195.138.69.231:705 - TCP OPEN
195.138.69.231: - 195.138.69.231:706 - TCP OPEN
195.138.69.231: - 195.138.69.231:712 - TCP OPEN
195.138.69.231: - 195.138.69.231:711 - TCP OPEN
195.138.69.231: - 195.138.69.231:713 - TCP OPEN
195.138.69.231: - 195.138.69.231:715 - TCP OPEN
195.138.69.231: - 195.138.69.231:714 - TCP OPEN
195.138.69.231: - 195.138.69.231:721 - TCP OPEN
195.138.69.231: - 195.138.69.231:722 - TCP OPEN
195.138.69.231: - 195.138.69.231:724 - TCP OPEN
195.138.69.231: - 195.138.69.231:726 - TCP OPEN
195.138.69.231: - 195.138.69.231:725 - TCP OPEN
195.138.69.231: - 195.138.69.231:731 - TCP OPEN
195.138.69.231: - 195.138.69.231:732 - TCP OPEN
195.138.69.231: - 195.138.69.231:734 - TCP OPEN
195.138.69.231: - 195.138.69.231:735 - TCP OPEN
195.138.69.231: - 195.138.69.231:733 - TCP OPEN
195.138.69.231: - 195.138.69.231:741 - TCP OPEN
195.138.69.231: - 195.138.69.231:744 - TCP OPEN

195.138.69.231: - 195.138.69.231:742 - TCP OPEN
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195.138.69.231: - 195.138.69.231:743 - TCP OPEN

195.138.69.231: - 195.138.69.231:745 - TCP OPEN
195.138.69.231: - 195.138.69.231:751 - TCP OPEN
195.138.69.231: - 195.138.69.231:754 - TCP OPEN
195.138.69.231: - 195.138.69.231:753 - TCP OPEN
195.138.69.231: - 195.138.69.231:752 - TCP OPEN
195.138.69.231: - 195.138.69.231:755 - TCP OPEN
195.138.69.231: - 195.138.69.231:761 - TCP OPEN
195.138.69.231: - 195.138.69.231:762 - TCP OPEN
195.138.69.231: - 195.138.69.231:763 - TCP OPEN
195.138.69.231: - 195.138.69.231:764 - TCP OPEN
195.138.69.231: - 195.138.69.231:765 - TCP OPEN
195.138.69.231: - 195.138.69.231:772 - TCP OPEN
195.138.69.231: - 195.138.69.231:771 - TCP OPEN
195.138.69.231: - 195.138.69.231:773 - TCP OPEN
195.138.69.231: - 195.138.69.231:774 - TCP OPEN
195.138.69.231: - 195.138.69.231:775 - TCP OPEN
195.138.69.231: - 195.138.69.231:782 - TCP OPEN
195.138.69.231: - 195.138.69.231:781 - TCP OPEN
195.138.69.231: - 195.138.69.231:783 - TCP OPEN
195.138.69.231: - 195.138.69.231:785 - TCP OPEN
195.138.69.231: - 195.138.69.231:784 - TCP OPEN
195.138.69.231: - 195.138.69.231:791 - TCP OPEN
195.138.69.231: - 195.138.69.231:792 - TCP OPEN
195.138.69.231: - 195.138.69.231:796 - TCP OPEN
195.138.69.231: - 195.138.69.231:793 - TCP OPEN
195.138.69.231: - 195.138.69.231:795 - TCP OPEN
195.138.69.231: - 195.138.69.231:801 - TCP OPEN
195.138.69.231: - 195.138.69.231:802 - TCP OPEN
195.138.69.231: - 195.138.69.231:803 - TCP OPEN
195.138.69.231: - 195.138.69.231:804 - TCP OPEN
195.138.69.231: - 195.138.69.231:807 - TCP OPEN
195.138.69.231: - 195.138.69.231:811 - TCP OPEN
195.138.69.231: - 195.138.69.231:813 - TCP OPEN
195.138.69.231: - 195.138.69.231:812 - TCP OPEN
195.138.69.231: - 195.138.69.231:816 - TCP OPEN
195.138.69.231: - 195.138.69.231:814 - TCP OPEN
195.138.69.231: - 195.138.69.231:821 - TCP OPEN
195.138.69.231: - 195.138.69.231:826 - TCP OPEN
195.138.69.231: - 195.138.69.231:823 - TCP OPEN
195.138.69.231: - 195.138.69.231:822 - TCP OPEN
195.138.69.231: - 195.138.69.231:824 - TCP OPEN
195.138.69.231: - 195.138.69.231:831 - TCP OPEN
195.138.69.231: - 195.138.69.231:833 - TCP OPEN
195.138.69.231: - 195.138.69.231:832 - TCP OPEN
195.138.69.231: - 195.138.69.231:835 - TCP OPEN
195.138.69.231: - 195.138.69.231:836 - TCP OPEN
195.138.69.231: - 195.138.69.231:841 - TCP OPEN
195.138.69.231: - 195.138.69.231:843 - TCP OPEN
195.138.69.231: - 195.138.69.231:842 - TCP OPEN
195.138.69.231: - 195.138.69.231:844 - TCP OPEN
195.138.69.231: - 195.138.69.231:845 - TCP OPEN
195.138.69.231: - 195.138.69.231:851 - TCP OPEN
195.138.69.231: - 195.138.69.231:852 - TCP OPEN
195.138.69.231: - 195.138.69.231:853 - TCP OPEN
195.138.69.231: - 195.138.69.231:854 - TCP OPEN
195.138.69.231: - 195.138.69.231:857 - TCP OPEN
195.138.69.231: - 195.138.69.231:861 - TCP OPEN
195.138.69.231: - 195.138.69.231:862 - TCP OPEN
195.138.69.231: - 195.138.69.231:863 - TCP OPEN
195.138.69.231: - 195.138.69.231:864 - TCP OPEN
195.138.69.231: - 195.138.69.231:865 - TCP OPEN
195.138.69.231: - 195.138.69.231:873 - TCP OPEN
195.138.69.231: - 195.138.69.231:871 - TCP OPEN
195.138.69.231: - 195.138.69.231:872 - TCP OPEN
195.138.69.231: - 195.138.69.231:875 - TCP OPEN
195.138.69.231: - 195.138.69.231:874 - TCP OPEN
195.138.69.231: - 195.138.69.231:882 - TCP OPEN
195.138.69.231: - 195.138.69.231:881 - TCP OPEN
195.138.69.231: - 195.138.69.231:883 - TCP OPEN
195.138.69.231: - 195.138.69.231:884 - TCP OPEN
195.138.69.231: - 195.138.69.231:885 - TCP OPEN
195.138.69.231: - 195.138.69.231:891 - TCP OPEN
195.138.69.231: - 195.138.69.231:893 - TCP OPEN
195.138.69.231: - 195.138.69.231:892 - TCP OPEN
195.138.69.231: - 195.138.69.231:896 - TCP OPEN
195.138.69.231: - 195.138.69.231:894 - TCP OPEN
195.138.69.231: - 195.138.69.231:901 - TCP OPEN
195.138.69.231: - 195.138.69.231:905 - TCP OPEN

195.138.69.231: - 195.138.69.231:902 - TCP OPEN
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195.138.69.231: - 195.138.69.231:3941 - TCP OPEN

195.138.69.231: - 195.138.69.231:3942 - TCP OPEN
195.138.69.231: - 195.138.69.231:3945 - TCP OPEN
195.138.69.231: - 195.138.69.231:3948 - TCP OPEN
195.138.69.231: - 195.138.69.231:3946 - TCP OPEN
195.138.69.231: - 195.138.69.231:3951 - TCP OPEN
195.138.69.231: - 195.138.69.231:3952 - TCP OPEN
195.138.69.231: - 195.138.69.231:3954 - TCP OPEN
195.138.69.231: - 195.138.69.231:3955 - TCP OPEN
195.138.69.231: - 195.138.69.231:3956 - TCP OPEN
195.138.69.231: - 195.138.69.231:3961 - TCP OPEN
195.138.69.231: - 195.138.69.231:3962 - TCP OPEN
195.138.69.231: - 195.138.69.231:3966 - TCP OPEN
195.138.69.231: - 195.138.69.231:3964 - TCP OPEN
195.138.69.231: - 195.138.69.231:3963 - TCP OPEN
195.138.69.231: - 195.138.69.231:3971 - TCP OPEN
195.138.69.231: - 195.138.69.231:3973 - TCP OPEN
195.138.69.231: - 195.138.69.231:3972 - TCP OPEN
195.138.69.231: - 195.138.69.231:3974 - TCP OPEN
195.138.69.231: - 195.138.69.231:3975 - TCP OPEN
195.138.69.231: - 195.138.69.231:3981 - TCP OPEN
195.138.69.231: - 195.138.69.231:3982 - TCP OPEN
195.138.69.231: - 195.138.69.231:3983 - TCP OPEN
195.138.69.231: - 195.138.69.231:3984 - TCP OPEN
195.138.69.231: - 195.138.69.231:3985 - TCP OPEN
195.138.69.231: - 195.138.69.231:3991 - TCP OPEN
195.138.69.231: - 195.138.69.231:3992 - TCP OPEN
195.138.69.231: - 195.138.69.231:3995 - TCP OPEN
195.138.69.231: - 195.138.69.231:3993 - TCP OPEN
195.138.69.231: - 195.138.69.231:3994 - TCP OPENN
195.138.69.231: - 195.138.69.231:4001 - TCP OPEN
195.138.69.231: - 195.138.69.231:4003 - TCP OPEN
195.138.69.231: - 195.138.69.231:4002 - TCP OPEN
195.138.69.231: - 195.138.69.231:4004 - TCP OPEN
195.138.69.231: - 195.138.69.231:4005 - TCP OPEN
195.138.69.231: - 195.138.69.231:4011 - TCP OPEN
195.138.69.231: - 195.138.69.231:4012 - TCP OPEN
195.138.69.231: - 195.138.69.231:4015 - TCP OPEN
195.138.69.231: - 195.138.69.231:4013 - TCP OPEN
195.138.69.231: - 195.138.69.231:4016 - TCP OPEN
195.138.69.231: - 195.138.69.231:4022 - TCP OPEN
195.138.69.231: - 195.138.69.231:4024 - TCP OPEN
195.138.69.231: - 195.138.69.231:4023 - TCP OPEN
195.138.69.231: - 195.138.69.231:4025 - TCP OPEN
195.138.69.231: - 195.138.69.231:4026 - TCP OPEN
195.138.69.231: - 195.138.69.231:4031 - TCP OPEN
195.138.69.231: - 195.138.69.231:4032 - TCP OPEN
195.138.69.231: - 195.138.69.231:4034 - TCP OPEN
195.138.69.231: - 195.138.69.231:4033 - TCP OPEN
195.138.69.231: - 195.138.69.231:4035 - TCP OPEN
195.138.69.231: - 195.138.69.231:4042 - TCP OPEN
195.138.69.231: - 195.138.69.231:4041 - TCP OPEN
195.138.69.231: - 195.138.69.231:4043 - TCP OPEN
195.138.69.231: - 195.138.69.231:4044 - TCP OPEN
195.138.69.231: - 195.138.69.231:4045 - TCP OPEN
195.138.69.231: - 195.138.69.231:4051 - TCP OPEN
195.138.69.231: - 195.138.69.231:4052 - TCP OPEN
195.138.69.231: - 195.138.69.231:4053 - TCP OPEN
195.138.69.231: - 195.138.69.231:4056 - TCP OPEN
195.138.69.231: - 195.138.69.231:4055 - TCP OPEN
195.138.69.231: - 195.138.69.231:4061 - TCP OPEN
195.138.69.231: - 195.138.69.231:4062 - TCP OPEN
195.138.69.231: - 195.138.69.231:4065 - TCP OPEN
195.138.69.231: - 195.138.69.231:4064 - TCP OPEN
195.138.69.231: - 195.138.69.231:4066 - TCP OPEN
195.138.69.231: - 195.138.69.231:4071 - TCP OPEN
195.138.69.231: - 195.138.69.231:4072 - TCP OPEN
195.138.69.231: - 195.138.69.231:4075 - TCP OPEN
195.138.69.231: - 195.138.69.231:4076 - TCP OPEN
195.138.69.231: - 195.138.69.231:4073 - TCP OPEN
195.138.69.231: - 195.138.69.231:4081 - TCP OPEN
195.138.69.231: - 195.138.69.231:4082 - TCP OPEN
195.138.69.231: - 195.138.69.231:4083 - TCP OPEN
195.138.69.231: - 195.138.69.231:4084 - TCP OPEN
195.138.69.231: - 195.138.69.231:4085 - TCP OPEN
195.138.69.231: - 195.138.69.231:4091 - TCP OPEN
195.138.69.231: - 195.138.69.231:4092 - TCP OPEN
195.138.69.231: - 195.138.69.231:4093 - TCP OPEN
195.138.69.231: - 195.138.69.231:4095 - TCP OPEN

195.138.69.231: - 195.138.69.231:4094 - TCP OPEN
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195.138.69.231: - 195.138.69.231:6662 - TCP OPEN
195.138.69.231: - 195.138.69.231:6664 - TCP OPEN
195.138.69.231: - 195.138.69.231:6663 - TCP OPEN
195.138.69.231: - 195.138.69.231:6665 - TCP OPEN
195.138.69.231: - 195.138.69.231:6674 - TCP OPEN
195.138.69.231: - 195.138.69.231:6671 - TCP OPEN
195.138.69.231: - 195.138.69.231:6672 - TCP OPEN
195.138.69.231: - 195.138.69.231:6673 - TCP OPEN
195.138.69.231: - 195.138.69.231:6676 - TCP OPEN
195.138.69.231: - 195.138.69.231:6681 - TCP OPEN
195.138.69.231: - 195.138.69.231:6683 - TCP OPEN
195.138.69.231: - 195.138.69.231:6682 - TCP OPEN
195.138.69.231: - 195.138.69.231:6684 - TCP OPEN
195.138.69.231: - 195.138.69.231:6685 - TCP OPEN
195.138.69.231: - 195.138.69.231:6691 - TCP OPEN
195.138.69.231: - 195.138.69.231:6693 - TCP OPEN
195.138.69.231: - 195.138.69.231:6692 - TCP OPEN
195.138.69.231: - 195.138.69.231:6694 - TCP OPEN
195.138.69.231: - 195.138.69.231:6697 - TCP OPEN
195.138.69.231: - 195.138.69.231:6701 - TCP OPEN
195.138.69.231: - 195.138.69.231:6702 - TCP OPEN
195.138.69.231: - 195.138.69.231:6703 - TCP OPEN
195.138.69.231: - 195.138.69.231:6704 - TCP OPEN
195.138.69.231: - 195.138.69.231:6705 - TCP OPEN
195.138.69.231: - 195.138.69.231:6713 - TCP OPEN
195.138.69.231: - 195.138.69.231:6711 - TCP OPEN
195.138.69.231: - 195.138.69.231:6712 - TCP OPEN
195.138.69.231: - 195.138.69.231:6714 - TCP OPEN
195.138.69.231: - 195.138.69.231:6715 - TCP OPEN
195.138.69.231: - 195.138.69.231:6721 - TCP OPEN
195.138.69.231: - 195.138.69.231:6723 - TCP OPEN
195.138.69.231: - 195.138.69.231:6726 - TCP OPEN
195.138.69.231: - 195.138.69.231:6722 - TCP OPEN
195.138.69.231: - 195.138.69.231:6725 - TCP OPEN
195.138.69.231: - 195.138.69.231:6731 - TCP OPEN
195.138.69.231: - 195.138.69.231:6733 - TCP OPEN
195.138.69.231: - 195.138.69.231:6732 - TCP OPEN
195.138.69.231: - 195.138.69.231:6735 - TCP OPEN
195.138.69.231: - 195.138.69.231:6734 - TCP OPEN
195.138.69.231: - 195.138.69.231:6741 - TCP OPEN
195.138.69.231: - 195.138.69.231:6742 - TCP OPEN
195.138.69.231: - 195.138.69.231:6743 - TCP OPEN
195.138.69.231: - 195.138.69.231:6745 - TCP OPEN
195.138.69.231: - 195.138.69.231:6744 - TCP OPEN
195.138.69.231: - 195.138.69.231:6751 - TCP OPEN
195.138.69.231: - 195.138.69.231:6753 - TCP OPEN
195.138.69.231: - 195.138.69.231:6752 - TCP OPEN
195.138.69.231: - 195.138.69.231:6756 - TCP OPEN
195.138.69.231: - 195.138.69.231:6754 - TCP OPEN
195.138.69.231: - 195.138.69.231:6761 - TCP OPEN
195.138.69.231: - 195.138.69.231:6762 - TCP OPEN
195.138.69.231: - 195.138.69.231:6764 - TCP OPEN
195.138.69.231: - 195.138.69.231:6763 - TCP OPEN
195.138.69.231: - 195.138.69.231:6765 - TCP OPEN
195.138.69.231: - 195.138.69.231:6773 - TCP OPEN
195.138.69.231: - 195.138.69.231:6771 - TCP OPEN
195.138.69.231: - 195.138.69.231:6772 - TCP OPEN
195.138.69.231: - 195.138.69.231:6776 - TCP OPEN
195.138.69.231: - 195.138.69.231:6774 - TCP OPEN
195.138.69.231: - 195.138.69.231:6782 - TCP OPEN
195.138.69.231: - 195.138.69.231:6781 - TCP OPEN
195.138.69.231: - 195.138.69.231:6783 - TCP OPEN
195.138.69.231: - 195.138.69.231:6784 - TCP OPEN
195.138.69.231: - 195.138.69.231:6786 - TCP OPEN
195.138.69.231: - 195.138.69.231:6791 - TCP OPEN
195.138.69.231: - 195.138.69.231:6792 - TCP OPEN
195.138.69.231: - 195.138.69.231:6794 - TCP OPEN
195.138.69.231: - 195.138.69.231:6793 - TCP OPEN
195.138.69.231: - 195.138.69.231:6795 - TCP OPEN
195.138.69.231: - 195.138.69.231:6803 - TCP OPEN
195.138.69.231: - 195.138.69.231:6801 - TCP OPEN
195.138.69.231: - 195.138.69.231:6804 - TCP OPEN
195.138.69.231: - 195.138.69.231:6805 - TCP OPEN
195.138.69.231: - 195.138.69.231:6802 - TCP OPEN
195.138.69.231: - 195.138.69.231:6811 - TCP OPEN
195.138.69.231: - 195.138.69.231:6812 - TCP OPEN
195.138.69.231: - 195.138.69.231:6815 - TCP OPEN
195.138.69.231: - 195.138.69.231:6813 - TCP OPEN
195.138.69.231: - 195.138.69.231:6814 - TCP OPEN

195.138.69.231: - 195.138.69.231:6822 - TCP OPEN
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195.138.69.231: - 195.138.69.231:6823 - TCP OPEN
195.138.69.231: - 195.138.69.231:6825 - TCP OPEN
195.138.69.231: - 195.138.69.231:6824 - TCP OPEN
195.138.69.231: - 195.138.69.231:6827 - TCP OPEN
195.138.69.231: - 195.138.69.231:6831 - TCP OPEN
195.138.69.231: - 195.138.69.231:6833 - TCP OPEN
195.138.69.231: - 195.138.69.231:6832 - TCP OPEN
195.138.69.231: - 195.138.69.231:6834 - TCP OPEN
195.138.69.231: - 195.138.69.231:6836 - TCP OPEN
195.138.69.231: - 195.138.69.231:6841 - TCP OPEN
195.138.69.231: - 195.138.69.231:6842 - TCP OPEN
195.138.69.231: - 195.138.69.231:6843 - TCP OPEN
195.138.69.231: - 195.138.69.231:6844 - TCP OPEN
195.138.69.231: - 195.138.69.231:6845 - TCP OPEN
195.138.69.231: - 195.138.69.231:6851 - TCP OPEN
195.138.69.231: - 195.138.69.231:6852 - TCP OPEN
195.138.69.231: - 195.138.69.231:6855 - TCP OPEN
195.138.69.231: - 195.138.69.231:6854 - TCP OPEN
195.138.69.231: - 195.138.69.231:6856 - TCP OPEN
195.138.69.231: - 195.138.69.231:6861 - TCP OPEN
195.138.69.231: - 195.138.69.231:6864 - TCP OPEN
195.138.69.231: - 195.138.69.231:6862 - TCP OPEN
195.138.69.231: - 195.138.69.231:6863 - TCP OPEN
195.138.69.231: - 195.138.69.231:6866 - TCP OPEN
195.138.69.231: - 195.138.69.231:6871 - TCP OPEN
195.138.69.231: - 195.138.69.231:6872 - TCP OPEN
195.138.69.231: - 195.138.69.231:6873 - TCP OPEN
195.138.69.231: - 195.138.69.231:6875 - TCP OPEN
195.138.69.231: - 195.138.69.231:6874 - TCP OPEN
195.138.69.231: - 195.138.69.231:6881 - TCP OPEN
195.138.69.231: - 195.138.69.231:6883 - TCP OPEN
195.138.69.231: - 195.138.69.231:6882 - TCP OPEN
195.138.69.231: - 195.138.69.231:6886 - TCP OPEN
195.138.69.231: - 195.138.69.231:6887 - TCP OPEN
195.138.69.231: - 195.138.69.231:6891 - TCP OPEN
195.138.69.231: - 195.138.69.231:6892 - TCP OPEN
195.138.69.231: - 195.138.69.231:6893 - TCP OPEN
195.138.69.231: - 195.138.69.231:6895 - TCP OPEN
195.138.69.231: - 195.138.69.231:6894 - TCP OPEN
195.138.69.231: - 195.138.69.231:6901 - TCP OPEN
195.138.69.231: - 195.138.69.231:6903 - TCP OPEN
195.138.69.231: - 195.138.69.231:6902 - TCP OPEN
195.138.69.231: - 195.138.69.231:6904 - TCP OPEN
195.138.69.231: - 195.138.69.231:6905 - TCP OPEN
195.138.69.231: - 195.138.69.231:6911 - TCP OPEN
195.138.69.231: - 195.138.69.231:6912 - TCP OPEN
195.138.69.231: - 195.138.69.231:6913 - TCP OPEN
195.138.69.231: - 195.138.69.231:6914 - TCP OPEN
195.138.69.231: - 195.138.69.231:6915 - TCP OPEN
195.138.69.231: - 195.138.69.231:6921 - TCP OPEN
195.138.69.231: - 195.138.69.231:6924 - TCP OPEN
195.138.69.231: - 195.138.69.231:6922 - TCP OPEN
195.138.69.231: - 195.138.69.231:6923 - TCP OPEN
195.138.69.231: - 195.138.69.231:6927 - TCP OPEN
195.138.69.231: - 195.138.69.231:6931 - TCP OPEN
195.138.69.231: - 195.138.69.231:6932 - TCP OPEN
195.138.69.231: - 195.138.69.231:6934 - TCP OPEN
195.138.69.231: - 195.138.69.231:6933 - TCP OPEN
195.138.69.231: - 195.138.69.231:6935 - TCP OPEN
195.138.69.231: - 195.138.69.231:6942 - TCP OPEN
195.138.69.231: - 195.138.69.231:6944 - TCP OPEN
195.138.69.231: - 195.138.69.231:6941 - TCP OPEN
195.138.69.231: - 195.138.69.231:6945 - TCP OPEN
195.138.69.231: - 195.138.69.231:6943 - TCP OPEN
195.138.69.231: - 195.138.69.231:6951 - TCP OPEN
195.138.69.231: - 195.138.69.231:6953 - TCP OPEN
195.138.69.231: - 195.138.69.231:6954 - TCP OPEN
195.138.69.231: - 195.138.69.231:6952 - TCP OPEN
195.138.69.231: - 195.138.69.231:6955 - TCP OPEN
195.138.69.231: - 195.138.69.231:6961 - TCP OPEN
195.138.69.231: - 195.138.69.231:6962 - TCP OPEN
195.138.69.231: - 195.138.69.231:6963 - TCP OPEN
195.138.69.231: - 195.138.69.231:6964 - TCP OPEN
195.138.69.231: - 195.138.69.231:6967 - TCP OPEN
195.138.69.231: - 195.138.69.231:6971 - TCP OPEN
195.138.69.231: - 195.138.69.231:6972 - TCP OPEN
195.138.69.231: - 195.138.69.231:6973 - TCP OPEN
195.138.69.231: - 195.138.69.231:6974 - TCP OPEN
195.138.69.231: - 195.138.69.231:6976 - TCP OPEN

195.138.69.231: - 195.138.69.231:6981 - TCP OPEN
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195.138.69.231: - 195.138.69.231:6982 - TCP OPEN
195.138.69.231: - 195.138.69.231:6984 - TCP OPEN
195.138.69.231: - 195.138.69.231:6983 - TCP OPEN
195.138.69.231: - 195.138.69.231:6986 - TCP OPEN
195.138.69.231: - 195.138.69.231:6991 - TCP OPEN
195.138.69.231: - 195.138.69.231:6992 - TCP OPEN
195.138.69.231: - 195.138.69.231:6994 - TCP OPEN
195.138.69.231: - 195.138.69.231:6996 - TCP OPEN
195.138.69.231: - 195.138.69.231:6995 - TCP OPEN
195.138.69.231: - 195.138.69.231:7002 - TCP OPEN
195.138.69.231: - 195.138.69.231:7001 - TCP OPEN
195.138.69.231: - 195.138.69.231:7005 - TCP OPEN
195.138.69.231: - 195.138.69.231:7003 - TCP OPEN
195.138.69.231: - 195.138.69.231:7004 - TCP OPEN
195.138.69.231: - 195.138.69.231:7013 - TCP OPEN
195.138.69.231: - 195.138.69.231:7011 - TCP OPEN
195.138.69.231: - 195.138.69.231:7012 - TCP OPEN
195.138.69.231: - 195.138.69.231:7014 - TCP OPEN
195.138.69.231: - 195.138.69.231:7015 - TCP OPEN
195.138.69.231: - 195.138.69.231:7021 - TCP OPEN
195.138.69.231: - 195.138.69.231:7022 - TCP OPEN
195.138.69.231: - 195.138.69.231:7023 - TCP OPEN
195.138.69.231: - 195.138.69.231:7024 - TCP OPEN
195.138.69.231: - 195.138.69.231:7025 - TCP OPEN
195.138.69.231: - 195.138.69.231:7031 - TCP OPEN
195.138.69.231: - 195.138.69.231:7034 - TCP OPEN
195.138.69.231: - 195.138.69.231:7032 - TCP OPEN
195.138.69.231: - 195.138.69.231:7033 - TCP OPEN
195.138.69.231: - 195.138.69.231:7035 - TCP OPEN
195.138.69.231: - 195.138.69.231:7042 - TCP OPEN
195.138.69.231: - 195.138.69.231:7044 - TCP OPEN
195.138.69.231: - 195.138.69.231:7041 - TCP OPEN
195.138.69.231: - 195.138.69.231:7043 - TCP OPEN
195.138.69.231: - 195.138.69.231:7045 - TCP OPEN
195.138.69.231: - 195.138.69.231:7051 - TCP OPEN
195.138.69.231: - 195.138.69.231:7053 - TCP OPEN
195.138.69.231: - 195.138.69.231:7054 - TCP OPEN
195.138.69.231: - 195.138.69.231:7052 - TCP OPEN
195.138.69.231: - 195.138.69.231:7056 - TCP OPEN
195.138.69.231: - 195.138.69.231:7059 - TCP OPEN
195.138.69.231: - 195.138.69.231:7061 - TCP OPEN
195.138.69.231: - 195.138.69.231:7062 - TCP OPEN
195.138.69.231: - 195.138.69.231:7063 - TCP OPEN
195.138.69.231: - 195.138.69.231:7064 - TCP OPEN
195.138.69.231: - 195.138.69.231:7065 - TCP OPEN
195.138.69.231: - 195.138.69.231:7073 - TCP OPEN
195.138.69.231: - 195.138.69.231:7071 - TCP OPEN
195.138.69.231: - 195.138.69.231:7075 - TCP OPEN
195.138.69.231: - 195.138.69.231:7074 - TCP OPEN
195.138.69.231: - 195.138.69.231:7072 - TCP OPEN
195.138.69.231: - 195.138.69.231:7081 - TCP OPEN
195.138.69.231: - 195.138.69.231:7083 - TCP OPEN
195.138.69.231: - 195.138.69.231:7100 - TCP OPEN
195.138.69.231: - 195.138.69.231:7091 - TCP OPEN
195.138.69.231: - 195.138.69.231:7093 - TCP OPEN
195.138.69.231: - 195.138.69.231:7092 - TCP OPEN
195.138.69.231: - 195.138.69.231:7096 - TCP OPEN
195.138.69.231: - 195.138.69.231:7101 - TCP OPEN
195.138.69.231: - 195.138.69.231:7102 - TCP OPEN
195.138.69.231: - 195.138.69.231:7103 - TCP OPEN
195.138.69.231: - 195.138.69.231:7104 - TCP OPEN
195.138.69.231: - 195.138.69.231:7106 - TCP OPEN
195.138.69.231: - 195.138.69.231:7111 - TCP OPEN
195.138.69.231: - 195.138.69.231:7112 - TCP OPEN
195.138.69.231: - 195.138.69.231:7113 - TCP OPEN
195.138.69.231: - 195.138.69.231:7114 - TCP OPEN
195.138.69.231: - 195.138.69.231:7116 - TCP OPEN
195.138.69.231: - 195.138.69.231:7121 - TCP OPEN
195.138.69.231: - 195.138.69.231:7122 - TCP OPEN
195.138.69.231: - 195.138.69.231:7123 - TCP OPEN
195.138.69.231: - 195.138.69.231:7124 - TCP OPEN
195.138.69.231: - 195.138.69.231:7125 - TCP OPEN
195.138.69.231: - 195.138.69.231:7132 - TCP OPEN
195.138.69.231: - 195.138.69.231:7131 - TCP OPEN
195.138.69.231: - 195.138.69.231:7133 - TCP OPEN
195.138.69.231: - 195.138.69.231:7134 - TCP OPEN
195.138.69.231: - 195.138.69.231:7135 - TCP OPEN
195.138.69.231: - 195.138.69.231:7141 - TCP OPEN

195.138.69.231: - 195.138.69.231:7142 - TCP OPEN
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195.138.69.231: - 195.138.69.231:7146 - TCP OPEN
195.138.69.231: - 195.138.69.231:7144 - TCP OPEN
195.138.69.231: - 195.138.69.231:7147 - TCP OPEN
195.138.69.231: - 195.138.69.231:7151 - TCP OPEN
195.138.69.231: - 195.138.69.231:7152 - TCP OPEN
195.138.69.231: - 195.138.69.231:7153 - TCP OPEN
195.138.69.231: - 195.138.69.231:7154 - TCP OPEN
195.138.69.231: - 195.138.69.231:7155 - TCP OPEN
195.138.69.231: - 195.138.69.231:7161 - TCP OPEN
195.138.69.231: - 195.138.69.231:7162 - TCP OPEN
195.138.69.231: - 195.138.69.231:7163 - TCP OPEN
195.138.69.231: - 195.138.69.231:7164 - TCP OPEN
195.138.69.231: - 195.138.69.231:7166 - TCP OPEN
195.138.69.231: - 195.138.69.231:7171 - TCP OPEN
195.138.69.231: - 195.138.69.231:7172 - TCP OPEN
195.138.69.231: - 195.138.69.231:7174 - TCP OPEN
195.138.69.231: - 195.138.69.231:7175 - TCP OPEN
195.138.69.231: - 195.138.69.231:7173 - TCP OPEN
195.138.69.231: - 195.138.69.231:7181 - TCP OPEN
195.138.69.231: - 195.138.69.231:7182 - TCP OPEN
195.138.69.231: - 195.138.69.231:7183 - TCP OPEN
195.138.69.231: - 195.138.69.231:7185 - TCP OPEN
195.138.69.231: - 195.138.69.231:7184 - TCP OPEN
195.138.69.231: - 195.138.69.231:7191 - TCP OPEN
195.138.69.231: - 195.138.69.231:7193 - TCP OPEN
195.138.69.231: - 195.138.69.231:7195 - TCP OPEN
195.138.69.231: - 195.138.69.231:7194 - TCP OPEN
195.138.69.231: - 195.138.69.231:7196 - TCP OPEN
195.138.69.231: - 195.138.69.231:7201 - TCP OPEN
195.138.69.231: - 195.138.69.231:7202 - TCP OPEN
195.138.69.231: - 195.138.69.231:7205 - TCP OPEN
195.138.69.231: - 195.138.69.231:7203 - TCP OPEN
195.138.69.231: - 195.138.69.231:7204 - TCP OPEN
195.138.69.231: - 195.138.69.231:7211 - TCP OPEN
195.138.69.231: - 195.138.69.231:7216 - TCP OPEN
195.138.69.231: - 195.138.69.231:7214 - TCP OPEN
195.138.69.231: - 195.138.69.231:7213 - TCP OPEN
195.138.69.231: - 195.138.69.231:7212 - TCP OPEN
195.138.69.231: - 195.138.69.231:7221 - TCP OPEN
195.138.69.231: - 195.138.69.231:7222 - TCP OPEN
195.138.69.231: - 195.138.69.231:7223 - TCP OPEN
195.138.69.231: - 195.138.69.231:7225 - TCP OPEN
195.138.69.231: - 195.138.69.231:7224 - TCP OPEN
195.138.69.231: - 195.138.69.231:7231 - TCP OPEN
195.138.69.231: - 195.138.69.231:7232 - TCP OPEN
195.138.69.231: - 195.138.69.231:7234 - TCP OPEN
195.138.69.231: - 195.138.69.231:7233 - TCP OPEN
195.138.69.231: - 195.138.69.231:7237 - TCP OPEN
195.138.69.231: - 195.138.69.231:7241 - TCP OPEN
195.138.69.231: - 195.138.69.231:7242 - TCP OPEN
195.138.69.231: - 195.138.69.231:7243 - TCP OPEN
195.138.69.231: - 195.138.69.231:7244 - TCP OPEN
195.138.69.231: - 195.138.69.231:7245 - TCP OPEN
195.138.69.231: - 195.138.69.231:7251 - TCP OPEN
195.138.69.231: - 195.138.69.231:7252 - TCP OPEN
195.138.69.231: - 195.138.69.231:7253 - TCP OPEN
195.138.69.231: - 195.138.69.231:7254 - TCP OPEN
195.138.69.231: - 195.138.69.231:7255 - TCP OPEN
195.138.69.231: - 195.138.69.231:7261 - TCP OPEN
195.138.69.231: - 195.138.69.231:7264 - TCP OPEN
195.138.69.231: - 195.138.69.231:7263 - TCP OPEN
195.138.69.231: - 195.138.69.231:7262 - TCP OPEN
195.138.69.231: - 195.138.69.231:7268 - TCP OPEN
195.138.69.231: - 195.138.69.231:7279 - TCP OPEN
195.138.69.231: - 195.138.69.231:7271 - TCP OPEN
195.138.69.231: - 195.138.69.231:7272 - TCP OPEN
195.138.69.231: - 195.138.69.231:7273 - TCP OPEN
195.138.69.231: - 195.138.69.231:7274 - TCP OPEN
195.138.69.231: - 195.138.69.231:7281 - TCP OPEN
195.138.69.231: - 195.138.69.231:7283 - TCP OPEN
195.138.69.231: - 195.138.69.231:7283 - TCP OPEN
195.138.69.231: - 195.138.69.231:7282 - TCP OPEN
195.138.69.231: - 195.138.69.231:7285 - TCP OPEN
195.138.69.231: - 195.138.69.231:7284 - TCP OPEN
195.138.69.231: - 195.138.69.231:7291 - TCP OPEN
195.138.69.231: - 195.138.69.231:7292 - TCP OPEN
195.138.69.231: - 195.138.69.231:7293 - TCP OPEN

195.138.69.231: - 195.138.69.231:7294 - TCP OPEN



++++++++ A+t A+t F A+ F A+ F o+t A+t + o+t A+ o+t FF kot F b+ o+t A+ F ok F A+ o+t F o+ o+

104

195.138.69.231: - 195.138.69.231:7295 - TCP OPEN
195.138.69.231: - 195.138.69.231:7301 - TCP OPEN
195.138.69.231: - 195.138.69.231:7304 - TCP OPEN
195.138.69.231: - 195.138.69.231:7303 - TCP OPEN
195.138.69.231: - 195.138.69.231:7307 - TCP OPEN
195.138.69.231: - 195.138.69.231:7305 - TCP OPEN
195.138.69.231: - 195.138.69.231:7311 - TCP OPEN
195.138.69.231: - 195.138.69.231:7312 - TCP OPEN
195.138.69.231: - 195.138.69.231:7314 - TCP OPEN
195.138.69.231: - 195.138.69.231:7313 - TCP OPEN
195.138.69.231: - 195.138.69.231:7315 - TCP OPEN
195.138.69.231: - 195.138.69.231:7321 - TCP OPEN
195.138.69.231: - 195.138.69.231:7322 - TCP OPEN
195.138.69.231: - 195.138.69.231:7323 - TCP OPEN
195.138.69.231: - 195.138.69.231:7324 - TCP OPEN
195.138.69.231: - 195.138.69.231:7325 - TCP OPEN
195.138.69.231: - 195.138.69.231:7333 - TCP OPEN
195.138.69.231: - 195.138.69.231:7331 - TCP OPEN
195.138.69.231: - 195.138.69.231:7332 - TCP OPEN
195.138.69.231: - 195.138.69.231:7334 - TCP OPEN
195.138.69.231: - 195.138.69.231:7337 - TCP OPEN
195.138.69.231: - 195.138.69.231:7341 - TCP OPEN
195.138.69.231: - 195.138.69.231:7342 - TCP OPEN
195.138.69.231: - 195.138.69.231:7343 - TCP OPEN
195.138.69.231: - 195.138.69.231:7344 - TCP OPEN
195.138.69.231: - 195.138.69.231:7345 - TCP OPEN
195.138.69.231: - 195.138.69.231:7355 - TCP OPEN
195.138.69.231: - 195.138.69.231:7352 - TCP OPEN
195.138.69.231: - 195.138.69.231:7351 - TCP OPEN
195.138.69.231: - 195.138.69.231:7354 - TCP OPEN
195.138.69.231: - 195.138.69.231:7353 - TCP OPEN
195.138.69.231: - 195.138.69.231:7361 - TCP OPEN
195.138.69.231: - 195.138.69.231:7362 - TCP OPEN
195.138.69.231: - 195.138.69.231:7365 - TCP OPEN
195.138.69.231: - 195.138.69.231:7364 - TCP OPEN
195.138.69.231: - 195.138.69.231:7363 - TCP OPEN
195.138.69.231: - 195.138.69.231:7373 - TCP OPEN
195.138.69.231: - 195.138.69.231:7372 - TCP OPEN
195.138.69.231: - 195.138.69.231:7375 - TCP OPEN
195.138.69.231: - 195.138.69.231:7374 - TCP OPEN
195.138.69.231: - 195.138.69.231:7378 - TCP OPEN
195.138.69.231: - 195.138.69.231:7381 - TCP OPEN
195.138.69.231: - 195.138.69.231:7382 - TCP OPEN
195.138.69.231: - 195.138.69.231:7383 - TCP OPEN
195.138.69.231: - 195.138.69.231:7384 - TCP OPEN
195.138.69.231: - 195.138.69.231:7385 - TCP OPEN
195.138.69.231: - 195.138.69.231:7391 - TCP OPEN
195.138.69.231: - 195.138.69.231:7394 - TCP OPEN
195.138.69.231: - 195.138.69.231:7393 - TCP OPEN
195.138.69.231: - 195.138.69.231:7397 - TCP OPEN
195.138.69.231: - 195.138.69.231:7392 - TCP OPEN
195.138.69.231: - 195.138.69.231:7401 - TCP OPEN
195.138.69.231: - 195.138.69.231:7402 - TCP OPEN
195.138.69.231: - 195.138.69.231:7404 - TCP OPEN
195.138.69.231: - 195.138.69.231:7403 - TCP OPEN
195.138.69.231: - 195.138.69.231:7405 - TCP OPEN
195.138.69.231: - 195.138.69.231:7411 - TCP OPEN
195.138.69.231: - 195.138.69.231:7412 - TCP OPEN
195.138.69.231: - 195.138.69.231:7414 - TCP OPEN
195.138.69.231: - 195.138.69.231:7413 - TCP OPEN
195.138.69.231: - 195.138.69.231:7417 - TCP OPEN
195.138.69.231: - 195.138.69.231:7421 - TCP OPEN
195.138.69.231: - 195.138.69.231:7422 - TCP OPEN
195.138.69.231: - 195.138.69.231:7423 - TCP OPEN
195.138.69.231: - 195.138.69.231:7424 - TCP OPEN
195.138.69.231: - 195.138.69.231:7426 - TCP OPEN
195.138.69.231: - 195.138.69.231:7432 - TCP OPEN
195.138.69.231: - 195.138.69.231:7431 - TCP OPEN
195.138.69.231: - 195.138.69.231:7433 - TCP OPEN
195.138.69.231: - 195.138.69.231:7435 - TCP OPEN
195.138.69.231: - 195.138.69.231:7436 - TCP OPEN
195.138.69.231: - 195.138.69.231:7441 - TCP OPEN
195.138.69.231: - 195.138.69.231:7442 - TCP OPEN
195.138.69.231: - 195.138.69.231:7443 - TCP OPEN
195.138.69.231: - 195.138.69.231:7445 - TCP OPEN
195.138.69.231: - 195.138.69.231:7444 - TCP OPEN
195.138.69.231: - 195.138.69.231:7454 - TCP OPEN
195.138.69.231: - 195.138.69.231:7452 - TCP OPEN
195.138.69.231: - 195.138.69.231:7456 - TCP OPEN

195.138.69.231: - 195.138.69.231:7453 - TCP OPEN
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195.138.69.231: - 195.138.69.231:7457 - TCP OPEN
195.138.69.231: - 195.138.69.231:7461 - TCP OPEN
195.138.69.231: - 195.138.69.231:7462 - TCP OPEN
195.138.69.231: - 195.138.69.231:7463 - TCP OPEN
195.138.69.231: - 195.138.69.231:7465 - TCP OPEN
195.138.69.231: - 195.138.69.231:7467 - TCP OPEN
195.138.69.231: - 195.138.69.231:7471 - TCP OPEN
195.138.69.231: - 195.138.69.231:7472 - TCP OPEN
195.138.69.231: - 195.138.69.231:7474 - TCP OPEN
195.138.69.231: - 195.138.69.231:7473 - TCP OPEN
195.138.69.231: - 195.138.69.231:7475 - TCP OPEN
195.138.69.231: - 195.138.69.231:7481 - TCP OPEN
195.138.69.231: - 195.138.69.231:7484 - TCP OPEN
195.138.69.231: - 195.138.69.231:7482 - TCP OPEN
195.138.69.231: - 195.138.69.231:7485 - TCP OPEN
195.138.69.231: - 195.138.69.231:7483 - TCP OPEN
195.138.69.231: - 195.138.69.231:7491 - TCP OPEN
195.138.69.231: - 195.138.69.231:7492 - TCP OPEN
195.138.69.231: - 195.138.69.231:7495 - TCP OPEN
195.138.69.231: - 195.138.69.231:7493 - TCP OPEN
195.138.69.231: - 195.138.69.231:7494 - TCP OPEN
195.138.69.231: - 195.138.69.231:7501 - TCP OPEN
195.138.69.231: - 195.138.69.231:7502 - TCP OPEN
195.138.69.231: - 195.138.69.231:7504 - TCP OPEN
195.138.69.231: - 195.138.69.231:7503 - TCP OPEN
195.138.69.231: - 195.138.69.231:7506 - TCP OPEN
195.138.69.231: - 195.138.69.231:7511 - TCP OPEN
195.138.69.231: - 195.138.69.231:7512 - TCP OPEN
195.138.69.231: - 195.138.69.231:7513 - TCP OPEN
195.138.69.231: - 195.138.69.231:7514 - TCP OPEN
195.138.69.231: - 195.138.69.231:7515 - TCP OPEN
195.138.69.231: - 195.138.69.231:7521 - TCP OPEN
195.138.69.231: - 195.138.69.231:7522 - TCP OPEN
195.138.69.231: - 195.138.69.231:7525 - TCP OPEN
195.138.69.231: - 195.138.69.231:7524 - TCP OPEN
195.138.69.231: - 195.138.69.231:7523 - TCP OPEN
195.138.69.231: - 195.138.69.231:7531 - TCP OPEN
195.138.69.231: - 195.138.69.231:7532 - TCP OPEN
195.138.69.231: - 195.138.69.231:7536 - TCP OPEN
195.138.69.231: - 195.138.69.231:7533 - TCP OPEN
195.138.69.231: - 195.138.69.231:7537 - TCP OPEN
195.138.69.231: - 195.138.69.231:7542 - TCP OPEN
195.138.69.231: - 195.138.69.231:7541 - TCP OPEN
195.138.69.231: - 195.138.69.231:7544 - TCP OPEN
195.138.69.231: - 195.138.69.231:7543 - TCP OPEN
195.138.69.231: - 195.138.69.231:7545 - TCP OPEN
195.138.69.231: - 195.138.69.231:7551 - TCP OPEN
195.138.69.231: - 195.138.69.231:7553 - TCP OPEN
195.138.69.231: - 195.138.69.231:7552 - TCP OPEN
195.138.69.231: - 195.138.69.231:7555 - TCP OPEN
195.138.69.231: - 195.138.69.231:7554 - TCP OPEN
195.138.69.231: - 195.138.69.231:7561 - TCP OPEN
195.138.69.231: - 195.138.69.231:7562 - TCP OPEN
195.138.69.231: - 195.138.69.231:7563 - TCP OPEN
195.138.69.231: - 195.138.69.231:7564 - TCP OPEN
195.138.69.231: - 195.138.69.231:7566 - TCP OPEN
195.138.69.231: - 195.138.69.231:7571 - TCP OPEN
195.138.69.231: - 195.138.69.231:7573 - TCP OPEN
195.138.69.231: - 195.138.69.231:7572 - TCP OPEN
195.138.69.231: - 195.138.69.231:7575 - TCP OPEN
195.138.69.231: - 195.138.69.231:7574 - TCP OPEN
195.138.69.231: - 195.138.69.231:7582 - TCP OPEN
195.138.69.231: - 195.138.69.231:7581 - TCP OPEN
195.138.69.231: - 195.138.69.231:7584 - TCP OPEN
195.138.69.231: - 195.138.69.231:7583 - TCP OPEN
195.138.69.231: - 195.138.69.231:7585 - TCP OPEN
195.138.69.231: - 195.138.69.231:7591 - TCP OPEN
195.138.69.231: - 195.138.69.231:7592 - TCP OPEN
195.138.69.231: - 195.138.69.231:7595 - TCP OPEN
195.138.69.231: - 195.138.69.231:7596 - TCP OPEN
195.138.69.231: - 195.138.69.231:7594 - TCP OPEN
195.138.69.231: - 195.138.69.231:7602 - TCP OPEN
195.138.69.231: - 195.138.69.231:7603 - TCP OPEN
195.138.69.231: - 195.138.69.231:7601 - TCP OPEN
195.138.69.231: - 195.138.69.231:7606 - TCP OPEN
195.138.69.231: - 195.138.69.231:7604 - TCP OPEN
195.138.69.231: - 195.138.69.231:7611 - TCP OPEN
195.138.69.231: - 195.138.69.231:7612 - TCP OPEN
195.138.69.231: - 195.138.69.231:7613 - TCP OPEN

195.138.69.231: - 195.138.69.231:7614 - TCP OPEN
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195.138.69.231: - 195.138.69.231:7615 - TCP OPEN
195.138.69.231: - 195.138.69.231:7621 - TCP OPEN
195.138.69.231: - 195.138.69.231:7624 - TCP OPEN
195.138.69.231: - 195.138.69.231:7623 - TCP OPEN
195.138.69.231: - 195.138.69.231:7626 - TCP OPEN
195.138.69.231: - 195.138.69.231:7622 - TCP OPEN
195.138.69.231: - 195.138.69.231:7631 - TCP OPEN
195.138.69.231: - 195.138.69.231:7632 - TCP OPEN
195.138.69.231: - 195.138.69.231:7633 - TCP OPEN
195.138.69.231: - 195.138.69.231:7635 - TCP OPEN
195.138.69.231: - 195.138.69.231:7634 - TCP OPEN
195.138.69.231: - 195.138.69.231:7641 - TCP OPEN
195.138.69.231: - 195.138.69.231:7643 - TCP OPEN
195.138.69.231: - 195.138.69.231:7642 - TCP OPEN
195.138.69.231: - 195.138.69.231:7644 - TCP OPEN
195.138.69.231: - 195.138.69.231:7645 - TCP OPEN
195.138.69.231: - 195.138.69.231:7651 - TCP OPEN
195.138.69.231: - 195.138.69.231:7652 - TCP OPEN
195.138.69.231: - 195.138.69.231:7654 - TCP OPEN
195.138.69.231: - 195.138.69.231:7653 - TCP OPEN
195.138.69.231: - 195.138.69.231:7655 - TCP OPEN
195.138.69.231: - 195.138.69.231:7662 - TCP OPEN
195.138.69.231: - 195.138.69.231:7661 - TCP OPEN
195.138.69.231: - 195.138.69.231:7665 - TCP OPEN
195.138.69.231: - 195.138.69.231:7663 - TCP OPEN
195.138.69.231: - 195.138.69.231:7664 - TCP OPEN
195.138.69.231: - 195.138.69.231:7671 - TCP OPEN
195.138.69.231: - 195.138.69.231:7673 - TCP OPEN
195.138.69.231: - 195.138.69.231:7672 - TCP OPEN
195.138.69.231: - 195.138.69.231:7676 - TCP OPEN
195.138.69.231: - 195.138.69.231:7674 - TCP OPEN
195.138.69.231: - 195.138.69.231:7681 - TCP OPEN
195.138.69.231: - 195.138.69.231:7682 - TCP OPEN
195.138.69.231: - 195.138.69.231:7683 - TCP OPEN
195.138.69.231: - 195.138.69.231:7684 - TCP OPEN
195.138.69.231: - 195.138.69.231:7685 - TCP OPEN
195.138.69.231: - 195.138.69.231:7691 - TCP OPEN
195.138.69.231: - 195.138.69.231:7692 - TCP OPEN
195.138.69.231: - 195.138.69.231:7693 - TCP OPEN
195.138.69.231: - 195.138.69.231:7694 - TCP OPEN
195.138.69.231: - 195.138.69.231:7695 - TCP OPEN
195.138.69.231: - 195.138.69.231:7701 - TCP OPEN
195.138.69.231: - 195.138.69.231:7704 - TCP OPEN
195.138.69.231: - 195.138.69.231:7707 - TCP OPEN
195.138.69.231: - 195.138.69.231:7702 - TCP OPEN
195.138.69.231: - 195.138.69.231:7705 - TCP OPEN
195.138.69.231: - 195.138.69.231:7711 - TCP OPEN
195.138.69.231: - 195.138.69.231:7714 - TCP OPEN
195.138.69.231: - 195.138.69.231:7713 - TCP OPEN
195.138.69.231: - 195.138.69.231:7712 - TCP OPEN
195.138.69.231: - 195.138.69.231:7715 - TCP OPEN
195.138.69.231: - 195.138.69.231:7721 - TCP OPEN
195.138.69.231: - 195.138.69.231:7723 - TCP OPEN
195.138.69.231: - 195.138.69.231:7724 - TCP OPEN
195.138.69.231: - 195.138.69.231:7722 - TCP OPEN
195.138.69.231: - 195.138.69.231:7725 - TCP OPEN
195.138.69.231: - 195.138.69.231:7731 - TCP OPEN
195.138.69.231: - 195.138.69.231:7732 - TCP OPEN
195.138.69.231: - 195.138.69.231:7733 - TCP OPEN
195.138.69.231: - 195.138.69.231:7737 - TCP OPEN
195.138.69.231: - 195.138.69.231:7734 - TCP OPEN
195.138.69.231: - 195.138.69.231:7741 - TCP OPEN
195.138.69.231: - 195.138.69.231:7742 - TCP OPEN
195.138.69.231: - 195.138.69.231:7744 - TCP OPEN
195.138.69.231: - 195.138.69.231:7743 - TCP OPEN
195.138.69.231: - 195.138.69.231:7745 - TCP OPEN
195.138.69.231: - 195.138.69.231:7751 - TCP OPEN
195.138.69.231: - 195.138.69.231:7752 - TCP OPEN
195.138.69.231: - 195.138.69.231:7753 - TCP OPEN
195.138.69.231: - 195.138.69.231:7754 - TCP OPEN
195.138.69.231: - 195.138.69.231:7755 - TCP OPEN
195.138.69.231: - 195.138.69.231:7761 - TCP OPEN
195.138.69.231: - 195.138.69.231:7762 - TCP OPEN
195.138.69.231: - 195.138.69.231:7764 - TCP OPEN
195.138.69.231: - 195.138.69.231:7763 - TCP OPEN
195.138.69.231: - 195.138.69.231:7765 - TCP OPEN
195.138.69.231: - 195.138.69.231:7771 - TCP OPEN
195.138.69.231: - 195.138.69.231:7772 - TCP OPEN
195.138.69.231: - 195.138.69.231:7775 - TCP OPEN

195.138.69.231: - 195.138.69.231:7776 - TCP OPEN
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195.138.69.231: - 195.138.69.231:7774 - TCP OPEN
195.138.69.231: - 195.138.69.231:7781 - TCP OPEN
195.138.69.231: - 195.138.69.231:7782 - TCP OPEN
195.138.69.231: - 195.138.69.231:7783 - TCP OPEN
195.138.69.231: - 195.138.69.231:7784 - TCP OPEN
195.138.69.231: - 195.138.69.231:7785 - TCP OPEN
195.138.69.231: - 195.138.69.231:7791 - TCP OPEN
195.138.69.231: - 195.138.69.231:7794 - TCP OPEN
195.138.69.231: - 195.138.69.231:7792 - TCP OPEN
195.138.69.231: - 195.138.69.231:7793 - TCP OPEN
195.138.69.231: - 195.138.69.231:7795 - TCP OPEN
195.138.69.231: - 195.138.69.231:7802 - TCP OPEN
195.138.69.231: - 195.138.69.231:7801 - TCP OPEN
195.138.69.231: - 195.138.69.231:7807 - TCP OPEN
195.138.69.231: - 195.138.69.231:7803 - TCP OPEN
195.138.69.231: - 195.138.69.231:7806 - TCP OPEN
195.138.69.231: - 195.138.69.231:7812 - TCP OPEN
195.138.69.231: - 195.138.69.231:7811 - TCP OPEN
195.138.69.231: - 195.138.69.231:7813 - TCP OPEN
195.138.69.231: - 195.138.69.231:7814 - TCP OPEN
195.138.69.231: - 195.138.69.231:7816 - TCP OPEN
195.138.69.231: - 195.138.69.231:7821 - TCP OPEN
195.138.69.231: - 195.138.69.231:7824 - TCP OPEN
195.138.69.231: - 195.138.69.231:7822 - TCP OPEN
195.138.69.231: - 195.138.69.231:7823 - TCP OPEN
195.138.69.231: - 195.138.69.231:7825 - TCP OPEN
195.138.69.231: - 195.138.69.231:7833 - TCP OPEN
195.138.69.231: - 195.138.69.231:7832 - TCP OPEN
195.138.69.231: - 195.138.69.231:7831 - TCP OPEN
195.138.69.231: - 195.138.69.231:7834 - TCP OPEN
195.138.69.231: - 195.138.69.231:7836 - TCP OPEN
195.138.69.231: - 195.138.69.231:7841 - TCP OPEN
195.138.69.231: - 195.138.69.231:7844 - TCP OPEN
195.138.69.231: - 195.138.69.231:7842 - TCP OPEN
195.138.69.231: - 195.138.69.231:7845 - TCP OPEN
195.138.69.231: - 195.138.69.231:7843 - TCP OPEN
195.138.69.231: - 195.138.69.231:7851 - TCP OPEN
195.138.69.231: - 195.138.69.231:7852 - TCP OPEN
195.138.69.231: - 195.138.69.231:7853 - TCP OPEN
195.138.69.231: - 195.138.69.231:7854 - TCP OPEN
195.138.69.231: - 195.138.69.231:7857 - TCP OPEN
195.138.69.231: - 195.138.69.231:7861 - TCP OPEN
195.138.69.231: - 195.138.69.231:7862 - TCP OPEN
195.138.69.231: - 195.138.69.231:7863 - TCP OPEN
195.138.69.231: - 195.138.69.231:7864 - TCP OPEN
195.138.69.231: - 195.138.69.231:7865 - TCP OPEN
195.138.69.231: - 195.138.69.231:7873 - TCP OPEN
195.138.69.231: - 195.138.69.231:7875 - TCP OPEN
195.138.69.231: - 195.138.69.231:7874 - TCP OPEN
195.138.69.231: - 195.138.69.231:7878 - TCP OPEN
195.138.69.231: - 195.138.69.231:7876 - TCP OPEN
195.138.69.231: - 195.138.69.231:7881 - TCP OPEN
195.138.69.231: - 195.138.69.231:7883 - TCP OPEN
195.138.69.231: - 195.138.69.231:7882 - TCP OPEN
195.138.69.231: - 195.138.69.231:7885 - TCP OPEN
195.138.69.231: - 195.138.69.231:7884 - TCP OPEN
195.138.69.231: - 195.138.69.231:7891 - TCP OPEN
195.138.69.231: - 195.138.69.231:7893 - TCP OPEN
195.138.69.231: - 195.138.69.231:7892 - TCP OPEN
195.138.69.231: - 195.138.69.231:7895 - TCP OPEN
195.138.69.231: - 195.138.69.231:7894 - TCP OPEN
195.138.69.231: - 195.138.69.231:7901 - TCP OPEN
195.138.69.231: - 195.138.69.231:7902 - TCP OPEN
195.138.69.231: - 195.138.69.231:7903 - TCP OPEN
195.138.69.231: - 195.138.69.231:7904 - TCP OPEN
195.138.69.231: - 195.138.69.231:7906 - TCP OPEN
195.138.69.231: - 195.138.69.231:7911 - TCP OPEN
195.138.69.231: - 195.138.69.231:7912 - TCP OPEN
195.138.69.231: - 195.138.69.231:7913 - TCP OPEN
195.138.69.231: - 195.138.69.231:7914 - TCP OPEN
195.138.69.231: - 195.138.69.231:7915 - TCP OPEN
195.138.69.231: - 195.138.69.231:7921 - TCP OPEN
195.138.69.231: - 195.138.69.231:7922 - TCP OPEN
195.138.69.231: - 195.138.69.231:7923 - TCP OPEN
195.138.69.231: - 195.138.69.231:7924 - TCP OPEN
195.138.69.231: - 195.138.69.231:7925 - TCP OPEN
195.138.69.231: - 195.138.69.231:7931 - TCP OPEN
195.138.69.231: - 195.138.69.231:7932 - TCP OPEN
195.138.69.231: - 195.138.69.231:7934 - TCP OPEN

195.138.69.231: - 195.138.69.231:7933 - TCP OPEN
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195.138.69.231: - 195.138.69.231:7936 - TCP OPEN
195.138.69.231: - 195.138.69.231:7941 - TCP OPEN
195.138.69.231: - 195.138.69.231:7942 - TCP OPEN
195.138.69.231: - 195.138.69.231:7944 - TCP OPEN
195.138.69.231: - 195.138.69.231:7943 - TCP OPEN
195.138.69.231: - 195.138.69.231:7945 - TCP OPEN
195.138.69.231: - 195.138.69.231:7952 - TCP OPEN
195.138.69.231: - 195.138.69.231:7953 - TCP OPEN
195.138.69.231: - 195.138.69.231:7955 - TCP OPEN
195.138.69.231: - 195.138.69.231:7951 - TCP OPEN
195.138.69.231: - 195.138.69.231:7954 - TCP OPEN
195.138.69.231: - 195.138.69.231:7961 - TCP OPEN
195.138.69.231: - 195.138.69.231:7963 - TCP OPEN
195.138.69.231: - 195.138.69.231:7962 - TCP OPEN
195.138.69.231: - 195.138.69.231:7966 - TCP OPEN
195.138.69.231: - 195.138.69.231:7965 - TCP OPEN
195.138.69.231: - 195.138.69.231:7971 - TCP OPEN
195.138.69.231: - 195.138.69.231:7972 - TCP OPEN
195.138.69.231: - 195.138.69.231:7975 - TCP OPEN
195.138.69.231: - 195.138.69.231:7976 - TCP OPEN
195.138.69.231: - 195.138.69.231:7973 - TCP OPEN
195.138.69.231: - 195.138.69.231:7981 - TCP OPEN
195.138.69.231: - 195.138.69.231:7982 - TCP OPEN
195.138.69.231: - 195.138.69.231:7983 - TCP OPEN
195.138.69.231: - 195.138.69.231:7984 - TCP OPEN
195.138.69.231: - 195.138.69.231:7985 - TCP OPEN
195.138.69.231: - 195.138.69.231:7992 - TCP OPEN
195.138.69.231: - 195.138.69.231:7994 - TCP OPEN
195.138.69.231: - 195.138.69.231:7993 - TCP OPEN
195.138.69.231: - 195.138.69.231:7991 - TCP OPEN
195.138.69.231: - 195.138.69.231:7995 - TCP OPEN
195.138.69.231: - 195.138.69.231:8003 - TCP OPEN
195.138.69.231: - 195.138.69.231:8001 - TCP OPEN
195.138.69.231: - 195.138.69.231:8002 - TCP OPEN
195.138.69.231: - 195.138.69.231:8004 - TCP OPEN
195.138.69.231: - 195.138.69.231:8005 - TCP OPEN
195.138.69.231: - 195.138.69.231:8015 - TCP OPEN
195.138.69.231: - 195.138.69.231:8011 - TCP OPEN
195.138.69.231: - 195.138.69.231:8014 - TCP OPEN
195.138.69.231: - 195.138.69.231:8013 - TCP OPEN
195.138.69.231: - 195.138.69.231:8012 - TCP OPEN
195.138.69.231: - 195.138.69.231:8021 - TCP OPEN
195.138.69.231: - 195.138.69.231:8023 - TCP OPEN
195.138.69.231: - 195.138.69.231:8022 - TCP OPEN
195.138.69.231: - 195.138.69.231:8024 - TCP OPEN
195.138.69.231: - 195.138.69.231:8025 - TCP OPEN
195.138.69.231: - 195.138.69.231:8033 - TCP OPEN
195.138.69.231: - 195.138.69.231:8031 - TCP OPEN
195.138.69.231: - 195.138.69.231:8032 - TCP OPEN
195.138.69.231: - 195.138.69.231:8034 - TCP OPEN
195.138.69.231: - 195.138.69.231:8036 - TCP OPEN
195.138.69.231: - 195.138.69.231:8042 - TCP OPEN
195.138.69.231: - 195.138.69.231:8045 - TCP OPEN
195.138.69.231: - 195.138.69.231:8044 - TCP OPEN
195.138.69.231: - 195.138.69.231:8041 - TCP OPEN
195.138.69.231: - 195.138.69.231:8051 - TCP OPEN
195.138.69.231: - 195.138.69.231:8054 - TCP OPEN
195.138.69.231: - 195.138.69.231:8053 - TCP OPEN
195.138.69.231: - 195.138.69.231:8052 - TCP OPEN
195.138.69.231: - 195.138.69.231:8057 - TCP OPEN
195.138.69.231: - 195.138.69.231:8061 - TCP OPEN
195.138.69.231: - 195.138.69.231:8062 - TCP OPEN
195.138.69.231: - 195.138.69.231:8064 - TCP OPEN
195.138.69.231: - 195.138.69.231:8063 - TCP OPEN
195.138.69.231: - 195.138.69.231:8065 - TCP OPEN
195.138.69.231: - 195.138.69.231:8072 - TCP OPEN
195.138.69.231: - 195.138.69.231:8071 - TCP OPEN
195.138.69.231: - 195.138.69.231:8073 - TCP OPEN
195.138.69.231: - 195.138.69.231:8074 - TCP OPEN
195.138.69.231: - 195.138.69.231:8075 - TCP OPEN
195.138.69.231: - 195.138.69.231:8081 - TCP OPEN
195.138.69.231: - 195.138.69.231:8083 - TCP OPEN
195.138.69.231: - 195.138.69.231:8082 - TCP OPEN
195.138.69.231: - 195.138.69.231:8084 - TCP OPEN
195.138.69.231: - 195.138.69.231:8085 - TCP OPEN
195.138.69.231: - 195.138.69.231:8091 - TCP OPEN
195.138.69.231: - 195.138.69.231:8094 - TCP OPEN
195.138.69.231: - 195.138.69.231:8093 - TCP OPEN

195.138.69.231: - 195.138.69.231:8095 - TCP OPEN
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195.138.69.231: - 195.138.69.231:8096 - TCP OPEN
195.138.69.231: - 195.138.69.231:8101 - TCP OPEN
195.138.69.231: - 195.138.69.231:8103 - TCP OPEN
195.138.69.231: - 195.138.69.231:8102 - TCP OPEN
195.138.69.231: - 195.138.69.231:8105 - TCP OPEN
195.138.69.231: - 195.138.69.231:8104 - TCP OPEN
195.138.69.231: - 195.138.69.231:8111 - TCP OPEN
195.138.69.231: - 195.138.69.231:8112 - TCP OPEN
195.138.69.231: - 195.138.69.231:8113 - TCP OPEN
195.138.69.231: - 195.138.69.231:8114 - TCP OPEN
195.138.69.231: - 195.138.69.231:8115 - TCP OPEN
195.138.69.231: - 195.138.69.231:8121 - TCP OPEN
195.138.69.231: - 195.138.69.231:8122 - TCP OPEN
195.138.69.231: - 195.138.69.231:8123 - TCP OPEN
195.138.69.231: - 195.138.69.231:8124 - TCP OPEN
195.138.69.231: - 195.138.69.231:8125 - TCP OPEN
195.138.69.231: - 195.138.69.231:8131 - TCP OPEN
195.138.69.231: - 195.138.69.231:8132 - TCP OPEN
195.138.69.231: - 195.138.69.231:8133 - TCP OPEN
195.138.69.231: - 195.138.69.231:8134 - TCP OPEN
195.138.69.231: - 195.138.69.231:8135 - TCP OPEN
195.138.69.231: - 195.138.69.231:8141 - TCP OPEN
195.138.69.231: - 195.138.69.231:8142 - TCP OPEN
195.138.69.231: - 195.138.69.231:8144 - TCP OPEN
195.138.69.231: - 195.138.69.231:8145 - TCP OPEN
195.138.69.231: - 195.138.69.231:8152 - TCP OPEN
195.138.69.231: - 195.138.69.231:8154 - TCP OPEN
195.138.69.231: - 195.138.69.231:8151 - TCP OPEN
195.138.69.231: - 195.138.69.231:8155 - TCP OPEN
195.138.69.231: - 195.138.69.231:8156 - TCP OPEN
195.138.69.231: - 195.138.69.231:8161 - TCP OPEN
195.138.69.231: - 195.138.69.231:8163 - TCP OPEN
195.138.69.231: - 195.138.69.231:8165 - TCP OPEN
195.138.69.231: - 195.138.69.231:8164 - TCP OPEN
195.138.69.231: - 195.138.69.231:8162 - TCP OPEN
195.138.69.231: - 195.138.69.231:8171 - TCP OPEN
195.138.69.231: - 195.138.69.231:8174 - TCP OPEN
195.138.69.231: - 195.138.69.231:8172 - TCP OPEN
195.138.69.231: - 195.138.69.231:8176 - TCP OPEN
195.138.69.231: - 195.138.69.231:8173 - TCP OPEN
195.138.69.231: - 195.138.69.231:8181 - TCP OPEN
195.138.69.231: - 195.138.69.231:8183 - TCP OPEN
195.138.69.231: - 195.138.69.231:8182 - TCP OPEN
195.138.69.231: - 195.138.69.231:8185 - TCP OPEN
195.138.69.231: - 195.138.69.231:8188 - TCP OPEN
195.138.69.231: - 195.138.69.231:8191 - TCP OPEN
195.138.69.231: - 195.138.69.231:8192 - TCP OPEN
195.138.69.231: - 195.138.69.231:8193 - TCP OPEN
195.138.69.231: - 195.138.69.231:8194 - TCP OPEN
195.138.69.231: - 195.138.69.231:8195 - TCP OPEN
195.138.69.231: - 195.138.69.231:8201 - TCP OPEN
195.138.69.231: - 195.138.69.231:8204 - TCP OPEN
195.138.69.231: - 195.138.69.231:8202 - TCP OPEN
195.138.69.231: - 195.138.69.231:8205 - TCP OPEN
195.138.69.231: - 195.138.69.231:8206 - TCP OPEN
195.138.69.231: - 195.138.69.231:8211 - TCP OPEN
195.138.69.231: - 195.138.69.231:8212 - TCP OPEN
195.138.69.231: - 195.138.69.231:8213 - TCP OPEN
195.138.69.231: - 195.138.69.231:8214 - TCP OPEN
195.138.69.231: - 195.138.69.231:8215 - TCP OPEN
195.138.69.231: - 195.138.69.231:8222 - TCP OPEN
195.138.69.231: - 195.138.69.231:8221 - TCP OPEN
195.138.69.231: - 195.138.69.231:8226 - TCP OPEN
195.138.69.231: - 195.138.69.231:8227 - TCP OPEN
195.138.69.231: - 195.138.69.231:8224 - TCP OPEN
195.138.69.231: - 195.138.69.231:8231 - TCP OPEN
195.138.69.231: - 195.138.69.231:8232 - TCP OPEN
195.138.69.231: - 195.138.69.231:8233 - TCP OPEN
195.138.69.231: - 195.138.69.231:8235 - TCP OPEN
195.138.69.231: - 195.138.69.231:8234 - TCP OPEN
195.138.69.231: - 195.138.69.231:8242 - TCP OPEN
195.138.69.231: - 195.138.69.231:8241 - TCP OPEN
195.138.69.231: - 195.138.69.231:8243 - TCP OPEN
195.138.69.231: - 195.138.69.231:8244 - TCP OPEN
195.138.69.231: - 195.138.69.231:8245 - TCP OPEN
195.138.69.231: - 195.138.69.231:8251 - TCP OPEN
195.138.69.231: - 195.138.69.231:8252 - TCP OPEN
195.138.69.231: - 195.138.69.231:8253 - TCP OPEN
195.138.69.231: - 195.138.69.231:8255 - TCP OPEN

195.138.69.231: - 195.138.69.231:8254 - TCP OPEN
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195.138.69.231: - 195.138.69.231:8261 - TCP OPEN
195.138.69.231: - 195.138.69.231:8262 - TCP OPEN
195.138.69.231: - 195.138.69.231:8263 - TCP OPEN
195.138.69.231: - 195.138.69.231:8264 - TCP OPEN
195.138.69.231: - 195.138.69.231:8265 - TCP OPEN
195.138.69.231: - 195.138.69.231:8271 - TCP OPEN
195.138.69.231: - 195.138.69.231:8273 - TCP OPEN
195.138.69.231: - 195.138.69.231:8277 - TCP OPEN
195.138.69.231: - 195.138.69.231:8274 - TCP OPEN
195.138.69.231: - 195.138.69.231:8272 - TCP OPEN
195.138.69.231: - 195.138.69.231:8281 - TCP OPEN
195.138.69.231: - 195.138.69.231:8282 - TCP OPEN
195.138.69.231: - 195.138.69.231:8283 - TCP OPEN
195.138.69.231: - 195.138.69.231:8284 - TCP OPEN
195.138.69.231: - 195.138.69.231:8286 - TCP OPEN
195.138.69.231: - 195.138.69.231:8291 - TCP OPEN
195.138.69.231: - 195.138.69.231:8293 - TCP OPEN
195.138.69.231: - 195.138.69.231:8294 - TCP OPEN
195.138.69.231: - 195.138.69.231:8292 - TCP OPEN
195.138.69.231: - 195.138.69.231:8296 - TCP OPEN
195.138.69.231: - 195.138.69.231:8310 - TCP OPEN
195.138.69.231: - 195.138.69.231:8303 - TCP OPEN
195.138.69.231: - 195.138.69.231:8301 - TCP OPEN
195.138.69.231: - 195.138.69.231:8302 - TCP OPEN
195.138.69.231: - 195.138.69.231:8305 - TCP OPEN
195.138.69.231: - 195.138.69.231:8312 - TCP OPEN
195.138.69.231: - 195.138.69.231:8314 - TCP OPEN
195.138.69.231: - 195.138.69.231:8311 - TCP OPEN
195.138.69.231: - 195.138.69.231:8313 - TCP OPEN
195.138.69.231: - 195.138.69.231:8317 - TCP OPEN
195.138.69.231: - 195.138.69.231:8321 - TCP OPEN
195.138.69.231: - 195.138.69.231:8322 - TCP OPEN
195.138.69.231: - 195.138.69.231:8323 - TCP OPEN
195.138.69.231: - 195.138.69.231:8324 - TCP OPEN
195.138.69.231: - 195.138.69.231:8325 - TCP OPEN
195.138.69.231: - 195.138.69.231:8331 - TCP OPEN
195.138.69.231: - 195.138.69.231:8333 - TCP OPEN
195.138.69.231: - 195.138.69.231:8332 - TCP OPEN
195.138.69.231: - 195.138.69.231:8334 - TCP OPEN
195.138.69.231: - 195.138.69.231:8335 - TCP OPEN
195.138.69.231: - 195.138.69.231:8342 - TCP OPEN
195.138.69.231: - 195.138.69.231:8344 - TCP OPEN
195.138.69.231: - 195.138.69.231:8341 - TCP OPEN
195.138.69.231: - 195.138.69.231:8343 - TCP OPEN
195.138.69.231: - 195.138.69.231:8347 - TCP OPEN
195.138.69.231: - 195.138.69.231:8351 - TCP OPEN
195.138.69.231: - 195.138.69.231:8352 - TCP OPEN
195.138.69.231: - 195.138.69.231:8353 - TCP OPEN
195.138.69.231: - 195.138.69.231:8354 - TCP OPEN
195.138.69.231: - 195.138.69.231:8355 - TCP OPEN
195.138.69.231: - 195.138.69.231:8364 - TCP OPEN
195.138.69.231: - 195.138.69.231:8362 - TCP OPEN
195.138.69.231: - 195.138.69.231:8361 - TCP OPEN
195.138.69.231: - 195.138.69.231:8366 - TCP OPEN
195.138.69.231: - 195.138.69.231:8365 - TCP OPEN
195.138.69.231: - 195.138.69.231:8374 - TCP OPEN
195.138.69.231: - 195.138.69.231:8371 - TCP OPEN
195.138.69.231: - 195.138.69.231:8372 - TCP OPEN
195.138.69.231: - 195.138.69.231:8375 - TCP OPEN
195.138.69.231: - 195.138.69.231:8373 - TCP OPEN
195.138.69.231: - 195.138.69.231:8385 - TCP OPEN
195.138.69.231: - 195.138.69.231:8384 - TCP OPEN
195.138.69.231: - 195.138.69.231:8386 - TCP OPEN
195.138.69.231: - 195.138.69.231:8382 - TCP OPEN
195.138.69.231: - 195.138.69.231:8383 - TCP OPEN
195.138.69.231: - 195.138.69.231:8391 - TCP OPEN
195.138.69.231: - 195.138.69.231:8393 - TCP OPEN
195.138.69.231: - 195.138.69.231:8392 - TCP OPEN
195.138.69.231: - 195.138.69.231:8394 - TCP OPEN
195.138.69.231: - 195.138.69.231:8395 - TCP OPEN
195.138.69.231: - 195.138.69.231:8402 - TCP OPEN
195.138.69.231: - 195.138.69.231:8401 - TCP OPEN
195.138.69.231: - 195.138.69.231:8403 - TCP OPEN
195.138.69.231: - 195.138.69.231:8404 - TCP OPEN
195.138.69.231: - 195.138.69.231:8405 - TCP OPEN
195.138.69.231: - 195.138.69.231:8411 - TCP OPEN
195.138.69.231: - 195.138.69.231:8413 - TCP OPEN
195.138.69.231: - 195.138.69.231:8414 - TCP OPEN
195.138.69.231: - 195.138.69.231:8417 - TCP OPEN

195.138.69.231: - 195.138.69.231:8412 - TCP OPEN
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195.138.69.231: - 195.138.69.231:8421 - TCP OPEN
195.138.69.231: - 195.138.69.231:8422 - TCP OPEN
195.138.69.231: - 195.138.69.231:8424 - TCP OPEN
195.138.69.231: - 195.138.69.231:8425 - TCP OPEN
195.138.69.231: - 195.138.69.231:8423 - TCP OPEN
195.138.69.231: - 195.138.69.231:8431 - TCP OPEN
195.138.69.231: - 195.138.69.231:8432 - TCP OPEN
195.138.69.231: - 195.138.69.231:8433 - TCP OPEN
195.138.69.231: - 195.138.69.231:8434 - TCP OPEN
195.138.69.231: - 195.138.69.231:8436 - TCP OPEN
195.138.69.231: - 195.138.69.231:8441 - TCP OPEN
195.138.69.231: - 195.138.69.231:8445 - TCP OPEN
195.138.69.231: - 195.138.69.231:8442 - TCP OPEN
195.138.69.231: - 195.138.69.231:8444 - TCP OPEN
195.138.69.231: - 195.138.69.231:8446 - TCP OPEN
195.138.69.231: - 195.138.69.231:8451 - TCP OPEN
195.138.69.231: - 195.138.69.231:8456 - TCP OPEN
195.138.69.231: - 195.138.69.231:8452 - TCP OPEN
195.138.69.231: - 195.138.69.231:8457 - TCP OPEN
195.138.69.231: - 195.138.69.231:8454 - TCP OPEN
195.138.69.231: - 195.138.69.231:8461 - TCP OPEN
195.138.69.231: - 195.138.69.231:8464 - TCP OPEN
195.138.69.231: - 195.138.69.231:8463 - TCP OPEN
195.138.69.231: - 195.138.69.231:8465 - TCP OPEN
195.138.69.231: - 195.138.69.231:8462 - TCP OPEN
195.138.69.231: - 195.138.69.231:8471 - TCP OPEN
195.138.69.231: - 195.138.69.231:8472 - TCP OPEN
195.138.69.231: - 195.138.69.231:8473 - TCP OPEN
195.138.69.231: - 195.138.69.231:8474 - TCP OPEN
195.138.69.231: - 195.138.69.231:8475 - TCP OPEN
195.138.69.231: - 195.138.69.231:8481 - TCP OPEN
195.138.69.231: - 195.138.69.231:8482 - TCP OPEN
195.138.69.231: - 195.138.69.231:8483 - TCP OPEN
195.138.69.231: - 195.138.69.231:8486 - TCP OPEN
195.138.69.231: - 195.138.69.231:8484 - TCP OPEN
195.138.69.231: - 195.138.69.231:8491 - TCP OPEN
195.138.69.231: - 195.138.69.231:8493 - TCP OPEN
195.138.69.231: - 195.138.69.231:8492 - TCP OPEN
195.138.69.231: - 195.138.69.231:8494 - TCP OPEN
195.138.69.231: - 195.138.69.231:8495 - TCP OPEN
195.138.69.231: - 195.138.69.231:8501 - TCP OPEN
195.138.69.231: - 195.138.69.231:8502 - TCP OPEN
195.138.69.231: - 195.138.69.231:8503 - TCP OPEN
195.138.69.231: - 195.138.69.231:8504 - TCP OPEN
195.138.69.231: - 195.138.69.231:8505 - TCP OPEN
195.138.69.231: - 195.138.69.231:8512 - TCP OPEN
195.138.69.231: - 195.138.69.231:8513 - TCP OPEN
195.138.69.231: - 195.138.69.231:8511 - TCP OPEN
195.138.69.231: - 195.138.69.231:8515 - TCP OPEN
195.138.69.231: - 195.138.69.231:8514 - TCP OPEN
195.138.69.231: - 195.138.69.231:8521 - TCP OPEN
195.138.69.231: - 195.138.69.231:8522 - TCP OPEN
195.138.69.231: - 195.138.69.231:8526 - TCP OPEN
195.138.69.231: - 195.138.69.231:8524 - TCP OPEN
195.138.69.231: - 195.138.69.231:8527 - TCP OPEN
195.138.69.231: - 195.138.69.231:8531 - TCP OPEN
195.138.69.231: - 195.138.69.231:8532 - TCP OPEN
195.138.69.231: - 195.138.69.231:8533 - TCP OPEN
195.138.69.231: - 195.138.69.231:8534 - TCP OPEN
195.138.69.231: - 195.138.69.231:8535 - TCP OPEN
195.138.69.231: - 195.138.69.231:8542 - TCP OPEN
195.138.69.231: - 195.138.69.231:8543 - TCP OPEN
195.138.69.231: - 195.138.69.231:8541 - TCP OPEN
195.138.69.231: - 195.138.69.231:8545 - TCP OPEN
195.138.69.231: - 195.138.69.231:8546 - TCP OPEN
195.138.69.231: - 195.138.69.231:8551 - TCP OPEN
195.138.69.231: - 195.138.69.231:8553 - TCP OPEN
195.138.69.231: - 195.138.69.231:8552 - TCP OPEN
195.138.69.231: - 195.138.69.231:8554 - TCP OPEN
195.138.69.231: - 195.138.69.231:8555 - TCP OPEN
195.138.69.231: - 195.138.69.231:8561 - TCP OPEN
195.138.69.231: - 195.138.69.231:8562 - TCP OPEN
195.138.69.231: - 195.138.69.231:8563 - TCP OPEN
195.138.69.231: - 195.138.69.231:8565 - TCP OPEN
195.138.69.231: - 195.138.69.231:8566 - TCP OPEN
195.138.69.231: - 195.138.69.231:8571 - TCP OPEN
195.138.69.231: - 195.138.69.231:8572 - TCP OPEN
195.138.69.231: - 195.138.69.231:8573 - TCP OPEN
195.138.69.231: - 195.138.69.231:8574 - TCP OPEN

195.138.69.231: - 195.138.69.231:8576 - TCP OPEN
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195.138.69.231: - 195.138.69.231:8581 - TCP OPEN
195.138.69.231: - 195.138.69.231:8583 - TCP OPEN
195.138.69.231: - 195.138.69.231:8582 - TCP OPEN
195.138.69.231: - 195.138.69.231:8584 - TCP OPEN
195.138.69.231: - 195.138.69.231:8585 - TCP OPEN
195.138.69.231: - 195.138.69.231:8591 - TCP OPEN
195.138.69.231: - 195.138.69.231:8593 - TCP OPEN
195.138.69.231: - 195.138.69.231:8592 - TCP OPEN
195.138.69.231: - 195.138.69.231:8594 - TCP OPEN
195.138.69.231: - 195.138.69.231:8595 - TCP OPEN
195.138.69.231: - 195.138.69.231:8601 - TCP OPEN
195.138.69.231: - 195.138.69.231:8602 - TCP OPEN
195.138.69.231: - 195.138.69.231:8603 - TCP OPEN
195.138.69.231: - 195.138.69.231:8605 - TCP OPEN
195.138.69.231: - 195.138.69.231:8607 - TCP OPEN
195.138.69.231: - 195.138.69.231:8611 - TCP OPEN
195.138.69.231: - 195.138.69.231:8612 - TCP OPEN
195.138.69.231: - 195.138.69.231:8613 - TCP OPEN
195.138.69.231: - 195.138.69.231:8614 - TCP OPEN
195.138.69.231: - 195.138.69.231:8615 - TCP OPEN
195.138.69.231: - 195.138.69.231:8621 - TCP OPEN
195.138.69.231: - 195.138.69.231:8623 - TCP OPEN
195.138.69.231: - 195.138.69.231:8624 - TCP OPEN
195.138.69.231: - 195.138.69.231:8625 - TCP OPEN
195.138.69.231: - 195.138.69.231:8626 - TCP OPEN
195.138.69.231: - 195.138.69.231:8631 - TCP OPEN
195.138.69.231: - 195.138.69.231:8632 - TCP OPEN
195.138.69.231: - 195.138.69.231:8633 - TCP OPEN
195.138.69.231: - 195.138.69.231:8635 - TCP OPEN
195.138.69.231: - 195.138.69.231:8634 - TCP OPEN
195.138.69.231: - 195.138.69.231:8642 - TCP OPEN
195.138.69.231: - 195.138.69.231:8641 - TCP OPEN
195.138.69.231: - 195.138.69.231:8646 - TCP OPEN
195.138.69.231: - 195.138.69.231:8645 - TCP OPEN
195.138.69.231: - 195.138.69.231:8643 - TCP OPEN
195.138.69.231: - 195.138.69.231:8651 - TCP OPEN
195.138.69.231: - 195.138.69.231:8652 - TCP OPEN
195.138.69.231: - 195.138.69.231:8655 - TCP OPEN
195.138.69.231: - 195.138.69.231:8654 - TCP OPEN
195.138.69.231: - 195.138.69.231:8656 - TCP OPEN
195.138.69.231: - 195.138.69.231:8661 - TCP OPEN
195.138.69.231: - 195.138.69.231:8662 - TCP OPEN
195.138.69.231: - 195.138.69.231:8663 - TCP OPEN
195.138.69.231: - 195.138.69.231:8665 - TCP OPEN
195.138.69.231: - 195.138.69.231:8664 - TCP OPEN
195.138.69.231: - 195.138.69.231:8671 - TCP OPEN
195.138.69.231: - 195.138.69.231:8672 - TCP OPEN
195.138.69.231: - 195.138.69.231:8673 - TCP OPEN
195.138.69.231: - 195.138.69.231:8675 - TCP OPEN
195.138.69.231: - 195.138.69.231:8674 - TCP OPEN
195.138.69.231: - 195.138.69.231:8681 - TCP OPEN
195.138.69.231: - 195.138.69.231:8682 - TCP OPEN
195.138.69.231: - 195.138.69.231:8683 - TCP OPEN
195.138.69.231: - 195.138.69.231:8686 - TCP OPEN
195.138.69.231: - 195.138.69.231:8687 - TCP OPEN
195.138.69.231: - 195.138.69.231:8691 - TCP OPEN
195.138.69.231: - 195.138.69.231:8692 - TCP OPEN
195.138.69.231: - 195.138.69.231:8693 - TCP OPEN
195.138.69.231: - 195.138.69.231:8694 - TCP OPEN
195.138.69.231: - 195.138.69.231:8695 - TCP OPEN
195.138.69.231: - 195.138.69.231:8702 - TCP OPEN
195.138.69.231: - 195.138.69.231:8703 - TCP OPEN
195.138.69.231: - 195.138.69.231:8701 - TCP OPEN
195.138.69.231: - 195.138.69.231:8704 - TCP OPEN
195.138.69.231: - 195.138.69.231:8707 - TCP OPEN
195.138.69.231: - 195.138.69.231:8711 - TCP OPEN
195.138.69.231: - 195.138.69.231:8712 - TCP OPEN
195.138.69.231: - 195.138.69.231:8713 - TCP OPEN
195.138.69.231: - 195.138.69.231:8715 - TCP OPEN
195.138.69.231: - 195.138.69.231:8716 - TCP OPEN
195.138.69.231: - 195.138.69.231:8723 - TCP OPEN
195.138.69.231: - 195.138.69.231:8721 - TCP OPEN
195.138.69.231: - 195.138.69.231:8724 - TCP OPEN
195.138.69.231: - 195.138.69.231:8726 - TCP OPEN
195.138.69.231: - 195.138.69.231:8722 - TCP OPEN
195.138.69.231: - 195.138.69.231:8731 - TCP OPEN
195.138.69.231: - 195.138.69.231:8732 - TCP OPEN
195.138.69.231: - 195.138.69.231:8734 - TCP OPEN
195.138.69.231: - 195.138.69.231:8733 - TCP OPEN

195.138.69.231: - 195.138.69.231:8735 - TCP OPEN
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195.138.69.231: - 195.138.69.231:8741 - TCP OPEN
195.138.69.231: - 195.138.69.231:8742 - TCP OPEN
195.138.69.231: - 195.138.69.231:8744 - TCP OPEN
195.138.69.231: - 195.138.69.231:8743 - TCP OPEN
195.138.69.231: - 195.138.69.231:8745 - TCP OPEN
195.138.69.231: - 195.138.69.231:8751 - TCP OPEN
195.138.69.231: - 195.138.69.231:8752 - TCP OPEN
195.138.69.231: - 195.138.69.231:8753 - TCP OPEN
195.138.69.231: - 195.138.69.231:8754 - TCP OPEN
195.138.69.231: - 195.138.69.231:8755 - TCP OPEN
195.138.69.231: - 195.138.69.231:8762 - TCP OPEN
195.138.69.231: - 195.138.69.231:8764 - TCP OPEN
195.138.69.231: - 195.138.69.231:8761 - TCP OPEN
195.138.69.231: - 195.138.69.231:8763 - TCP OPEN
195.138.69.231: - 195.138.69.231:8765 - TCP OPEN
195.138.69.231: - 195.138.69.231:8773 - TCP OPEN
195.138.69.231: - 195.138.69.231:8772 - TCP OPEN
195.138.69.231: - 195.138.69.231:8776 - TCP OPEN
195.138.69.231: - 195.138.69.231:8771 - TCP OPEN
195.138.69.231: - 195.138.69.231:8775 - TCP OPEN
195.138.69.231: - 195.138.69.231:8781 - TCP OPEN
195.138.69.231: - 195.138.69.231:8782 - TCP OPEN
195.138.69.231: - 195.138.69.231:8783 - TCP OPEN
195.138.69.231: - 195.138.69.231:8784 - TCP OPEN
195.138.69.231: - 195.138.69.231:8785 - TCP OPEN
195.138.69.231: - 195.138.69.231:8791 - TCP OPEN
195.138.69.231: - 195.138.69.231:8792 - TCP OPEN
195.138.69.231: - 195.138.69.231:8793 - TCP OPEN
195.138.69.231: - 195.138.69.231:8794 - TCP OPEN
195.138.69.231: - 195.138.69.231:8795 - TCP OPEN
195.138.69.231: - 195.138.69.231:8801 - TCP OPEN
195.138.69.231: - 195.138.69.231:8802 - TCP OPEN
195.138.69.231: - 195.138.69.231:8804 - TCP OPEN
195.138.69.231: - 195.138.69.231:8805 - TCP OPEN
195.138.69.231: - 195.138.69.231:8803 - TCP OPEN
195.138.69.231: - 195.138.69.231:8811 - TCP OPEN
195.138.69.231: - 195.138.69.231:8814 - TCP OPEN
195.138.69.231: - 195.138.69.231:8816 - TCP OPEN
195.138.69.231: - 195.138.69.231:8812 - TCP OPEN
195.138.69.231: - 195.138.69.231:8813 - TCP OPEN
195.138.69.231: - 195.138.69.231:8821 - TCP OPEN
195.138.69.231: - 195.138.69.231:8822 - TCP OPEN
195.138.69.231: - 195.138.69.231:8823 - TCP OPEN
195.138.69.231: - 195.138.69.231:8824 - TCP OPEN
195.138.69.231: - 195.138.69.231:8825 - TCP OPEN
195.138.69.231: - 195.138.69.231:8831 - TCP OPEN
195.138.69.231: - 195.138.69.231:8833 - TCP OPEN
195.138.69.231: - 195.138.69.231:8835 - TCP OPEN
195.138.69.231: - 195.138.69.231:8834 - TCP OPEN
195.138.69.231: - 195.138.69.231:8832 - TCP OPEN
195.138.69.231: - 195.138.69.231:8841 - TCP OPEN
195.138.69.231: - 195.138.69.231:8843 - TCP OPEN
195.138.69.231: - 195.138.69.231:8842 - TCP OPEN
195.138.69.231: - 195.138.69.231:8845 - TCP OPEN
195.138.69.231: - 195.138.69.231:8846 - TCP OPEN
195.138.69.231: - 195.138.69.231:8852 - TCP OPEN
195.138.69.231: - 195.138.69.231:8851 - TCP OPEN
195.138.69.231: - 195.138.69.231:8854 - TCP OPEN
195.138.69.231: - 195.138.69.231:8853 - TCP OPEN
195.138.69.231: - 195.138.69.231:8856 - TCP OPEN
195.138.69.231: - 195.138.69.231:8861 - TCP OPEN
195.138.69.231: - 195.138.69.231:8862 - TCP OPEN
195.138.69.231: - 195.138.69.231:8866 - TCP OPEN
195.138.69.231: - 195.138.69.231:8865 - TCP OPEN
195.138.69.231: - 195.138.69.231:8864 - TCP OPEN
195.138.69.231: - 195.138.69.231:8871 - TCP OPEN
195.138.69.231: - 195.138.69.231:8872 - TCP OPEN
195.138.69.231: - 195.138.69.231:8873 - TCP OPEN
195.138.69.231: - 195.138.69.231:8874 - TCP OPEN
195.138.69.231: - 195.138.69.231:8876 - TCP OPEN
195.138.69.231: - 195.138.69.231:8881 - TCP OPEN
195.138.69.231: - 195.138.69.231:8882 - TCP OPEN
195.138.69.231: - 195.138.69.231:8883 - TCP OPEN
195.138.69.231: - 195.138.69.231:8885 - TCP OPEN
195.138.69.231: - 195.138.69.231:8884 - TCP OPEN
195.138.69.231: - 195.138.69.231:8891 - TCP OPEN
195.138.69.231: - 195.138.69.231:8892 - TCP OPEN
195.138.69.231: - 195.138.69.231:8894 - TCP OPEN
195.138.69.231: - 195.138.69.231:8896 - TCP OPEN

195.138.69.231: - 195.138.69.231:8893 - TCP OPEN
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195.138.69.231: - 195.138.69.231:8901 - TCP OPEN
195.138.69.231: - 195.138.69.231:8902 - TCP OPEN
195.138.69.231: - 195.138.69.231:8903 - TCP OPEN
195.138.69.231: - 195.138.69.231:8904 - TCP OPEN
195.138.69.231: - 195.138.69.231:8905 - TCP OPEN
195.138.69.231: - 195.138.69.231:8911 - TCP OPEN
195.138.69.231: - 195.138.69.231:8913 - TCP OPEN
195.138.69.231: - 195.138.69.231:8915 - TCP OPEN
195.138.69.231: - 195.138.69.231:8912 - TCP OPEN
195.138.69.231: - 195.138.69.231:8914 - TCP OPEN
195.138.69.231: - 195.138.69.231:8921 - TCP OPEN
195.138.69.231: - 195.138.69.231:8923 - TCP OPEN
195.138.69.231: - 195.138.69.231:8922 - TCP OPEN
195.138.69.231: - 195.138.69.231:8928 - TCP OPEN
195.138.69.231: - 195.138.69.231:8927 - TCP OPEN
195.138.69.231: - 195.138.69.231:8931 - TCP OPEN
195.138.69.231: - 195.138.69.231:8932 - TCP OPEN
195.138.69.231: - 195.138.69.231:8933 - TCP OPEN
195.138.69.231: - 195.138.69.231:8934 - TCP OPEN
195.138.69.231: - 195.138.69.231:8935 - TCP OPEN
195.138.69.231: - 195.138.69.231:8943 - TCP OPEN
195.138.69.231: - 195.138.69.231:8941 - TCP OPEN
195.138.69.231: - 195.138.69.231:8942 - TCP OPEN
195.138.69.231: - 195.138.69.231:8946 - TCP OPEN
195.138.69.231: - 195.138.69.231:8945 - TCP OPEN
195.138.69.231: - 195.138.69.231:8951 - TCP OPEN
195.138.69.231: - 195.138.69.231:8952 - TCP OPEN
195.138.69.231: - 195.138.69.231:8953 - TCP OPEN
195.138.69.231: - 195.138.69.231:8955 - TCP OPEN
195.138.69.231: - 195.138.69.231:8954 - TCP OPEN
195.138.69.231: - 195.138.69.231:8963 - TCP OPEN
195.138.69.231: - 195.138.69.231:8964 - TCP OPEN
195.138.69.231: - 195.138.69.231:8961 - TCP OPEN
195.138.69.231: - 195.138.69.231:8966 - TCP OPEN
195.138.69.231: - 195.138.69.231:8967 - TCP OPEN
195.138.69.231: - 195.138.69.231:8971 - TCP OPEN
195.138.69.231: - 195.138.69.231:8972 - TCP OPEN
195.138.69.231: - 195.138.69.231:8973 - TCP OPEN
195.138.69.231: - 195.138.69.231:8974 - TCP OPEN
195.138.69.231: - 195.138.69.231:8975 - TCP OPEN
195.138.69.231: - 195.138.69.231:8981 - TCP OPEN
195.138.69.231: - 195.138.69.231:8984 - TCP OPEN
195.138.69.231: - 195.138.69.231:8982 - TCP OPEN
195.138.69.231: - 195.138.69.231:8985 - TCP OPEN
195.138.69.231: - 195.138.69.231:8983 - TCP OPEN
195.138.69.231: - 195.138.69.231:8992 - TCP OPEN
195.138.69.231: - 195.138.69.231:8991 - TCP OPEN
195.138.69.231: - 195.138.69.231:8993 - TCP OPEN
195.138.69.231: - 195.138.69.231:8994 - TCP OPEN
195.138.69.231: - 195.138.69.231:8996 - TCP OPEN
195.138.69.231: - 195.138.69.231:9001 - TCP OPEN
195.138.69.231: - 195.138.69.231:9004 - TCP OPEN
195.138.69.231: - 195.138.69.231:9003 - TCP OPEN
195.138.69.231: - 195.138.69.231:9002 - TCP OPEN
195.138.69.231: - 195.138.69.231:9005 - TCP OPEN
195.138.69.231: - 195.138.69.231:9011 - TCP OPEN
195.138.69.231: - 195.138.69.231:9012 - TCP OPEN
195.138.69.231: - 195.138.69.231:9016 - TCP OPEN
195.138.69.231: - 195.138.69.231:9014 - TCP OPEN
195.138.69.231: - 195.138.69.231:9015 - TCP OPEN
195.138.69.231: - 195.138.69.231:9021 - TCP OPEN
195.138.69.231: - 195.138.69.231:9022 - TCP OPEN
195.138.69.231: - 195.138.69.231:9023 - TCP OPEN
195.138.69.231: - 195.138.69.231:9024 - TCP OPEN
195.138.69.231: - 195.138.69.231:9025 - TCP OPEN
195.138.69.231: - 195.138.69.231:9032 - TCP OPEN
195.138.69.231: - 195.138.69.231:9034 - TCP OPEN
195.138.69.231: - 195.138.69.231:9035 - TCP OPEN
195.138.69.231: - 195.138.69.231:9031 - TCP OPEN
195.138.69.231: - 195.138.69.231:9036 - TCP OPEN
195.138.69.231: - 195.138.69.231:9041 - TCP OPEN
195.138.69.231: - 195.138.69.231:9044 - TCP OPEN
195.138.69.231: - 195.138.69.231:9043 - TCP OPEN
195.138.69.231: - 195.138.69.231:9049 - TCP OPEN
195.138.69.231: - 195.138.69.231:9045 - TCP OPEN
195.138.69.231: - 195.138.69.231:9051 - TCP OPEN
195.138.69.231: - 195.138.69.231:9052 - TCP OPEN
195.138.69.231: - 195.138.69.231:9053 - TCP OPEN
195.138.69.231: - 195.138.69.231:9055 - TCP OPEN

195.138.69.231: - 195.138.69.231:9054 - TCP OPEN
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195.138.69.231: - 195.138.69.231:9062 - TCP OPEN
195.138.69.231: - 195.138.69.231:9061 - TCP OPEN
195.138.69.231: - 195.138.69.231:9066 - TCP OPEN
195.138.69.231: - 195.138.69.231:9064 - TCP OPEN
195.138.69.231: - 195.138.69.231:9063 - TCP OPEN
195.138.69.231: - 195.138.69.231:9071 - TCP OPEN
195.138.69.231: - 195.138.69.231:9072 - TCP OPEN
195.138.69.231: - 195.138.69.231:9073 - TCP OPEN
195.138.69.231: - 195.138.69.231:9074 - TCP OPEN
195.138.69.231: - 195.138.69.231:9076 - TCP OPEN
195.138.69.231: - 195.138.69.231:9081 - TCP OPEN
195.138.69.231: - 195.138.69.231:9082 - TCP OPEN
195.138.69.231: - 195.138.69.231:9084 - TCP OPEN
195.138.69.231: - 195.138.69.231:9087 - TCP OPEN
195.138.69.231: - 195.138.69.231:9085 - TCP OPEN
195.138.69.231: - 195.138.69.231:9092 - TCP OPEN
195.138.69.231: - 195.138.69.231:9093 - TCP OPEN
195.138.69.231: - 195.138.69.231:9094 - TCP OPEN
195.138.69.231: - 195.138.69.231:9091 - TCP OPEN
195.138.69.231: - 195.138.69.231:9095 - TCP OPEN
195.138.69.231: - 195.138.69.231:9101 - TCP OPEN
195.138.69.231: - 195.138.69.231:9103 - TCP OPEN
195.138.69.231: - 195.138.69.231:9102 - TCP OPEN
195.138.69.231: - 195.138.69.231:9104 - TCP OPEN
195.138.69.231: - 195.138.69.231:9105 - TCP OPEN
195.138.69.231: - 195.138.69.231:9112 - TCP OPEN
195.138.69.231: - 195.138.69.231:9113 - TCP OPEN
195.138.69.231: - 195.138.69.231:9111 - TCP OPEN
195.138.69.231: - 195.138.69.231:9114 - TCP OPEN
195.138.69.231: - 195.138.69.231:9116 - TCP OPEN
195.138.69.231: - 195.138.69.231:9121 - TCP OPEN
195.138.69.231: - 195.138.69.231:9122 - TCP OPEN
195.138.69.231: - 195.138.69.231:9125 - TCP OPEN
195.138.69.231: - 195.138.69.231:9123 - TCP OPEN
195.138.69.231: - 195.138.69.231:9124 - TCP OPEN
195.138.69.231: - 195.138.69.231:9132 - TCP OPEN
195.138.69.231: - 195.138.69.231:9133 - TCP OPEN
195.138.69.231: - 195.138.69.231:9131 - TCP OPEN
195.138.69.231: - 195.138.69.231:9135 - TCP OPEN
195.138.69.231: - 195.138.69.231:9138 - TCP OPEN
195.138.69.231: - 195.138.69.231:9141 - TCP OPEN
195.138.69.231: - 195.138.69.231:9142 - TCP OPEN
195.138.69.231: - 195.138.69.231:9143 - TCP OPEN
195.138.69.231: - 195.138.69.231:9144 - TCP OPEN
195.138.69.231: - 195.138.69.231:9145 - TCP OPEN
195.138.69.231: - 195.138.69.231:9151 - TCP OPEN
195.138.69.231: - 195.138.69.231:9152 - TCP OPEN
195.138.69.231: - 195.138.69.231:9154 - TCP OPEN
195.138.69.231: - 195.138.69.231:9153 - TCP OPEN
195.138.69.231: - 195.138.69.231:9155 - TCP OPEN
195.138.69.231: - 195.138.69.231:9164 - TCP OPEN
195.138.69.231: - 195.138.69.231:9162 - TCP OPEN
195.138.69.231: - 195.138.69.231:9163 - TCP OPEN
195.138.69.231: - 195.138.69.231:9161 - TCP OPEN
195.138.69.231: - 195.138.69.231:9166 - TCP OPEN
195.138.69.231: - 195.138.69.231:9171 - TCP OPEN
195.138.69.231: - 195.138.69.231:9174 - TCP OPEN
195.138.69.231: - 195.138.69.231:9176 - TCP OPEN
195.138.69.231: - 195.138.69.231:9172 - TCP OPEN
195.138.69.231: - 195.138.69.231:9175 - TCP OPEN
195.138.69.231: - 195.138.69.231:9182 - TCP OPEN
195.138.69.231: - 195.138.69.231:9181 - TCP OPEN
195.138.69.231: - 195.138.69.231:9185 - TCP OPEN
195.138.69.231: - 195.138.69.231:9186 - TCP OPEN
195.138.69.231: - 195.138.69.231:9183 - TCP OPEN
195.138.69.231: - 195.138.69.231:9191 - TCP OPEN
195.138.69.231: - 195.138.69.231:9193 - TCP OPEN
195.138.69.231: - 195.138.69.231:9194 - TCP OPEN
195.138.69.231: - 195.138.69.231:9192 - TCP OPEN
195.138.69.231: - 195.138.69.231:9197 - TCP OPEN
195.138.69.231: - 195.138.69.231:9201 - TCP OPEN
195.138.69.231: - 195.138.69.231:9202 - TCP OPEN
195.138.69.231: - 195.138.69.231:9203 - TCP OPEN
195.138.69.231: - 195.138.69.231:9204 - TCP OPEN
195.138.69.231: - 195.138.69.231:9205 - TCP OPEN
195.138.69.231: - 195.138.69.231:9211 - TCP OPEN
195.138.69.231: - 195.138.69.231:9213 - TCP OPEN
195.138.69.231: - 195.138.69.231:9214 - TCP OPEN
195.138.69.231: - 195.138.69.231:9212 - TCP OPEN

195.138.69.231: - 195.138.69.231:9217 - TCP OPEN
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195.138.69.231: - 195.138.69.231:9221 - TCP OPEN
195.138.69.231: - 195.138.69.231:9222 - TCP OPEN
195.138.69.231: - 195.138.69.231:9223 - TCP OPEN
195.138.69.231: - 195.138.69.231:9224 - TCP OPEN
195.138.69.231: - 195.138.69.231:9225 - TCP OPEN
195.138.69.231: - 195.138.69.231:9233 - TCP OPEN
195.138.69.231: - 195.138.69.231:9234 - TCP OPEN
195.138.69.231: - 195.138.69.231:9231 - TCP OPEN
195.138.69.231: - 195.138.69.231:9232 - TCP OPEN
195.138.69.231: - 195.138.69.231:9235 - TCP OPEN
195.138.69.231: - 195.138.69.231:9241 - TCP OPEN
195.138.69.231: - 195.138.69.231:9245 - TCP OPEN
195.138.69.231: - 195.138.69.231:9246 - TCP OPEN
195.138.69.231: - 195.138.69.231:9244 - TCP OPEN
195.138.69.231: - 195.138.69.231:9243 - TCP OPEN
195.138.69.231: - 195.138.69.231:9253 - TCP OPEN
195.138.69.231: - 195.138.69.231:9254 - TCP OPEN
195.138.69.231: - 195.138.69.231:9251 - TCP OPEN
195.138.69.231: - 195.138.69.231:9252 - TCP OPEN
195.138.69.231: - 195.138.69.231:9257 - TCP OPEN
195.138.69.231: - 195.138.69.231:9261 - TCP OPEN
195.138.69.231: - 195.138.69.231:9262 - TCP OPEN
195.138.69.231: - 195.138.69.231:9263 - TCP OPEN
195.138.69.231: - 195.138.69.231:9264 - TCP OPEN
195.138.69.231: - 195.138.69.231:9265 - TCP OPEN
195.138.69.231: - 195.138.69.231:9271 - TCP OPEN
195.138.69.231: - 195.138.69.231:9272 - TCP OPEN
195.138.69.231: - 195.138.69.231:9273 - TCP OPEN
195.138.69.231: - 195.138.69.231:9275 - TCP OPEN
195.138.69.231: - 195.138.69.231:9276 - TCP OPEN
195.138.69.231: - 195.138.69.231:9281 - TCP OPEN
195.138.69.231: - 195.138.69.231:9283 - TCP OPEN
195.138.69.231: - 195.138.69.231:9282 - TCP OPEN
195.138.69.231: - 195.138.69.231:9285 - TCP OPEN
195.138.69.231: - 195.138.69.231:9284 - TCP OPEN
195.138.69.231: - 195.138.69.231:9291 - TCP OPEN
195.138.69.231: - 195.138.69.231:9292 - TCP OPEN
195.138.69.231: - 195.138.69.231:9293 - TCP OPEN
195.138.69.231: - 195.138.69.231:9294 - TCP OPEN
195.138.69.231: - 195.138.69.231:9295 - TCP OPEN
195.138.69.231: - 195.138.69.231:9304 - TCP OPEN
195.138.69.231: - 195.138.69.231:9303 - TCP OPEN
195.138.69.231: - 195.138.69.231:9305 - TCP OPEN
195.138.69.231: - 195.138.69.231:9301 - TCP OPEN
195.138.69.231: - 195.138.69.231:9302 - TCP OPEN
195.138.69.231: - 195.138.69.231:9311 - TCP OPEN
195.138.69.231: - 195.138.69.231:9313 - TCP OPEN
195.138.69.231: - 195.138.69.231:9312 - TCP OPEN
195.138.69.231: - 195.138.69.231:9314 - TCP OPEN
195.138.69.231: - 195.138.69.231:9315 - TCP OPEN
195.138.69.231: - 195.138.69.231:9323 - TCP OPEN
195.138.69.231: - 195.138.69.231:9324 - TCP OPEN
195.138.69.231: - 195.138.69.231:9321 - TCP OPEN
195.138.69.231: - 195.138.69.231:9322 - TCP OPEN
195.138.69.231: - 195.138.69.231:9327 - TCP OPEN
195.138.69.231: - 195.138.69.231:9331 - TCP OPEN
195.138.69.231: - 195.138.69.231:9332 - TCP OPEN
195.138.69.231: - 195.138.69.231:9333 - TCP OPEN
195.138.69.231: - 195.138.69.231:9334 - TCP OPEN
195.138.69.231: - 195.138.69.231:9336 - TCP OPEN
195.138.69.231: - 195.138.69.231:9341 - TCP OPEN
195.138.69.231: - 195.138.69.231:9342 - TCP OPEN
195.138.69.231: - 195.138.69.231:9343 - TCP OPEN
195.138.69.231: - 195.138.69.231:9344 - TCP OPEN
195.138.69.231: - 195.138.69.231:9345 - TCP OPEN
195.138.69.231: - 195.138.69.231:9352 - TCP OPEN
195.138.69.231: - 195.138.69.231:9351 - TCP OPEN
195.138.69.231: - 195.138.69.231:9353 - TCP OPEN
195.138.69.231: - 195.138.69.231:9355 - TCP OPEN
195.138.69.231: - 195.138.69.231:9354 - TCP OPEN
195.138.69.231: - 195.138.69.231:9361 - TCP OPEN
195.138.69.231: - 195.138.69.231:9362 - TCP OPEN
195.138.69.231: - 195.138.69.231:9363 - TCP OPEN
195.138.69.231: - 195.138.69.231:9364 - TCP OPEN
195.138.69.231: - 195.138.69.231:9365 - TCP OPEN
195.138.69.231: - 195.138.69.231:9373 - TCP OPEN
195.138.69.231: - 195.138.69.231:9371 - TCP OPEN
195.138.69.231: - 195.138.69.231:9374 - TCP OPEN
195.138.69.231: - 195.138.69.231:9377 - TCP OPEN

195.138.69.231: - 195.138.69.231:9372 - TCP OPEN
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195.138.69.231: - 195.138.69.231:9381 - TCP OPEN
195.138.69.231: - 195.138.69.231:9382 - TCP OPEN
195.138.69.231: - 195.138.69.231:9383 - TCP OPEN
195.138.69.231: - 195.138.69.231:9384 - TCP OPEN
195.138.69.231: - 195.138.69.231:9385 - TCP OPEN
195.138.69.231: - 195.138.69.231:9391 - TCP OPEN
195.138.69.231: - 195.138.69.231:9393 - TCP OPEN
195.138.69.231: - 195.138.69.231:9394 - TCP OPEN
195.138.69.231: - 195.138.69.231:9395 - TCP OPEN
195.138.69.231: - 195.138.69.231:9392 - TCP OPEN
195.138.69.231: - 195.138.69.231:9401 - TCP OPEN
195.138.69.231: - 195.138.69.231:9404 - TCP OPEN
195.138.69.231: - 195.138.69.231:9405 - TCP OPEN
195.138.69.231: - 195.138.69.231:9407 - TCP OPEN
195.138.69.231: - 195.138.69.231:9406 - TCP OPEN
195.138.69.231: - 195.138.69.231:9411 - TCP OPEN
195.138.69.231: - 195.138.69.231:9414 - TCP OPEN
195.138.69.231: - 195.138.69.231:9412 - TCP OPEN
195.138.69.231: - 195.138.69.231:9415 - TCP OPEN
195.138.69.231: - 195.138.69.231:9413 - TCP OPEN
195.138.69.231: - 195.138.69.231:9422 - TCP OPEN
195.138.69.231: - 195.138.69.231:9424 - TCP OPEN
195.138.69.231: - 195.138.69.231:9423 - TCP OPEN
195.138.69.231: - 195.138.69.231:9425 - TCP OPEN
195.138.69.231: - 195.138.69.231:9426 - TCP OPEN
195.138.69.231: - 195.138.69.231:9431 - TCP OPEN
195.138.69.231: - 195.138.69.231:9433 - TCP OPEN
195.138.69.231: - 195.138.69.231:9434 - TCP OPEN
195.138.69.231: - 195.138.69.231:9435 - TCP OPEN
195.138.69.231: - 195.138.69.231:9432 - TCP OPEN
195.138.69.231: - 195.138.69.231:9441 - TCP OPEN
195.138.69.231: - 195.138.69.231:9442 - TCP OPEN
195.138.69.231: - 195.138.69.231:9443 - TCP OPEN
195.138.69.231: - 195.138.69.231:9444 - TCP OPEN
195.138.69.231: - 195.138.69.231:9446 - TCP OPEN
195.138.69.231: - 195.138.69.231:9453 - TCP OPEN
195.138.69.231: - 195.138.69.231:9451 - TCP OPEN
195.138.69.231: - 195.138.69.231:9452 - TCP OPEN
195.138.69.231: - 195.138.69.231:9454 - TCP OPEN
195.138.69.231: - 195.138.69.231:9455 - TCP OPEN
195.138.69.231: - 195.138.69.231:9461 - TCP OPEN
195.138.69.231: - 195.138.69.231:9465 - TCP OPEN
195.138.69.231: - 195.138.69.231:9464 - TCP OPEN
195.138.69.231: - 195.138.69.231:9462 - TCP OPEN
195.138.69.231: - 195.138.69.231:9467 - TCP OPEN
195.138.69.231: - 195.138.69.231:9473 - TCP OPEN
195.138.69.231: - 195.138.69.231:9471 - TCP OPEN
195.138.69.231: - 195.138.69.231:9475 - TCP OPEN
195.138.69.231: - 195.138.69.231:9474 - TCP OPEN
195.138.69.231: - 195.138.69.231:9472 - TCP OPEN
195.138.69.231: - 195.138.69.231:9481 - TCP OPEN
195.138.69.231: - 195.138.69.231:9484 - TCP OPEN
195.138.69.231: - 195.138.69.231:9485 - TCP OPEN
195.138.69.231: - 195.138.69.231:9482 - TCP OPEN
195.138.69.231: - 195.138.69.231:9483 - TCP OPEN
195.138.69.231: - 195.138.69.231:9491 - TCP OPEN
195.138.69.231: - 195.138.69.231:9493 - TCP OPEN
195.138.69.231: - 195.138.69.231:9492 - TCP OPEN
195.138.69.231: - 195.138.69.231:9495 - TCP OPEN
195.138.69.231: - 195.138.69.231:9494 - TCP OPEN
195.138.69.231: - 195.138.69.231:9501 - TCP OPEN
195.138.69.231: - 195.138.69.231:9502 - TCP OPEN
195.138.69.231: - 195.138.69.231:9503 - TCP OPEN
195.138.69.231: - 195.138.69.231:9504 - TCP OPEN
195.138.69.231: - 195.138.69.231:9505 - TCP OPEN
195.138.69.231: - 195.138.69.231:9512 - TCP OPEN
195.138.69.231: - 195.138.69.231:9514 - TCP OPEN
195.138.69.231: - 195.138.69.231:9511 - TCP OPEN
195.138.69.231: - 195.138.69.231:9515 - TCP OPEN
195.138.69.231: - 195.138.69.231:9516 - TCP OPEN
195.138.69.231: - 195.138.69.231:9521 - TCP OPEN
195.138.69.231: - 195.138.69.231:9523 - TCP OPEN
195.138.69.231: - 195.138.69.231:9522 - TCP OPEN
195.138.69.231: - 195.138.69.231:9525 - TCP OPEN
195.138.69.231: - 195.138.69.231:9524 - TCP OPEN
195.138.69.231: - 195.138.69.231:9532 - TCP OPEN
195.138.69.231: - 195.138.69.231:9534 - TCP OPEN
195.138.69.231: - 195.138.69.231:9535 - TCP OPEN
195.138.69.231: - 195.138.69.231:9537 - TCP OPEN

195.138.69.231: - 195.138.69.231:9536 - TCP OPEN
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195.138.69.231: - 195.138.69.231:9541 - TCP OPEN
195.138.69.231: - 195.138.69.231:9543 - TCP OPEN
195.138.69.231: - 195.138.69.231:9542 - TCP OPEN
195.138.69.231: - 195.138.69.231:9544 - TCP OPEN
195.138.69.231: - 195.138.69.231:9545 - TCP OPEN
195.138.69.231: - 195.138.69.231:9553 - TCP OPEN
195.138.69.231: - 195.138.69.231:9551 - TCP OPEN
195.138.69.231: - 195.138.69.231:9554 - TCP OPEN
195.138.69.231: - 195.138.69.231:9555 - TCP OPEN
195.138.69.231: - 195.138.69.231:9552 - TCP OPEN
195.138.69.231: - 195.138.69.231:9563 - TCP OPEN
195.138.69.231: - 195.138.69.231:9564 - TCP OPEN
195.138.69.231: - 195.138.69.231:9562 - TCP OPEN
195.138.69.231: - 195.138.69.231:9561 - TCP OPEN
195.138.69.231: - 195.138.69.231:9566 - TCP OPEN
195.138.69.231: - 195.138.69.231:9571 - TCP OPEN
195.138.69.231: - 195.138.69.231:9572 - TCP OPEN
195.138.69.231: - 195.138.69.231:9573 - TCP OPEN
195.138.69.231: - 195.138.69.231:9576 - TCP OPEN
195.138.69.231: - 195.138.69.231:9574 - TCP OPEN
195.138.69.231: - 195.138.69.231:9581 - TCP OPEN
195.138.69.231: - 195.138.69.231:9582 - TCP OPEN
195.138.69.231: - 195.138.69.231:9583 - TCP OPEN
195.138.69.231: - 195.138.69.231:9584 - TCP OPEN
195.138.69.231: - 195.138.69.231:9585 - TCP OPEN
195.138.69.231: - 195.138.69.231:9591 - TCP OPEN
195.138.69.231: - 195.138.69.231:9592 - TCP OPEN
195.138.69.231: - 195.138.69.231:9595 - TCP OPEN
195.138.69.231: - 195.138.69.231:9594 - TCP OPEN
195.138.69.231: - 195.138.69.231:9593 - TCP OPEN
195.138.69.231: - 195.138.69.231:9596 - TCP OPEN
195.138.69.231: - 195.138.69.231:9601 - TCP OPEN
195.138.69.231: - 195.138.69.231:9602 - TCP OPEN
195.138.69.231: - 195.138.69.231:9603 - TCP OPEN
195.138.69.231: - 195.138.69.231:9604 - TCP OPEN
195.138.69.231: - 195.138.69.231:9605 - TCP OPEN
195.138.69.231: - 195.138.69.231:9613 - TCP OPEN
195.138.69.231: - 195.138.69.231:9614 - TCP OPEN
195.138.69.231: - 195.138.69.231:9612 - TCP OPEN
195.138.69.231: - 195.138.69.231:9611 - TCP OPEN
195.138.69.231: - 195.138.69.231:9615 - TCP OPEN
195.138.69.231: - 195.138.69.231:9623 - TCP OPEN
195.138.69.231: - 195.138.69.231:9621 - TCP OPEN
195.138.69.231: - 195.138.69.231:9622 - TCP OPEN
195.138.69.231: - 195.138.69.231:9624 - TCP OPEN
195.138.69.231: - 195.138.69.231:9625 - TCP OPEN
195.138.69.231: - 195.138.69.231:9631 - TCP OPEN
195.138.69.231: - 195.138.69.231:9633 - TCP OPEN
195.138.69.231: - 195.138.69.231:9632 - TCP OPEN
195.138.69.231: - 195.138.69.231:9634 - TCP OPEN
195.138.69.231: - 195.138.69.231:9635 - TCP OPEN
195.138.69.231: - 195.138.69.231:9641 - TCP OPEN
195.138.69.231: - 195.138.69.231:9642 - TCP OPEN
195.138.69.231: - 195.138.69.231:9644 - TCP OPEN
195.138.69.231: - 195.138.69.231:9647 - TCP OPEN
195.138.69.231: - 195.138.69.231:9643 - TCP OPEN
195.138.69.231: - 195.138.69.231:9651 - TCP OPEN
195.138.69.231: - 195.138.69.231:9657 - TCP OPEN
195.138.69.231: - 195.138.69.231:9656 - TCP OPEN
195.138.69.231: - 195.138.69.231:9653 - TCP OPEN
195.138.69.231: - 195.138.69.231:9652 - TCP OPEN
195.138.69.231: - 195.138.69.231:9661 - TCP OPEN
195.138.69.231: - 195.138.69.231:9662 - TCP OPEN
195.138.69.231: - 195.138.69.231:9664 - TCP OPEN
195.138.69.231: - 195.138.69.231:9663 - TCP OPEN
195.138.69.231: - 195.138.69.231:9665 - TCP OPEN
195.138.69.231: - 195.138.69.231:9681 - TCP OPEN
195.138.69.231: - 195.138.69.231:9682 - TCP OPEN
195.138.69.231: - 195.138.69.231:9683 - TCP OPEN
195.138.69.231: - 195.138.69.231:9684 - TCP OPEN
195.138.69.231: - 195.138.69.231:9685 - TCP OPEN
195.138.69.231: - 195.138.69.231:9691 - TCP OPEN
195.138.69.231: - 195.138.69.231:9692 - TCP OPEN
195.138.69.231: - 195.138.69.231:9694 - TCP OPEN
195.138.69.231: - 195.138.69.231:9696 - TCP OPEN
195.138.69.231: - 195.138.69.231:9693 - TCP OPEN
195.138.69.231: - 195.138.69.231:9701 - TCP OPEN
195.138.69.231: - 195.138.69.231:9702 - TCP OPEN
195.138.69.231: - 195.138.69.231:9703 - TCP OPEN

195.138.69.231: - 195.138.69.231:9705 - TCP OPEN
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195.138.69.231: - 195.138.69.231:9704 - TCP OPEN
195.138.69.231: - 195.138.69.231:9706 - TCP OPEN
195.138.69.231: - 195.138.69.231:9712 - TCP OPEN
195.138.69.231: - 195.138.69.231:9711 - TCP OPEN
195.138.69.231: - 195.138.69.231:9713 - TCP OPEN
195.138.69.231: - 195.138.69.231:9716 - TCP OPEN
195.138.69.231: - 195.138.69.231:9714 - TCP OPEN
195.138.69.231: - 195.138.69.231:9721 - TCP OPEN
195.138.69.231: - 195.138.69.231:9722 - TCP OPEN
195.138.69.231: - 195.138.69.231:9725 - TCP OPEN
195.138.69.231: - 195.138.69.231:9723 - TCP OPEN
195.138.69.231: - 195.138.69.231:9726 - TCP OPEN
195.138.69.231: - 195.138.69.231:9731 - TCP OPEN
195.138.69.231: - 195.138.69.231:9732 - TCP OPEN
195.138.69.231: - 195.138.69.231:9733 - TCP OPEN
195.138.69.231: - 195.138.69.231:9734 - TCP OPEN
195.138.69.231: - 195.138.69.231:9735 - TCP OPEN
195.138.69.231: - 195.138.69.231:9741 - TCP OPEN
195.138.69.231: - 195.138.69.231:9742 - TCP OPEN
195.138.69.231: - 195.138.69.231:9745 - TCP OPEN
195.138.69.231: - 195.138.69.231:9743 - TCP OPEN
195.138.69.231: - 195.138.69.231:9744 - TCP OPEN
195.138.69.231: - 195.138.69.231:9761 - TCP OPEN
195.138.69.231: - 195.138.69.231:9771 - TCP OPEN
195.138.69.231: - 195.138.69.231:9774 - TCP OPEN
195.138.69.231: - 195.138.69.231:9772 - TCP OPEN
195.138.69.231: - 195.138.69.231:9775 - TCP OPEN
195.138.69.231: - 195.138.69.231:9776 - TCP OPEN
195.138.69.231: - 195.138.69.231:9781 - TCP OPEN
195.138.69.231: - 195.138.69.231:9782 - TCP OPEN
195.138.69.231: - 195.138.69.231:9784 - TCP OPEN
195.138.69.231: - 195.138.69.231:9783 - TCP OPEN
195.138.69.231: - 195.138.69.231:9786 - TCP OPEN
195.138.69.231: - 195.138.69.231:9791 - TCP OPEN
195.138.69.231: - 195.138.69.231:9793 - TCP OPEN
195.138.69.231: - 195.138.69.231:9792 - TCP OPEN
195.138.69.231: - 195.138.69.231:9797 - TCP OPEN
195.138.69.231: - 195.138.69.231:9794 - TCP OPEN
195.138.69.231: - 195.138.69.231:9801 - TCP OPEN
195.138.69.231: - 195.138.69.231:9802 - TCP OPEN
195.138.69.231: - 195.138.69.231:9803 - TCP OPEN
195.138.69.231: - 195.138.69.231:9804 - TCP OPEN
195.138.69.231: - 195.138.69.231:9805 - TCP OPEN
195.138.69.231: - 195.138.69.231:9811 - TCP OPEN
195.138.69.231: - 195.138.69.231:9816 - TCP OPEN
195.138.69.231: - 195.138.69.231:9813 - TCP OPEN
195.138.69.231: - 195.138.69.231:9815 - TCP OPEN
195.138.69.231: - 195.138.69.231:9812 - TCP OPEN
195.138.69.231: - 195.138.69.231:9821 - TCP OPEN
195.138.69.231: - 195.138.69.231:9823 - TCP OPEN
195.138.69.231: - 195.138.69.231:9824 - TCP OPEN
195.138.69.231: - 195.138.69.231:9822 - TCP OPEN
195.138.69.231: - 195.138.69.231:9825 - TCP OPEN
195.138.69.231: - 195.138.69.231:9831 - TCP OPEN
195.138.69.231: - 195.138.69.231:9832 - TCP OPEN
195.138.69.231: - 195.138.69.231:9834 - TCP OPEN
195.138.69.231: - 195.138.69.231:9835 - TCP OPEN
195.138.69.231: - 195.138.69.231:9833 - TCP OPEN
195.138.69.231: - 195.138.69.231:9851 - TCP OPEN
195.138.69.231: - 195.138.69.231:9853 - TCP OPEN
195.138.69.231: - 195.138.69.231:9852 - TCP OPEN
195.138.69.231: - 195.138.69.231:9854 - TCP OPEN
195.138.69.231: - 195.138.69.231:9855 - TCP OPEN
195.138.69.231: - 195.138.69.231:9861 - TCP OPEN
195.138.69.231: - 195.138.69.231:9862 - TCP OPEN
195.138.69.231: - 195.138.69.231:9872 - TCP OPEN
195.138.69.231: - 195.138.69.231:9871 - TCP OPEN
195.138.69.231: - 195.138.69.231:9873 - TCP OPEN
195.138.69.231: - 195.138.69.231:9874 - TCP OPEN
195.138.69.231: - 195.138.69.231:9875 - TCP OPEN
195.138.69.231: - 195.138.69.231:9882 - TCP OPEN
195.138.69.231: - 195.138.69.231:9885 - TCP OPEN
195.138.69.231: - 195.138.69.231:9881 - TCP OPEN
195.138.69.231: - 195.138.69.231:9886 - TCP OPEN
195.138.69.231: - 195.138.69.231:9883 - TCP OPEN
195.138.69.231: - 195.138.69.231:9892 - TCP OPEN
195.138.69.231: - 195.138.69.231:9893 - TCP OPEN
195.138.69.231: - 195.138.69.231:9896 - TCP OPEN
195.138.69.231: - 195.138.69.231:9894 - TCP OPEN

195.138.69.231: - 195.138.69.231:9897 - TCP OPEN
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Auxiliary module execution completed
6 auxiliary (scanner/portscan/tcp)
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Scanned 1 of 1

9901 - TCP
9902 - TCP
9903 - TCP
9904 - TCP
9906 - TCP
9911 - TCP
9914 - TCP
9916 - TCP
9912 - TCP
9915 - TCP
9922 - TCP
9921 - TCP
9926 - TCP
9925 - TCP
9923 - TCP
9931 - TCP
9933 - TCP
9932 - TCP
9934 - TCP
9935 - TCP
9941 - TCP
9942 - TCP
9943 - TCP
9944 - TCP
9945 - TCP
9951 - TCP
9953 - TCP
9952 - TCP
9954 - TCP
9955 - TCP
9961 - TCP
9962 - TCP
9963 - TCP
9965 - TCP
9964 - TCP
9972 - TCP
9971 - TCP
9974 - TCP
9973 - TCP
9975 - TCP
9981 - TCP
9984 - TCP
9982 - TCP
9983 - TCP
9985 - TCP
9992 - TCP
9991 - TCP
9993 - TCP
9994 - TCP
9995 - TCP

hosts (100% complete)

> back
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