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Kononka riaBHoOro perakropa

Cuctemst ABTOMAaTH3HPOBAHHOTO
ynpaBienus (CAY) pasBuBatorcs. 2IT1o
yTBEpKIeHHE He TpeOyeT IOKa3aTeNbCTB.
WnTepecHo JIpyroe. Yro SIBIIIETCS
JIBIKYIIUMU ~ cuiaMud  pasButua?  Yrto
KOHKPETHO B JTHUX CHCTEMax pa3BHBaeTCs?
Kakumu  temmamu?  DddexktuBHo
pazsutue? Kakue mnpoGieMbl BO3HHKAIOT?
OO6CyauTh 3TH BOIPOCH B OJIHON KOJIOHKE HE
yaacTcs. Haunem co CTPYKTYpHO-
(hyHKIIMOHAJIBHOTO aHAJIN3a HAIIUX CUCTEM.

CAY

SBassce AHTPOIIOI'CHHBIMH,

CO3JIal0TCs
peanM3ali KOHKPETHBIX (LeNIeBbIX) (YHKIHH, T.e. OHH HCXOIHO
(YHKIIMOHAIBHO OPUEHTHPOBaHbI. JIeKOMIO3uLHMs 1eNeBoil pyHKINU

JJIA

bi (o) CUCTEMOOOPa3YIOIINX (perynupoBaHue, ONTUMHU3AITHS,
rapaHTHpPOBaHUE, aJaNnTalus U T.1.) U pabouux (YHKIHMH BBISIBISET

(YHKIMOHANBHBIE  OPTaHM3alMId M CTPYKTYPY  CHCTEMBI,
KOHKPETH3UPYsl HMX COCTaB M B3aWMOCBA3M (KOOpIWHALMUIO U
CyOOpAMHALIUIO).

OyHKIMOHANBHAS ~ OPraHM3alMs  «MaTepHaNU3yeTcs» B
CTPYKTYpHOH OpraHu3aLuH, KOTOpast KOHKPETU3UPYET
MHOTOTPaHHOCTh ocoOeHHOCTEll  peanu3ayuu CAY. Ee

CTPYKTYpH3AIUs TI03BOJIAET BBIACIUTH HECKOJBKO B3aHMMOCBSI3aHHBIX
UEPAPXUYECKUX YPOBHEH:

a) auropuTMHYecKas CTPYKTypa —  KOHKPETH3HPYeT
MOJy4YaeMyl0 CHUCTEMOW HMH(POPMAIIMI0O O COCTOSHUU OOBeKTa
YIpaBIeHUsT U ero cpensl, (HaKTHIECKH — HPUHIUIBI YIPaBICHHUS,
QITOPUTMBI €€ «IepepaboTKM» B  YNPABISIIONIME BO3ICHCTBHS,
B3aUMOCBSI3H MEXKY aITOPUTMAMH, B T.4. Pa3INIHBIX (YHKIHH;

6) TexHWYecKas CTPYKTypa — KOHKPETH3HUPYET TaKHe
XapaKTePUCTUKU CHCTEMBI KaK IEHTpalu3alus, paclipeneIeHHOCTb,
TOIOJIOTUSL CeTH M JAp., KOTOpbIe, TMpEexXJe BCEro, OTPaKaroT
CTPYKTYpY HHTeJUIeKTyalbHOTO sapa CAY W nokanu3anuio B HEM
ITOPUTMOB;

B) IPOTrpaMMHO-TeXHUUYECKas 0a3a — KOHKPETHU3UPYET THIIBI
U XapaKTepUCTUKHA HCIOJB3YEMBIX B CHCTEME TEXHHYECKHX W
MIPOTPAMMHBIX (CHCTEMHBIX M IPUKIATHBIX) CPEACTB aBTOMATH3AIINH.

BaxHo, uto ¢yHKImoHansHas opranu3anus CAY nepBuyHa
10 OTHOLIEHWIO K €€ CTPYKTypHOW OpraHu3allld, a AUadeKTHKa HX
B3aMMOCBSI3M UAEHTHYHA AMAJIEKTHKE B3aUMOCBS3U MEXAY TaKUMH
($UIIOCOYCKUMH KaTETOPUsIMH KaK «COZEpXaHue» U «popmay. ITo
IpegonpeaenseT o4eHb MHoroe B pasButuu CAY, HO naneko He
BCE...

B.A. XoOun
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Abstract: The article discusses a new approach to upgrade the software for SCADA-systems. A distinctive feature of this
method is the ability to support more than ten most popular programming languages. By applying this method it’s possible to
automate the process of recoding software components and, by doing so, it saves time programmers have to spend to rewrite
the code and reduce the likelihood of structural errors inherited from the previous system.

Key words: reengineering, recoding, software component, Supervisory Control And Data Acquisition (SCADA-system),
Computer-Aided Software Engineering (CASE-means).

Introduction

Supervisory Control And Data Acquisition Systems (SCADA-system or SCADA) has been implemented in various fields
of human life but the most widespread occurred in industry and on transportation. And SCADA operation for each mode of
transportation (by water, air, rail, road) has fundamental differences.

One common feature for all SCADA is that with time its software become outdated under number of factors such as
constant update of information systems, changes in programming languages and distributed data processing systems, etc.
Inevitable, such trend leads to speed and graphic deterioration, loss of information, communication and time and / or other
features decline until complete system failure.

Defining the problem and its relationship with important scientific or practical tasks

Creating SCADA is quite complicated and time consuming process that can be accomplished by highly skilled and well-
coordinated team of developers and coordinators, as only design process included more than ten stages already: research,
specification development, technical proposal, preliminary design, technical design, mock-up project, coding, compiling,
testing, releasing, and quite often further technical and customer support.

SCADA development is an enormous scientific and technical undertaking which implementation requires significant
investment. All existing SCADA and those that are in stage of development using current methodology contain the results of
many years of research done by thousands of scientists, engineers, designers and developers who participated in developing
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design solutions.

According to current world trends SCADA design should be evolving process. There are at least two good reasons why
SCADA should evolve with time. First, the development of such a complex project as SCADA takes long time and from
economic point of view it’s became obvious that whole system should be broken into smaller units which could be
implemented as they become ready (further units will be expanded and combined as necessary). Second, steady progress in
object’s design, technology, computing and mathematics leads to new mathematical models and methods that should replace
older and less successful counterparts.

In this regard, one of the most important features of SCADA should be ease of use and expansion capability by means of
adding new and/or improved elements. Here is the question that further addresses this problem — should it be a new
development or reengineering.

Recent development and publications analysis where this issue has been addressed

Reengineering is a discipline that incorporates restructuring and reorganization of SCADA, where some units could be
redeveloped using modern technology, also allowing modification and upgrade data structure [1]. At the same time
architecture of the system might remain unaltered.

Subject of SCADA reengineering were studied in details in [2, 3]. Methodology of reengineering were explained in [4].

From commercial point of view reengineering considered the only method to preserve inherited units while maintaining
SCADA. In opinion of leading experts [5, 6] it is not wise to create such a system from scratch not just because lack of time
but because all initial time and resources spent on its development will be wasted therefore significantly increasing cost and
likelihood to introduce structural defects. At the same time reengineering allows SCADA to evolve, incorporating necessary
upgrades aiming to boost quality, streamline maintenance and support [7].

Another point to consider while developing new SCADA is to ensure that new system is consolidated and universal enough
[8]. This issue could be related to “beginning of development” which means that most of existing SCADA from various fields
could not be considered as up to date, simply because technologies that were used at the time systems were designed become
obsolete with time. After 3 — 4 years majority of them do not have the capabilities to sustain current demand for speed, load,
image rendering and computation, moreover given that existing SCADA might contained millions lines of code, it could take
months or even years (!) to do a code conversion.

The ideal system should utilize as many common units as possible but requirement for units being universal could easily
interfere with demand for high efficiency. That’s hold true for SCADA.

Current value of the article lies within expectations and benefits for reengineering as a method and lay a course for
development of a new units using sequential steps which defined how changes to be introduced, when and how restructuring
should occur and also mandatory information for recoding of existing components. As well as terms and requirements for
language conversion and support data contingency after restructuring process takes place.

There are several reasons hindering agile implementation of this method such as insufficient documentation explicitly
outlining redesign of an existing system and preservation of its architecture.

Define research objectives

It is absolutely necessary to minimize man-hours and expenditure in order to keep SCADA cost effective and the major
task is to improve its software.

Fundamental idea discussed here is to develop method of reengineering for SCADA by evolving its software which in turn
will ease maintenance, improve support and usability and also facilitate process of system upgrade either through newly
developed or redesigned units (modules).

The main objective of this article is to design, evaluate and implement method for redesigning software which will allow
creating efficient SCADA across variable fields.

Define approach

In order to achieve multilanguage transition for SCADA software it is necessary to define and follow subsequent steps:

1. Choosing appropriate coding language

Choice of the language for this task will depend on technical requirements or current market trends, and very likely come
from top programming languages such as C, C++, C#, Java, PHP, Delphi, Python, Visual Basic etc.

2. Choosing applicable CASE-means

Selection of preferred CASE-means will be dictated by end user preferences. From author’s viewpoint the most
appropriate CASE-means is Enterprise Architect (EA) which support import to / from and can generate code written by all
languages mentioned above. From now on the EA will be used as very efficient tool for recoding.

3. ldentification of components

It is necessary to identify which component of SCADA requires recoding. Let’s take a look at any open component written
in C language for example (pic.1). Let’s inspect component “pm-dm.c” (pic.1).
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Fig. 1 — Identification of the component written in C language

4. Import of the components

With the help of EA we will be doing import of the selected components. After setting all necessary parameters select

following (see pic.2).
a) Tools;
b) Source Code Engineering;
¢) Import C files...

@ MLCW - EA - ALl Edition

File Edit Wiew Project Diagram Element | Tools | Analyzer Add-Ins Settings Window Help
?‘] = = | =W @ 0 o Open Sowurce File.. Ctrl=Alt=0  Basic - Mormal z

2% Toolbox v & x %E Clazs Diagram: '| Source Code Engineering 3 | @ Generate Package Source Code... Ctri= A=K
i
& w A AF L P Database Engineering 3 Synchronize Package Contents.., Ctri=Alt+M
ER=re daa
5? B Package \Web Sarvices o @ Import Source Directory... Ctrl=Shift=U
g E - YML Schema o Import Binary Module..,

=& Interface Model Transformation (MDA) 4 Import ActionScript Files...

E DataType Impart C Files...

XS Spelling Tools 4 ||E L fes |

= Enumeration Import G ==

g edm Data Management » d | mpo [€] Import C Files...

rimitive
@ Import C4 Reverse engineer C source code J

= Table MDG Technology Import m Import DelpRTFTEE

Signal Generate MDG Technology File... @ Import Java Files..

<+ Association

- o A Wordpad #he Impaort PHP Files...

Class Relationships | .
-_-J Windows Explarer Q Impaort Pythan Files...
sSoAA A —— % Import Visual Basic Files...
ustomize.. E
Ay & & 5 _ & Import VB.Net Files...
rx  Options.. Ctrl=F9
)9 P

)

Fig. 2 — Sequence selection for importing components

Any components, written in the language from dropdown list in EA can be imported in the method described above. See

pic.2.

In case of correctly performed import procedure and completion of reverse engineering of imported code you will see
updated structure of original component (pic.3).
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Fig. 3 — Updated structure of imported code

5. Code generation for new structure

Ensure all mandatory parameters setup in EA before generating new code it is necessary to select corresponding structural
elementsand then follow the steps: see pic.4.

a) Source Code Engineering;

b) Generate Current Element...
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!

Fig. 4 — Prompt generating new structure
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Ensure to specify correct pass in prompt window in order to save new recoding component. For e. g. “Desktop” see pic.5.

Generate Code

Fath

gram Files\BRLCAD 7.20. 2Msharetbrlcadhr. 20. 24sample_applicationspl-dr.c Generate

Advanced

Target language Dretails

Wigw
Save

Cloze

dudlilyy.

Import[s] / Header[s]

Help

:

Fig. 5 — Example of code generation prompt

After selecting language for conversion for e.g. PHP press “Generate” button (pic.6).

Generate Code El
Path
C:MDocuments and Settings\Ris\Patouni cronspl-dm.php [ ] [ Generate ]
T arget language D etailz -
Wi
— . pl_dm [ vew |
ActionScrpt
ArcilS
C
I
| C4+
Delphi
Java
—|Python
YEMet
Yizual Bazic
"WorkFlowS cript
Help

Fig. 6 — Choosing language of recoding

In case of successful operation you will find updated SCADA component written in selected language in specified place (in
our case it’s “Desktop”).

6. Editing recoded component

The abovementioned component of SCADA s available for further editing and / or with help of EA or any other editor
suitable for selected language, could be integrated into another SCADA.

Conclusion and prospects for the method further development

The article is outlining the new method of multilingual recoding for SCADA software. This method consists of definite
steps combined into sequence illustrated above.

Correctly performed recoding should deliver following results:

— reduced number of errors while redesigning SCADA;
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— improved cost effectiveness for new system development by reusing components;

— shortening man-hours by cutting down on recoding of repeating operations by reusing already defined components.

In author’s opinion implementation of this method will increase efficiency SCADA in various fields.

This method could be used by system architects and programmers already working on existing SCADA reengineering
projects.

Future reengineering model development will lay the ground for other support types of redesign SCADA. Reengineering
SCADA will overcome the discrepancy between the pace of development of science and technology and design processes,
improve technical support SCADA and reduce operating costs.
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Abstract: On many industrial objects regulators of pressure are used. Following initial data are necessary for proper
selection of a regulator and calculation of throughput: a working environment, entrance and target pressure, expense,
temperature of a working environment, accuracy of regulation, a class of tightness, diameter of the pipeline, type of accession,
constructional materials, external or internal registration of target pressure, protection against excess of pressure.
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OcHOBHasl TeMATHKA U31AHUS:
BOITPOCHI TEOPUU, METOJbI 1 AJITOPUTMBI D®PEKTUBHOI'O ABTOMATHYECKOI'O
YHOPABJIEHUSI OBFBEKTAMU XUMHUKO-TEXHOJIOI'MYECKOI'O TUITA, BKJIFOYASI:
= 00bBeKTaMH C pacrpeJielIiCHHBIMUA IIapaMeTpaMu U / WM 3ama3/ibIBAHUEM, B YCIOBHSIX MHTCHCUBHBIX BO3MYIICHUI
(CAY wunBapuaHTHbBIC, KacKaJaHbIE, C U3MECHAEMOW CTPYKTYpPOH, C NMPOTHO3UPOBAHUEM, C MOJIEISAMH OOBEKTa U
T.01.);
00BEKTaMH C CYIIECTBEHHOH HEOMPEACTICHHOCThIO W HecTaloHapHOCThIO cBOMCTB (CAY ¢ onTuMu3zaimei,
ajianTanyeil, Ha OCHOBE UCKYCCTBEHHBIX HEHPOHHBIX CETeH U HEYETKOH JIOTUKN);
00bEeKTaMH C OTpPaHUUYCHUSMU THIIA «aBapHiiHas CHUTYyalllsl» Ha 3HAUCHHWE WX DPEXHUMHBIX IEePeMEeHHBIX U
00BEKTaMH ¢ OTPaHUYEHHBIMU PECYpCaMu Ha YIPAaBJICHUE,
00BEKTaMH ¢ JIOTHKO-IMHAMUYECKHMH CBOHCTBAMU

ABTOMATHUYECKHUE U ABTOMATHU3UPOBAHHBIE CUCTEMBI YITPABJIEHUA
TEXHOJOI'MYECKUMMU NPOIECCAMMU (IITPUHIUIIBI TIOCTPOEHUSA, TIPUMEPBI
PA3ZPABOTOK, AHAJIN3 D®PEKTUBHOCTH), BKIIIOYAA:

" MaTeMaTHYecKoe MOJEIMPOBAHUE U HJCHTH(UKAIMA MOJeNed TEeXHOJIOrMYECKUX IPOLECCOB KaK OOBEKTOB
YIIpaBIICHHS, TOJIXOABI K OLCHKE aIeKBATHOCTH, YIOTpeOlIeHHe Moenell st pa3pabOTKH CHCTEM yIpaBICHHS H
KaK KOMIIOHEHT aJI'OPUTMOB YIIPaBICHHUS;

HOBBIE TIOAXOABI K pPa3paboTKe aBTOMATH3UPOBAHHBIX CHCTEM CIIOXKHBIX TEXHOJIOTHYECKHX IIPOIIECCOB
(pyHKIMOHANBHBIH, CLIEHAPHBIN, SBOTIOLUOHHBIN U T.1.);

CHCTEMBI TOINEPKKH MPHHATUS PEIICHNH OIepaTopaMy aBTOMATH3UPOBAHHBIX CHCTEM W MPHHIUIEI pa3paboTKH
3¢ PEeKTUBHBIX aBTOMAaTU3UPOBAaHHBIX pabounx mecT (APM) onepatopos;

HoBbIIIeHHE S(G(EKTHBHOCTH W ONTHMH3AIMs aBTOMATHYECKOTO YIIPABICHHS TPYNIaMH TEXHOJIOTHYECKUX

arperatoB (BKJIIOUEHHBIX MOCIE0BATENbHO, TapalIENbHO, C PEHUPKYISALNEH, CMENIaHHO);
YIIpaBIICHHUS TEXHOIOTHUECKAMH MIPOIECCAMH B ITYCKOBBIX (TIEPEXOIHBIX) M YCTAHOBHUBIINXCS PEXKHMAaX PabOTHI

N3MEPEHUSA TEXHOJIOI'MYECKUX IEPEMEHHBIX U ITIEPEMEHHBIX,
XAPAKTEPU3YIOIIUX COCTOAHHUE OBOPYAOBAHUSA, UX METPOJIOI'HYECKOE
OBECIHHEYEHMUE, BKIIIOUYASL:
(GU3UKO-TEXHUYECKHE OCHOBBI aBTOMATHUUECKUX HEMPEPHIBHBIX U / WM KCIPECC-METONOB M3MEPEHHUs, BOIPOCH
HX METPOJIOTUUECKOTO 00ECIIEUSHUSI ¥ TPOTrPaMMHO-TEXHUUECKOH pealn3alum;
METO/IbI MIOBBIIIEHHUS TOYHOCTH NPSIMBIX U KOCBEHHBIX U3MEPEHUIL;
BOCCTAaHOBJICHHsI 3HAUCHUI IIePEMEHHBIX, KOTOpbIe IJIsi HENOCPEICTBEHHOTO H3MEpPEHHs, B TOM YHCIIE
JUArHOCTHKA HAPYLUICHUH B TEXHUYECKOM COCTOSIHUN 000pPYIOBaHUSL.

TEXHUYECKHE CPEACTBA U UHOOPMALMOHHBIE TEXHOJIOTHHA B CUCTEMAX

YIIPABJIEHUS, B TOM UHUCJIE:

= 0030pBl U CPaBHUTENBHBIH aHAIU3 IMPOrPaMMHO-TEXHHUYECKHX CpeICTB cOopa, OOpabOTKM M NpeCTaBICHUS
nHopMalM O XOIe TEXHOJOTMYECKOro IIPOlecca, CPEACTB HHTEJUIEKTYaJIbHOTO sApa CHCTEMBI U CPEACTB
BO3EUCTBHS Ha MPOIIECC;
OpraHu3alys CeTeil A B3aUMOJCHCTBHS KOHTPOJUIEPOB M KOMIIBIOTEPOB BHYTPH HMHTEIUICKTYaJbHOTO sifpa
CHCTEMBI, B3aHMMOJICHCTBHUS sIpa CO CPeACTBaMH cOopa MHGOPMAIMU W BIMSHHSA HA TMPOIECC, C yIAICHHBIMU
OJIb30BATEIISIMH U HAJIaTYUKa CHCTEMBI;
MIPAKTUYECKUE BOMPOCHI 11EJIECO00pa3HOr0 NPUMEHEHHs, HallaJKHi, HaCTPOMKH, MOHTa)ka TEXHHUYECKHX CPEICTB
aBTOMaTH3aluH, YPPEKTUBHOTO MPUMEHEHUS TPOTPAMMHBIX CPE/ICTB

TEOPUSA U TIPAKTUKA ABTOMATHU3AIIUU BUSHEC-ITPOLECCOB
TEOPETHYECKHE OCHOBBI ABTOMATH3AI[MH OH3HEC-TIPOIIECCOB, HAYTHO-METOIOJIOTHIECKHE TIOAXOIbI K YIIPABICHHUIO
OU3HEC-TIPOIIECCAMU U MX aBTOMATH3AIHH;
MHHOBALOHHBIC TEXHOJIOTUH aBTOMATH3AINH OU3HEC-TIPOLIECCOB;
MPAKTHYESCKUE PEIICHHs] BOMPOCOB aBTOMATH3AIlMU OU3HEC-TPOIIECCOB, OIBIT BHEIPEHHS CHCTEM aBTOMATU3AlUU
OM3HEC-TIPOIIECCOB.

HOBBIINEHUE D®PEKTUBHOCTHU NOATI'OTOBKHA KA/TPOB B OBJIACTA ABTOMATU3AIIUA

TEXHOJIOTNMYECKHNX U BU3HEC-ITPOIIECCOB

*  HanpaBJICHHs U METOJbI MOBBIMICHHUS Ka4eCTBa MOJrOTOBKY CIIEI[HATUCTOB B 00JaCTH aBTOMATH3AIIHY;

* 3pdekruBHbie (HOPMBI OpraHU3alMKU Y4eOHOTO TPOIIECCa, MUPOBOW OIBIT OPraHU3alMH CHCTEM MOATOTOBKH
BBICOKOKJIACCHBIX CIICIIMAUCTOB, CACTEMBbI YIPABICHHS KAYECTBOM B 00pa30BaHHUM.
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